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BA30BASI MOJIEJb YT'PO3 BE3OIACHOCTH
MEPCOHAJBHBIX JIAHHBIX ITPU UX OGPABOTKE B
UH®OPMAIIMOHHBIX CUCTEMAX MMEPCOHAJIBHBIX
JTAHHBIX

(Bbinucka)

[Ipumedanue: mnpu paccMOTPEHMH Yrpo3 yTedkd HHGPOpMAlMM IO KaHajlaM MOOOYHBIX
AJIEKTPOMAarHUTHBIX M3inydeHuid U HaBoJok (II9MUMH) HeoO6xoaumMo NpHUMEHSATh MOJHYIO BEPCHUIO
JTAHHOTO JIOKYMEHTA.

O003HaYEeHN U COKPALLIEHUSA
APM - aBTOMaTH3MpOBaHHOE paboyee MecTo
BU - BunoBas undopmanus
BTCC - BcnoMoratenbHble TEXHUYECKHE CPEICTBA U CUCTEMBI
NCTIIH - napopManinoHHas cucTeMa MePCOHABHBIX TAHHBIX
K3 - koHTpOIMpyemas 30Ha
MD - mexceTeBol dKpaH
H/IB - HeneximapupoBaHHbIE BO3MOKHOCTH
HCJI - HecaHKIIMOHMPOBAHHBIN 1OCTYI
OBII/IH - obecnieueHne 6€30MaCHOCTH MEPCOHATBHBIX JTaHHBIX
OC - onepalmoHHas cucTeMa
I1/T1 - mepcoHanbHbIE JaHHBIE
IIMB - nporpaMMHO-MaTEMaTUYECKOE BO3AECHCTBHE
1O - nporpamMmmHoOe obecrieueHue
[IOMMUH - no6oyHbIE 3IEKTPOMArHUTHBIE U3TYYEHUS U HABOIKU
PU - peueBas undopmarus
CBT - cpeacTBo BEIUUCIUTEIBLHON TEXHUKU

C3U - cpencTBO 3aUThl HHPOPMAITIH



CIIUN - creranorpaduueckoe npeodpazoBanue HHGHOPMAITTH

COVIIN - cnenuanbHbIC 3JIEKTPOHHBIE YCTPOUCTBA MepexBaTa nHpopMauu
TKYU - rexHuueckuii KaHaa yTeUKH HHPOpMAIIH

TCOMU - Texuuueckue cpenctsa 0opadboTku nHGHOpMaIHH

VYBIIJIH - yrpo3sl 6€301MacHOCTH MEPCOHAIBHBIX TAHHBIX

1. TepMuHBI ¥ onIpeaeICHUS
B HACTOAICM JOKYMCHTC UCIIOJIB3YIOTCA CIICAYIOIUC TCPMUHBI U UX OMPCACIICHUSA:

ABTOMaTH3UpOBaHHAs CHCTEMa - CHCTE€Ma, COCTOALIas M3 IEepcOHaja M KOMIUIEKCAa CpPEICTB
aBTOMATHU3AllMK €ro JEATEIbHOCTH, pealnu3yrolias MHPOPMALMOHHYIO TEXHOJIOTHIO BBIIOIHEHUS
YCTAHOBJICHHBIX (DYHKIIHH.

AYTGHTI/I(I)I/IKB.LII/IFI OTHPABUTCIIA HAaHHBIX - IMOATBCPKACHUEC TOI'O, YTO OTHPABUTCIIb IMOJTYYCHHBIX
JaHHBIX COOTBCTCTBYCT 3asABJICHHOMY.

be3onacHOCTh MEPCOHANBHBIX JAHHBIX - COCTOSHUE 3alUILEHHOCTH II€PCOHAJIBHBIX JaHHBIX,
XapaKTepU3yeMoe CIIOCOOHOCTBIO I10JIb30BATENEH, TEXHUYECKHX CpPEACTB M HH(OPMAaLMOHHBIX
TEXHOJIOTUH ob0ecneunTh KOH(UIACHUMAIBHOCTh, LEJIOCTHOCTh U JOCTYIHOCTb IEPCOHAIBHBIX
JAHHBIX MPU UX 00paboTKe B MHPOPMALIMOHHBIX CUCTEMAX NIEPCOHAJIBHBIX JaHHbIX.

bnokupoBaHue nepcoHaANbHBIX MJAHHBIX - BPEMEHHOE IpeKpalleHue cOopa, cucTemMaTusalui,
HAaKOIJICHUs, MCIIOJIb30BaHMS, PACHpPOCTPAHEHUS TIEPCOHAIBHBIX JaHHBIX, B TOM YHCIE HX
nepeaaym.

Bupyc (KOMIBIOTEpHBIN, MNpPOrpaMMHBIA) -  HCIOJHSAEMBIM  NPOTrPaMMHBI  KOX  WIH
UHTEPIPETUPYEMbIl HAOOp MHCTPYKIMI, OO0Jiajaronuii CBOWCTBaAMU HECAHKIIMOHUPOBAHHOTO
pacrpocTpaHeHus U camoBocrpousBeneHHs. Co3aHHble TyOJIMKaThl KOMIBIOTEPHOIO BHUpYyca He
BCErJja COBIAAAI0T C OPUTHHAIOM, HO COXPAHAIOT CHOCOOHOCTD K JalbHENIIEMY pPaCIPOCTPAHEHUIO
U CaMOBOCIIPOU3BEIACHUIO.

BpenonocHasgs  mporpamMMa - [porpaMma, — IpeIHa3HA4eHHas U1 OCYIIECTBICHUSA
HECAaHKIIMOHUPOBAHHOTO JOCTyNa M (MJM) BO3AECHUCTBUS HAa NEPCOHANbHBIE JAHHBIE WIH PECypChI
MH(OPMaLIMOHHON CHUCTEMBI IEPCOHATBHBIX JaHHBIX.

BcnoMorarenbHbIe TEXHHYSCKHE cpeactBa U CUCTEMBI - TEXHHUYCCKUEC CpPCIACTBA M CHUCTCMBbI, HEC
MnpeaHa3HAaYCHHBIC JJIsL nepeaadu, O6pa6OTKI/I n XpaHCHUA NEPCOHAIbHBIX JaHHBbIX,
YCTaHABJIIMBAEMBIC COBMECTHO C TEXHUYCCKUMU CPEACTBAMU U CUCTEMAMU, IPEAHASHAYCHHBIMHA JIJIA
06pa60T1<1/1 INEPpCOHAJTIbHBIX  OAHHBIX, WJIX B IIOMCIICHUAX, B KOTOPBIX  YCTAHOBJICHBLI
I/IH(l)OpMaHI/IOHHI)Ie CHUCTEMBI IIEPCOHATIBHBIX TaHHBIX.

JlocTyn B OINepalMOHHYIO cpeay KommbioTepa (MH()OPMAIMOHHONW CHUCTEMBI MEPCOHAIBHBIX
JAHHBIX) - TOJY4YEHHE BO3MOYKHOCTH 3allyCKa Ha BBIIIOJIHEHUWE IITATHBIX KOMaH[, (QYHKIHH,
OpoleNyp ONEPAalMOHHOW CHCTeMBbl (YHUUYTOXXKEHHs, KONHPOBAHUSA, TEpEeMEUIeHUsT U T.IL.),
UCIIOJTHSAEMBIX (hallJIOB MPUKIATHBIX IPOrpaMM.

Joctyn k uHpOpMAaIK - BO3MOXKHOCTh MOJIY4YeHHs] HHPOPMAIIUH U €€ HCIO0Ib30BaHUS.

3aKaIouHOe YCTPOWCTBO - 3JIEMEHT CpEACTBAa CheMa HWH(POPMALMU, CKPBITHO BHEIPSIEMBbIH
(3aKJIagpIBaEMbI MJIM BHOCHUMBIN) B MeCTa BO3MOXKHOTO cheMa HMH(opManuu (B TOM YHCIE B
OTpaKIeHUE, KOHCTPYKIIMIO, O0OpyIOBaHUE, MPEAMETHl WHTEpbepa, TPAHCIOPTHBIC CPEICTBA, a



TaK)XKe€ B TEXHUUYECKHE CPECTBA U CUCTEMBI 00paOOTKH HHPOPMAIIUH).

3ammmaemas wuHopMmanus - uHPOpMaNUA, SABISIOMAACS TPEAMETOM COOCTBEHHOCTH U
moaJjickanias 3almTe B COOTBETCTBUUA C Tpe6OBaHI/I$IMI/I IMPaBOBLIX JOKYMCHTOB HUJIN Tpe6OBaHI/I$IMI/I,
yCTaHABJIMBAEMBIMU COOCTBEHHUKOM WH(pOPMAIINH.

Unentudukanus - TPUCBOCHUE CYOBEKTaM W OOBEKTaM JOCTyna HACHTU(UKATOpa W (WIIH)
CpaBHEHHE MPEIBSIBIIEMOTO UACHTU(PHUKATOPA C IEPEYHEM TPUCBOCHHBIX UICHTH(PHKATOPOB.

WMHpOpMaTUBHBINA CUTHAI - AIEKTPUYECKUE CUTHAJIBI, aKyCTHYECKHE, DIICKTPOMArHUTHBIC U JIPYTHe
¢usuueckue MO, MO MapaMeTpaM KOTOPbIX MOXET OBITh PacKpbITa KOH(UICHIMAIbHASL
uHopmanus (mEepcoHaNbHBIE JIaHHBIE), oOpabarbiBaeMas B HMH(POPMAIMOHHONH CHCTEME
NEPCOHAITBHBIX JIAHHBIX.

NudpopmannoHHas cucTeMa IEpPCOHANBHBIX [JaHHBIX - 3TO0 HHGOPMALMOHHAs CHCTEMa,
NPECTaBIISIONas COO0H COBOKYITHOCTh NMEPCOHANBHBIX JaHHBIX, COACPKAIINXCS B 0a3e JaHHBIX, a
TaKkXke HH(POPMALMOHHBIX TEXHOJIOTUH M TEXHMYECKHX CPEJACTB, IMO3BOJSIOIIMX OCYILECTBIATH
00pabOTKy TaKUX MEPCOHAIBHBIX JAHHBIX C HCIIOJB30BAaHHEM CPEICTB aBTOMATH3aIllMH WK Oe3
MCII0JIb30BaHUs TAKUX CPENICTB.

HNudopmalinoHHbIe TEXHOJOTHH - TPOIECChl, METOJbl IMOWCKa, cOopa, XpaHEHHs, 00padOTKH,
NPEOCTaBIICHUS, PACIIPOCTPaHEHUS WHPOPMAIIMK U CIIOCOOBI OCYIIECTBICHHS TAaKUX MPOIECCOB H
METO/JIOB.

HcTouHnK yrpo3sl 0e30MmacHOCTH HH(OpMAIUH - CYOBEKT AOCTYIA, MaTEepUAIbHBIH OOBEKT WM
¢u3uueckoe  sBJIEHUE, SBIAIOLIMECS NPUYMHOM  BO3ZHMKHOBEHHUS  Yrpo3bl  0€30MacHOCTH
uH(pOpMaLIHH.

KonTpommpyemass 30Ha - 3TO IPOCTPAHCTBO, B KOTOPOM HCKIIIOYEHO HEKOHTPOJIHpYyeMOe
npeObIBaHUE COTPYIHUKOB U IMIOCETUTENEH onieparopa U MOCTOPOHHUX TPAHCHOPTHBIX, TEXHUYECKUX
M MHBIX MaTCPHUAJIBHBIX CPCACTB.

KOH(I)I/II[GHI_II/IEUIBHOCTB NEPpCOHANIBHBIX JaHHBIX - 00s13aTeNbHOC JJIsA CO6J'IIO,Z[€HI/I$I OIepaTopoM HIIN
HWHBIM IOJIYYMBIIUM JOCTYII K HNCPCOHAJIBHBIM JaHHBIM JIMIIOM Tp€6OBaHI/I€ HC OO0MYCKaTb HX
pacinpoCTpaHCHUsA 0e3 cornacus CY6’LCKTa MEPCOHANIBHBIX HAaHHBIX WJIM HAJIMYUA UHOTO 3aKOHHOI'O
OCHOBAHUs.

MeskceTeBol 9SKpaH - JIOKaJbHOE (OJHOKOMIIOHEHTHOE) WM (YHKIIMOHAIHHO-PACTIPEIETICHHOE
nporpaMMHOe (IIPOrpaMMHO-aNIMapaTHoe) CPeACTBO (KOMIUIEKC), pealu3yoliee KOHTPOIb 3a
uH(popMalue, nocrynarwomeil B MHOOPMALMOHHYIO CUCTEMY MEpPCOHANBHBIX AAHHBIX U (WJIH)
BBIXOJIAIIEH 13 HH(POPMAITMOHHON CHCTEMBI.

Hapymmrens 0e30macHOCTH TEPCOHANBHBIX JAaHHBIX - (QU3WYECKOe JIMIO, CIy4ailHO wWiIH
IIPEIHAMEPEHHO COBEPIIAIOIIEE JECUCTBHSA, CIEJICTBUEM KOTOPBIX SIBISIETCA  HapyLICHHE
0€30MacHOCTH TEPCOHAJbHBIX JAaHHBIX MpPU HUX O00paboTKe TEXHUYECKHMMU CpelCTBaMU B
UH(POPMALIMOHHBIX CUCTEMAX MEPCOHABHBIX TAHHBIX.

HenexnapupoBaHHbIe BO3MOKHOCTH - (YHKIIMOHATbHBIE BO3MOXXHOCTH CPEACTB BBIYUCIUTEIBHON
TEXHUKHW, HC OIMCAHHBIC HJIIM HE COOTBCTCTBYHOINHUEC OIIMCAHHBIM B JOKYMCHTAlMHU, IIpU
UCIIONIb30BAaHUU KOTOPBIX BO3MOXXHO HapylleHHe KOH(UISHIIMATbHOCTHA, JIOCTYIMHOCTH WU
IIEJIOCTHOCTH 00pabaThiBaeMO HH(POPMAIIHH.

HecaHKIIMOHMPOBaHHBIH AOCTYI (HECAHKIIMOHUPOBAHHBIE JICUCTBHSA) - AOCTYI K HH(OPMALIUH WA
JefcTBUs ¢ MHPOpMaLKeH, OCYIIECTBIsIEMbIE C HAPYIIIEHUEM YCTAHOBJIEHHBIX MIPaB U (MJIN) IPaBUII
J0CTyMa K HHGOpMAaLUY WK ASUCTBUH ¢ HEll ¢ MPUMEHEHHEM ITaTHBIX CPEJICTB HHPOPMATMOHHON
CHUCTEMBl WJIM CPEJICTB, AHAJOTMYHBIX MM [0 CBOMM (DYHKIMOHAJIBHOMY NpPEIHA3HAYCHUIO U



TEXHUYCCKHUM XapaKTCPHUCTHUKAM.

Hocurens nadopmanuu - pusndeckoe JUI0 WM MaTepUATbHBI 00BEKT, B TOM YHCIIe (U3UIECKOE
noJie, B KOTOpOoM MH(OpMaIMsg HAXOAUT CBOEC OTPAKCHHE B BHUJIE CUMBOJIOB, 00pa30B, CHTHAJIOB,
TEXHUYECKHUX PEIICHUI U MPOIECCOB, KOJIMISCTBEHHBIX XapaKTEPUCTHK (PH3MUECKUX BEITHMYHH.

O0paboTka EePCOHAIBHBIX JAHHBIX - JCUCTBUS (ONEpamuu) ¢ IEPCOHATBHBIMU JaHHBIMHU, BKITFOYAS
cObop, cucTeMaTH3alUIO, HAKOIUIEHWE, XpaHeHHe, yTOYHeHHe (OOHOBIEHHE, W3MEHEHHE),
UCIIOJIb30BAaHUE, PACIPOCTPaHEHHE (B TOM 4YHCIE Iepeaady), oOe3nInyuBaHUE, OIOKUpOBaHUE,
YHUUTOKEHUE EPCOHABHBIX JaHHBIX.

OmnepaTtop - rocylapcTBEHHBIH OpraH, MyHUIIUIIAIBHBIA OpraH, IOPHINYECKOe WiIH (HU3HYECKOEe
JUI0, OpPraHM3yIoImue W (WIH) OCYIIECTBISIONIME OOpaOOTKYy MEPCOHANIBHBIX TAaHHBIX, & TaKKe
OTIPENIENISIONINE LIETH U COAepKaHue 0OpabOTKH MEePCOHATBHBIX TAHHBIX.

[lepexBar (wHpOpPMAIMHK) - HENPABOMEPHOE TMOJNyuYeHHE HWHPOPMAIMH C HCIOIH30BAHUEM
TEXHUYECKOTO CPEJICTBA, OCYIIECTBISIONIET0 OOHApyKeHUe, MprueM U 00paboTKy MH(OPMATHUBHBIX
CUTHAJIOB.

[lepconanbHble JaHHBIE - Jr00as MHPOpMAIMs, OTHOCALIAsCS K OINPENEICHHOMY WM
oIpesieNIIeMOMY Ha OCHOBAaHUM TakoW MH(popmMaruu (uzndeckomy Juiy (CyOBbeKTy MepCOHAIbHBIX
JAHHBIX), B TOM YHCIE ero (aMuins, UMsl, OTUYECTBO, JlaTa ¥ MECTO POXKACHUS, aJipec, CEMEUHOE,
COLMAIIbHOE, UMYIIECTBEHHOE TIOJI0KEeHue, oOpa3oBaHue, mnpodeccusi, I0XOIbl, JApyras
uH(popMaLus.

[ToGouyHblE 3JEKTPOMArHUTHBIE M3JAYYEHUS UM HABOJAKM - DJIEKTPOMAarHUTHBIE M3IIyYEHUS
TEXHUUYECKUX CpEeACTB 00paboTKM 3amuiiaeMoi MHGOpMaluy, BO3HMKAIOIIME Kak I00OYHOE
ABJICHUE W BBI3BAaHHBIC IEKTPUYECKUMH CHUTHAJIAMH, JNEHCTBYIOIUMMU B HMX DJJIEKTPUUYECKUX U
MarHUTHBIX LEMNAX, a TaKXKe SJIEKTPOMAarHUTHbIE HABOAKU 3TUX CHTHAJIOB Ha TOKOIIPOBOSIINE
JIMHUH, KOHCTPYKLIUHU U LIETIA TUTaHUS.

[Tonp3oBarens MHPOPMALMOHHOW CHCTEMBI MEPCOHAJBHBIX JAaHHBIX - JIMIO, YYacTBYIOIEE B
(GYHKIIMOHUPOBAHUM HMH()OPMALIMOHHOM CHCTEMbl MEPCOHANBHBIX JAHHBIX WM HCHOJIb3YIOIIEe
pe3yibTaThl €e (PYHKIIMOHUPOBAHMS.

[IpaBuna pasrpaHuyeHHs] JOCTYIMa - COBOKYIMHOCTh IMPaBWJ, PETJIaMEHTHUPYIOIIMX IpaBa JOCTyIa
CyOBEKTOB JIOCTYIA K 00BEKTaM J0CTYIIA.

[TporpaMMHasi 3akjiagka - CKPHITHO BHECEHHBIH B MporpamMmHoe oOecriedueHre (HyHKIIMOHAIbHBIN
00BEKT, KOTOPBHIH TIPH OMPEEICHHBIX YCJIOBHIX CIOCOOEH 00€CTeunTh HECAaHKIIMOHWPOBAHHOE
nporpaMMHOe Bo3zeiicTBue. [Iporpammuasl 3akiiagka MOXKeT OBITh peaau3oBaHa B BUJE
BPEJOHOCHON TPOTPaMMBbI WJTH TTPOTPAMMHOTO KO7Ia.

[TporpammMHoOe (IIpOrpaMMHO-MaTEMAaTUYECKOE) BO3ICHCTBHE - HECAHKIIMOHUPOBAHHOE BO3/ICHCTBHE
Ha  pecypchl  aBTOMAaTH3UPOBAHHOM  WMH(GOPMAIMOHHOM  CHUCTEMBI,  OCYILIECTBISIEMOE C
MCII0JIb30BAaHUEM BPEIOHOCHBIX IIPOIPaMM.

Pecypc mHpOpMalMOHHON CHCTEMBI - MMEHOBAHHBIM 3JEMEHT CHUCTEMHOr0, MPHUKIATHOTO WIIH
anmnapatHoro ooecrneueHus: GyHKIIMOHUPOBAHUS HH(YOPMALIMOHHONW CUCTEMBI.

Cpe,Z[CTBa BBEIYUCIUTEIbHON TEXHUKU - COBOKYITHOCTb MNPOTpaAMMHBIX U TCXHUYCCKUX 3JICMCHTOB
cucTeM 00pabOTKHU JTAaHHBIX, CIIOCOOHBIX (YHKIIMOHUPOBATH CAMOCTOSATEIILHO HUJIH B COCTaBE APYTUX
CHCTEM.

CyObekT noctyna (CyOBEKT) - JIMIO WM TPOLECC, ACUCTBUS KOTOPOTO PpEriJaMEeHTHPYIOTCS
IpaBUJIAMHU Pa3rPaHUYEHUs 10CTYIIA.



Texnudyeckne cpeacTtBa HWHPOPMAIMOHHOW CHUCTEMBI IIEPCOHANBHBIX JAaHHBIX - CpPEACTBa
BBEIYHCINTEIbHOU TCXHHKU, I/IHq)OpMaI_II/IOHHO'BBI‘-II/ICHI/ITGHBHBIG KOMIUJICKCBI U CCTHU, CPCACTBA U
CHCTEMbI Nepelaud, NpuemMa Hu OOpabOTKH NEepCOHAJIBHBIX JaHHBIX (CPEACTBA M CHCTEMBI
3BYKO3AIlUCH, 3BYKOYCWJICHHS, 3BYKOBOCIIPOM3BEICHHUS, IIEPErOBOPHBIE ¥  TEICBU3UOHHBIC
YCTPOMCTBA, CPEACTBA W3TOTOBJICHUS, THUPAXHUPOBAHHUSA JOKYMEHTOB M Jpyrde TEXHHYECKHUE
cpeactBa oOpabOTKH pedyeBOd, Tpaduueckold, BUAEO- U OYKBEHHO-LM(POBOH WHpOpMALUN),
HpOrpaMMHBIE CPE/ICTBA (ONEPAIlMOHHBIE CHCTEMBbI, CHCTEMbI YIpaBJIeHUS 0a3aMu JaHHBIX H T.IL.),
CpEeICTBA 3aUTHl HHPOPMAIUH.

TexHuuecknii KaHan yTeUykd HH(DOPMAIUM - COBOKYIIHOCTb HOCHTENS WHpopManuu (CpeacTBa
00paboTku), (uU3NYECKOH Cpeapl paclpOCTpaHEHHS HWHPOPMATUBHOTO CHUTHAjJa H CPEACTB,
KOTOPBIMH JOOBIBAETCS 3alluiaeMas HHPOpMaLus.

VYrpo3bl 6€30MaCHOCTH MEPCOHANBHBIX JAHHBIX - COBOKYIMHOCTh YCIOBHH U (haKTOPOB, CO3/AIOIIUX
OMacCHOCTh HECAHKIIMOHMPOBAHHOTO, B TOM YHUCJIE CIYy4alHOTO, IOCTYIa K NMEPCOHATbLHBIM JTaHHBIM,
pEe3yNbTaTOM KOTOPOTO MOKET CTaThb YHUYTOXKCHHME, W3MEHEHHE, OJNIOKMpOBaHUE, KOMHPOBAHHE,
pacrpocTpaHeHUE MEPCOHATBHBIX JTAHHBIX, @ TAKXXE MHBIX HECAHKIIMOHUPOBAHHBIX JCUCTBHUH NpHU
ux 00paboTke B MH(OOPMALIMOHHON CUCTEME MEPCOHANBHBIX JTaHHBIX.

YHUYTOKEHHE TMEepPCOHANbHBIX JAHHBIX - JEUCTBUS, B PE3YJbTAT€ KOTOPBIX HEBO3MOKHO
BOCCTAHOBUTH COJICP)KAaHUE TMEPCOHATBHBIX JAHHBIX B WH(GOPMAIMOHHON CHCTEME TEPCOHATBHBIX
JAHHBIX WJM B PE3YyJbTAaT€ KOTOPBIX YHHMUYTOXKAKOTCA MATEPUAIbHBIE HOCUTEIU IEPCOHAIBHBIX
JTAHHBIX.

VYTeuka (3amuiraeMoi) wuHQOpMAIMK 1O TEXHHYECKMM KaHalaM - HEKOHTPOIUpYeMoe
pacnpocTpaHeHue HHGOpPMaIMU OT HOCUTENS 3alUIaeMoil HHpopMaIuK yepe3 GU3NUECcKyro Cpery
JI0 TEXHUUYECKOTO CPEJICTBA, OCYIIECTBIIAIONIETO NepexBaT HHPOPMAIUH.

VYs3BUMOCTh - HeKasi c1ab0CTh, KOTOPYIO MOXXHO HCIOJB30BaTh U1l HAPYIIEHUS CHCTEMBI WIIN
cojiepxarieiics B Heit nHpopmaIuu.

LlenocTHOCTE MH(OPMALMU - COCTOSHUE HH(pOpPMAlMU, NPH KOTOPOM OTCYTCTBYeT It00oe ee
U3MEHEHHe 100 U3MEHEHHE OCYIIECTBIISIETCS TOJIBKO NMPEAHAMEPEHHO CyObEeKTaMU, UMEIOLIUMH Ha
HETO TPaBo.

2. O01mMe Moo KeHUus

Hacrosimas "ba3oBast Mojens yrpo3 0€30MacHOCTH NMEPCOHATBHBIX JaHHBIX MPU UX 00paboTke B
MH(OPMALIMOHHBIX CHUCTEMaX NEpCOHANbHBIX MAaHHBIX" (nasee - Mogens yrpo3) COAEpKHUT
CHCTEMaTU3HPOBAHHBIN NEpeYeHb yrpo3 0€30MaCHOCTH MEPCOHATBHBIX JAHHBIX MPU UX 00paboTKe B
MHQOPMALIMOHHBIX ~ CHCTEMax  MEepPCOHANBHBIX  JaHHBIX. OTH  Yrpo3bl  OOYCJIOBIIEHBI
NpeHAMEPEHHBIMA WJIM HENpeJIHAMEPEeHHBIMH JCUCTBUSAMH (U3NYECKUX JIMI, JEHCTBHUAMHU
3apyOeXHBIX CHEICHy:KO WM opraHu3amuii (B TOM 4HCIE TEPPOPUCTUYECKUX), a TaKKe
KPUMMHAIBHBIX TPYINITHUPOBOK, CO3/IAI0UINX YCIOBUS (MPEANOCHUIKH) AJIsl HApYyLIeHHUs 0e30MacHOCTH
nepcoHabHbIX NaHHBIX (I1/{H), KoTOpOEe BeneT K yiiepOy KU3HEHHO Ba)KHBIX HHTEPECOB JIMYHOCTH,
o011ecTBa U rocyJapcTBa.

Mognenb yrpo3 COAEpX HUT €IWHBIE MCXOJIHBIE JaHHBIE MO yrpo3aM 0e30MacHOCTH TMEePCOHATBHBIX
JIAaHHBIX, 00pabaThiBaeMbIX B HH(MOPMAIIMOHHBIX CHCTeMaxX mnepcoHanbHbIX maHHBIX (MCII[H),
CBsA3aHHBIM:

¢ mnepexBatoM (cvemoMm) II/I[H Mo TeXHMYECKMM KaHalaM C LEIbl0 WX KOMHPOBAHUS WIH
HEIPaBOMEPHOI'O PACIIPOCTPAHEHMUS],;



C HECAHKIMOHUPOBAHHBIM, B TOM 4ucJe ciaydailHbiM, aoctynioM B MCII/IH ¢ nensio u3MeHeHus,
KOIIMPOBAHUs, HEIPaBOMEPHOro pacnpocrpaHeHus I[IJIH WM IEeCTpYKTUBHBIX BO3ACHCTBUN Ha
sanementel WCII[lH u oOpabGarpiBaembix B Hux [IJ[H ¢ HCMOIB30BaHMEM MPOTPAMMHBIX U
IIPOrpaMMHO-AINIAPaTHBIX CPEACTB C LIEJIbI0 YHUUTOXKEHUS UK OnokupoBanus 11J1H.

Mopnenb yrpo3 SIBJIS€TCS METOIUYECKHM JOKYMEHTOM U TpeJHAa3HAYeHA JJIsi TOCYIapCTBEHHBIX H
MYHHUIUTIAIBHBIX OPraHoB, IOpUAWYECKUX U (WwiM) (u3uyeckux nui (Jajgee - OImepaTropoB),
OpPraHM3yIUX W (WIH) OcylIecTBIsommx o0paborky I[IJ[H, a Takke OmpeAensiomuX LeTd U
comepxanue o6paborku II/lH, 3akazumkoB m paszpadborunkoB MHCII[lH m ux mnoacucrem. C
npuMeHeHneM MoJienu yrpo3 pemaroTcs ClaeaAyolue 3a1auu:

pa3paboTka yacTHbIX Mojened yrpo3 Oe3zomacHocTH I[1/[H B konkpetHbix MCII[H ¢ yuerom ux
Ha3HAYEHUs, YCIOBUN M OCOOCHHOCTEH (PYHKIIMOHUPOBAHHUS;

anaym3 3amutieHHocTd UCIT/a ot yrpo3 6e3onacuoctu [1/]H B X0/1e OpraHu3aliy U BHITIOJTHCHUS
pabort o obecrnieuenuto 6e3omacuoctu I1/1H;

pa3paboTka cuctemsl 3ammThl [1JIH, oOecnieunBaromeil HEUTpaATU3alUIO TPEANOIATaeMbIX YTPO3 ¢
UCIIOJIb30BaHUEM METOJIOB U CIoco00B 3amuthl [1J{H, mperycMOTpEHHBIX A7 COOTBETCTBYIOIIETO
kimacca UCIIdx;

IIPOBEJICHUE MEPONPUATUM, HAIPABICHHBIX HA MPEIOTBPALLEHUE HECAHKIIMOHUPOBAHHOIO JOCTYIIA
k [1/I1 v (wnm) nepenauu ux JuiiaM, He UMEIOIINM MpaBa A0CTYIa K TaKoi HHpOpMaIuy;

HeJoMmyIeHne Bo3AeicTBUsA Ha TexHudeckue cpenactsa MCIIJIH, B pe3ynabTaTe KOTOPOTO MOMXKET
OBITH HAPYILIEHO UX (YHKIIMOHUPOBAHUE;

KOHTPOJIb obecrnieueHUs YPOBHA 3alMUIICHHOCTH IEPCOHAJIbHBIX JaHHBIX.

B Mogemu yrpo3 mano o6o6menHoe omucanue MCII[IH xak OOBEKTOB 3aIUThl, BO3MOMKHBIX
UCTOYHHUKOB yrpo3bl Oe3zomacHOCTH mepcoHanbHbIX JaHHbIX (YBII/IH), OCHOBHBIX KJIacCOB
ysizBumoctet MCIIJIH, BO3MOMHBIX BHUIOB JECTPYKTHBHBIX Bo3jaeWcTBuii Ha [I/IH, a Taxxke
OCHOBHBIX CIIOCOOOB UX pea3aliy.

Yrpossl 6e3omacnoctu [1J{H, obpabareiBaembix B MCII/IH, cogepxamuecs B HacTosmed Monenu
YIpO3, MOT'YT YTOUHSTHCA U JIOMOJHATHCS 110 MEPE BBISBICHUS HOBBIX UCTOYHUKOB YIPO3, Pa3BUTHS
cnoco6oB u cpeacts peanuzauuu YBIIIn B MCII[lH. Buecenne n3menenuit B Mojens yrpos
ocymiectBisiercss @CTIK Poccun B ycTanHaBimmBaeMoM MOPSIIKE.

3. Knaccudukanusi yrpo3 0€30MacHOCTH NMePCOHAJBHBIX TaHHBIX

CocraB u conepxxanue YBII/IH onpenenseTcss COBOKYITHOCTbIO YCJIOBHIM M (paKTOPOB, CO3/IAIOIIUX
OIACHOCTbh HECAHKIIMOHUPOBAHHOT'0, B TOM YHUCJIE CIIy4aliHOro, foctyna K IT/IH.

COBOKYNMHOCTh TakuxX YyclOBUH U (axTopoB (opmupyercs ¢ ydetoM xapaktepuctuk MCIIAH,
CBOWCTB cpeabl (IIyTH) pacupoCTpaHEeHUs HHPOPMATUBHBIX CUTHAJIOB, COJEPKAIIUX 3alUIAEMYIO
H(pOpPMaILIMIO, U BO3MOKHOCTEH UCTOYHUKOB YIPO3BI.

K xapakrepucrukam WCIIJIH, oOycnosnuBatomuMm Bo3HHKHOBeHHEe YbBII/IH, MoxHO oOTHecTH
Kateroputo u oobem oOpabarpiBaembix B MCII[lH mepcoHanbHBIX HaHHBIX, cTpykTypy WCIIH,
Hamuure mnonakmoueHnit MCIIJIlH kK ceTsM cBs3u OOIIEro TOJIb30BaHUA H  (WJU) CETSIM
MEXIYHAPOJAHOTO MH(OPMAIIMOHHOTO OOMEHa, XapaKTePUCTUKHU MojacucTeMbl OezonacHoctu [1/1H,
obpabateiBaeMbix B UCII/IH, peskxuMbl 00pabOTKH EPCOHATBHBIX TAHHBIX, PEKUMBI pa3TpaHUICHUS
npas gocryna nosbs3osarened MCII/IH, MecTOHaX0XIEHUE U YCIOBUS Pa3MELIEHUS TEXHUYECKUX
cpeacts UCII/IH.



Nudopmanmonnsie cuctemsbl [IJ[H mpeacTaBistor coO0l COBOKYIMHOCTh WH()OPMAIMOHHBIX |
MPOrPaMMHO-AIAPATHRIX 3JIEMEHTOB, a TaK)Ke HH(POPMAIIMOHHBIX TEXHOJIOTHA, MPUMEHSIEMBIX TIPH
obpabotke I1/1H.

OcnoBubIMHU 351eMeHTaMu CIT/IH sBastoTes:

NEPCOHABHBIE JIAHHBIE, CcOoAepKamuecs B 0a3ax JaHHBIX, KaK COBOKYMHOCTh HMH(pOpMAIWK U €e
Hocutelne, ucnosibzyembix B UCI/IH;

nH(pOpPMalLMOHHBIE TEXHOJIOTUH, PUMEHsieMbIe ITpu 00padoTke [1/1H;

TEXHUYECKHUE CPEACTBa, ocymecTristomue o0padotky I1JIH (cpencTBa BHIYMCIUTEIBHON TEXHHUKH,
WH(POPMAIMOHHO-BBIYHCIIUTEIBHBIC KOMIUIEKCHI  CETH, CPEJICTBA M CHCTEMBI TIepe/Iadyn, IpuemMa u
obpabotku II/IH, cpencTBa M CHCTEMBI 3BYKO3AlMCH, 3BYKOYCHJICHHS, 3BYKOBOCIIPOW3BEICHHS,
NIEPErOBOPHBIC W TEJICBU3HOHHBIC YCTPOMCTBA, CPEACTBA M3TOTOBJICHUS, TUPAXHUPOBAHUS
JOKYMEHTOB M JpYrHe TEXHHYECKHE CpelcTBa OOpabOTKM pedyeBOd, TpauuecKoi, BUACO- U
OykBeHHO-1IMpoBOI HHPOopMaIuK) (1anee - texuuueckue cpeacrsa UCIIAn);

IpOrpaMMHBIE CPEJICTBA (ONEepallMOHHBIE CUCTEMBI, CHCTEMBI YIIPABJICHHs 0a3aMu TaHHBIX H T.I1.);
CpeACTBa 3alIUTHI HH(POPMALINH;

BCIIOMOrarTeibHble TexHuueckue cpeacta u cucreMmbl (BTCC) - TexHuueckue cpeacTBa U CUCTEMBI,
UX KOMMYHHKAIMM, HE NpeJHa3HaueHHble 111 00paboTku I1/[H, HO pa3meleHHbIE B MTOMELICHUIX
(manee - cmykeOHbIE TTOMEIICHUs), B KOTOphIX pacnosioxkeHbl MCII/IH, ux TexHuuyeckue cpencrna
(paznuyHoro poja TenedOHHbIE CPEACTBA M CUCTEMbI, CpPEACTBA BBIYMCIMTEIBHON TEXHUKH,
CPEJCTBA M CUCTEMBI II€pPEIay JaHHBIX B CUCTEME PaJUOCBSA3H, CPEICTBA U CUCTEMbl OXPAaHHOU U
NOXXKapHOW  CHUTHAJNM3allUM, CPeACTBA UM CUCTEMbl  OIOBELIEHHs M  CHTHAJIU3AIHH,
KOHTpPOJIbHO-U3MEPUTEIIbHAS allllapaTrypa, CpeACcTBa U CUCTEMbl KOHAMIIMOHUPOBAHUS, CPENICTBA U
CHUCTEMBl TPOBOJHON paAMOTPAHCIALUOHHOW CETH M IpUeMa MporpaMM pajJuOBElIaHHUs U
TEJEBUICHNUS, CPEJCTBA JIEKTPOHHON OPITEXHUKH, CPEJICTBA U CUCTEMBI 3JIEKTpOYaco(pUKaINN).

CgoiicTBa cpefpl (IyTH) pacpocTpaHeHUs: HH(OPMATUBHBIX CUTHAJIOB, COJIEPKAIUX 3alUIIAEMYIO
MH(pOpPMAaLIMIO, XapaKTEPU3YIOTCS BUJIOM (PU3NYECKOM cpenibl, B KOTOpo# pactpoctpanstoTes [1/1H, u
ONPEAEISAIOTCS IIPU OLIEHKE BO3MOKHOCTH peannsauuu Y bITJIH.

Bo3moxxHocTH HMCTOYHUKOB YBII/In 00yCJIOBJIEHBI COBOKYITHOCTBIO CIoco0oB
HECaHKIIMOHMPOBAHHOTO U (WiM) ciaydaitHoro nocryna k [1/[H, B pe3ynpTaTe KOTOPOro BO3MOXHO
HapyleHHue  KOH(HUIECHIHATbHOCTH  (KOMMpPOBAHUE,  HENPAaBOMEPHOE  PaCHpOCTpPaHEHUE),
LEJIOCTHOCTHU (YHUUTOKEHHE, U3MEHEHUE) U JOCTYNHOCTH (6s0kupoBanue) [1]1H.

VYrposa 6ezonacnoctu I1/[H peanusyercst B pe3ynbTare oOpa3oBaHusi KaHana peanusanuu YBII/IH
MEXJIy HMCTOYHMKOM YyTpo3bl W Hocutenem (ucrtouyHukoMm) IIJIH, 4ro coznmaer ycnoBus is
HapyueHus 6e3onacHocTH [1/1H (HecaHKIIMOHUPOBAHHBIN MU CITyYalHBIA JOCTYI).

OcHOBHBIMU 5IeMeHTaMU KaHaja peanuzanuu YBII/IH (pucyHok 1) apustorcs:

uctoyHuk YBII[IH - cyObekT, marepuanbHbIi OOBEKT WM (PU3HUECKOE SBIIEHUE, CO3JaloIIHe
VYBII/IH;

cpena (myth) pacnpoctpanenus IIJ[H wim Bo3deiicTBUiA, B KOTOpOHl (u3MUeCKOe IoJie, CUTHA,
JTAHHBIE WJIU MPOTPAaMMbI MOTYT PaclpOCTPAaHATHCS M BO3JECHCTBOBATH HA 3aIMILAEMble CBONCTBA
(KOH(PHUACHITUATBHOCTB, IEJIOCTHOCTD, JOCTYIMHOCTH) [1/1H;

Hocutenb [1/IH - duznueckoe MU0 WM MaTepUaNbHBIM 00BEKT, B TOM uuncie (pusnveckoe mnojie, B
kotopoMm [IJ/[H HaxomsT cBOe OTpakeHHE B BHJE CHMBOJIOB, 00pa30B, CHTHAJIOB, TEXHUYECKUX
pelIeHui U MPOIIECCOB, KOJIMYECTBEHHBIX XapaKTEPUCTUK (PU3NUECKUX BETUYHH.



HcTounux Cpena Hocwutens I1/1x
yrpo3 6e30macHoCTH pacnpocTpaHeHus
I1Iu [1J1a u Bo3aeicTBUi
IIpuemHux
MH(POPMATUBHOTO
CUTHaja
[Tepenatuux
BO3JEHCTBYIOIETO
CUTHaja

Pucynok 1. O600menHas cxeMa KaHaia peaii3aiuy yrpo3 0€301MacHOCTH NEPCOHABHBIX JaHHBIX

Hocurenu I1/]n MoryT conepxarh nH(MOpMaIKIO, IPEICTABICHHYIO B CICAYIOMIUX BUAAX:

akycrmueckas (pedeBas) madopmarus (PU), conepxkaimascs HEOCPEICTBEHHO B MPOU3HOCUMOM
peun nons3oBatens UCII/In npu ocymectsienun um ¢pynkuuu ronocosoro Boaa [1/[n 8 UCIIdn
mnbo  Bocmpom3BoauMasi akyctudeckumu cpeactBamu  WCII[IH  (ecim  Takme  QyHKIUH
MpeyCMOTPEHbI TexHojorueit obpabotku [1JIH), a Takke copepxkamiascs B 3JIEKTPOMAarHUTHBIX
NOJIIX U DJIEKTPUYECKUX CHUTHAJIaX, KOTOPblE BO3HUKAIOT 3a CUET MpeoOpa3oBaHUIl aKyCTHUECKON
nHpopMmanuu;

BuoBas uHdopmanus (BMN), mpencraBneHHas B Buje TEKCTa U M300paKEHUN Pa3IUUHBIX YCTPOUCTB
0TOOpaKeHHUsI uH(popMaluu CPEICTB BBIUHCIUTENBHOM TEXHHKH,
UH(POPMALIMOHHO-BBIYNCIUTENBHBIX KOMIUIEKCOB, TEXHUYECKUX CPEICTB 00pabOTKU rpaduuecKoi,
BUJI€0- U OyKBEHHO-IM(PpoBOii nH(popmanuu, Bxoasmux B coctaB UCIIH;

uHpopmanus, oOpabatbiBaemas (uupkynmupyromas) B MCII[IH, B BHUAE 3NEKTPUUECKUX,
DIIEKTPOMArHUTHBIX, ONITHYECKUX CUTHAJIOB;

uHpopmanus, oopadbarsiBacmas B VICII/IH, npeacraBienHas B Buae OUT, 0allT, GaiyioB U Ipyrux
JIOTUYECKHUX CTPYKTYP.

B uensix ¢gopmupoBanus cuctematuzupoBannoro nepeuns Y BIIJIn mpu ux o6padotke B UCII[IH u
pa3paboTKe Ha UX OCHOBE YAaCTHBIX MOJIENIel MPUMEHUTEIbHO K KoHkpeTHOoMY Buay UCII/IH yrpo3st
KJIaCCU(DHUITUPYIOTCSI B COOTBETCTBUH CO CIEAYIOMMMHE MpU3HAKaMu (PUCYHOK 2):

no Buy 3amumaemoi ot YBIIIn uadopmaruu, conepsxameit [1/1x;
MO BUJIaM BO3MOHBIX UCTOUHUKOB Y BIT/IH;

no tunty UCIIJIH, Ha koTOpble HanpaBieHa peanu3auus Y BILJH;

o cnoco0y peanm3arnuu Y BI1JIH;

0 BHUAY HapyllaeMoro cBoicTBa HH(oOpManuu (BUAY HECAHKIIMOHUPOBAHHBIX JEMCTBUIA,
ocyuectBisieMbix ¢ [1/1H);

10 MCITOJIb3YEMOH YSI3BHMOCTH;
10 00BEKTY BO3/ICHCTBHSI.

ITo Bumam BO3MOXKHBIX HCTOUYHUKOB Y BII/IH BBIIEIAIOTCA CIIEYIOLIKE KIACCHl YTPO3:



YIpO3bl, CBA3aHHBIC C IIPEIHAMEPEHHBIMU WIM HENPEIHAMEPCHHBIMU JCHCTBUAMM JIML, UMEIOIIUX
noctyn k MCIIH, Bkarovast noas3oBareneid MCIIIH, peanu3yomux yrpo3sl HEOCPEIACTBEHHO B
NCTIIH (BHYTpEHHUN HAPYIIUTENh);

yIrpo3bl, CBSI3aHHBIE C MpPEAHAMEPEHHBIMU WM HENpeJHAMEPEHHbIMU JACUCTBUSIMH JIUI], HE
umeroux npocryna k MCII/[IH, peanusyromux yrpossl M3 BHEIIHUX CETEH CBSI3M OOIIEro
MOJIb30BaHUA W (WIM) CeTed MEXIyHapoJHOTO HMH(POPMAIIMOHHOTO OOMEHa (BHEIIHHI
HapyIIUTEND).

Kpome TOro, yrpo3sl MOTyT BO3HMKaTb B pe€3yJlbTaTe€ BHEAPEHUS allapaTHBIX 3aKIafoK U
BPEJOHOCHBIX IIPOTPAMM.

ITo Tuny UCII/JIH, Ha koTOopble HanpasieHa peanusauus Y BIIJIH, BbLAEAIOTCS CIEAYIOUIUE KIacChl
yrpo3:

yrpo3sl  OezomacHoctu  [1/IH, oOpabateiBaembix B HWCII[JTH ©Ha ©6a3e aBTOHOMHOTO
aBTOMAaTHU3UPOBAHHOTO padouero mecta (APM);

yrpo3sl 6e3onacHoctu [1/]H, oOpabareiBaembix B MCII[IH Ha 6aze APM, MOAKIIOYEHHOTO K CETH
001I1ero NoIK30BaHMUs (K CETH MEXKITYHAPOIHOTO HH(POPMAITMOHHOTO OOMEHA);

yrpo3sl 6e3onacHoctu [1/]H, ob6pabareiBaembix B MCII/IH Ha Ga3e mokanbHBIX WHGOPMAIIMOHHBIX
cucteM 0e3 TOJKIIOYEHUS K CETH OOMmEero IMoyik30BaHus (K CETH MEXIYHapOIHOTO
uH(pOpMaIMOHHOTO OOMEHA);

yrpo3sl 6e3onacHoctu [1/]H, o6pabareiBaembix B MCII/IH Ha Ga3e mokanbHBIX WHGOPMAIIMOHHBIX
CHCTEM C TIOAKIIOUYEHHEM K CeTH OOIIero TmoJb30BaHUsA (K CETH MEXKIYHAPOIHOTO
UH(POPMALIMOHHOTO0 0OMeHa);

yrpo3bl  OezomacHoctu  [1JIH, oOpaGateiBaembix B HMCIIJlH Ha 0aze pacmnpenereHHbIX
WH(GOPMAIIMOHHBIX CUCTeM 0e3 TMOAKIIYEHHsS K CeTH OOIero TmMojb30BaHUS (K CeTH
MEXIYHAPOHOTO0 MH(POPMAIIMOHHOTO 0OMEHA);

yrpo3bl  OezomacHoctu  [IJIH, o6pabareiBaembix B HCII[lH Ha 0asze pacmnpeneneHHbIX
UHPOPMALIMOHHBIX CHCTEM C TMOJAKIIOYEHHEeM K CceTH oOOIero Tmojb30BaHuA (K CeTH
MEX1yHapOAHOTr0 HH(POPMAIIMOHHOTO 0OMEHA).

ITo cnoco6am peanuzanuu YBII/IH BbIensoTCs CleAyIOMINE KIacChl yTpo3:

yrpo3sl, cBsizanHble ¢ HCJI k I1/1H (B TOM uucie yrpo3sl BHEAPEHUS BPEAOHOCHBIX IIPOTPAMM);
yrpo3sl yreuku [1/1H Mo TexHu4YeckuM KaHajlaM yTeuky HH(GOpMalNH;

yIpo3bl cienuanbHbIX Bo3aeicTBril Ha MCII/IH.

[To BuAYy HECaHKIIMOHUPOBAHHBIX JCHUCTBHIA, ocymiecTBIseMbIX ¢ [1/IH, BBIICNAIOTCS CICIYHOIINE
KJIACChI YTPO3:

yrpo3bl, MPHUBOJALIME K HapyuleHuio KoHpuaeHuuansHoctd [I/lH (xommpoBaHHMIO WM
HECAaHKIIMOHMPOBAHHOMY paCIpOCTPAHEHHIO), NpPH peaju3alMd KOTOPBIX HE OCYIIECTBISETCA
HENOCPEICTBEHHOT0 BO3ACMCTBUSI Ha coJiep:kaHne HHPOpMaIuy;

yIpo3bl, MNPUBOJAIIME K HECAHKUMOHHPOBAHHOMY, B TOM YHCIIE€ CIy4ailHOMY, BO3JEHCTBHUIO Ha
colepkaHue MH(pOpMaluu, B pe3ylbTare KOTOPOro ocyiiectsisiercs u3menenue I[I/IH mmm ux
YHUUTOXEHUE;

YIrpo3bl, OIPpUBOAANINEC K HCCAHKIIMOHHUPOBAHHOMY, B TOM YHCIIC CJIy‘-IElfIHOMy, BOBﬂGﬁCTBHIO Ha
MpOrpaMMHbIE WM TporpaMMmHo-annapatHeie anemeHTbl HWCII/IH, B pe3ynbrate KOTOPOTro



ocymiecTBisieTcs onokupoBanue [1J[H.

[To ucnonb3yeMoil yI3BUMOCTH BBIJIEISIFOTCS CIEAYIONIUE KIACcChl yrpo3:

YIpO3bl, peaIu3yeMble C UCII0Ib30BaHUEM YSI3BUMOCTH cucteMHoro 110;

yIpo3bl, peaInu3yeMble C UCIIOIb30BAaHUEM YSI3BUMOCTH NpukiaaHoro I10;

YI'pO3bl, BO3SHUKAIOMIUE B PE3YJIbTATEC HCIIOJIb30BAHUA YA3BUMOCTH, BeI3BaHHOM HaimmuueM B AC

armnapaTHoOM 3aKIajKy;

YIpO3bl, pealiu3yeMble C UCIOJIb30BAHUEM YS3BUMOCTEH MPOTOKOJOB CETEBOI0 B3aUMOJCHCTBUS U

KaHaJIOB IIE€pCaavYn JaHHBIX;

YIrpo3bl, BO3HHUKAKOMIHMEC B PE3YIbTATC HCIIOJb30BaAHUA YA3BUMOCTH, BBI3BAaHHOM HEOJOCTaTKaMu

opranuszauuu T3U ot HC/I;

YIrpo3bl, p€aIn3yCMBbIC C UCITIOJIB30BAHUCM y;ISBI/IMOCTeﬁ, O6YCJ'IOBJ'II/IBaIOH_II/IX HaIn4uec TCXHUYCCKUX

KaHAJIOB YTEUKH MHPOPMAIINH;

yIpO3bl, peaan3yeMble C UCII0Jb30BaHueM ysa3BuMocTeld C3U.

ITo O6’beKTy BO3JICHCTBUS BBIJCISIOTCS CJICAYIOIIUEC KIIACCHI YIPO3:

yrpo3sl 6e3onacHoctu [1/]H, oOpabaTsiBaembix Ha APM;

yrpo3bl 6ezonacHoctu [1/H, 0oOpabaTbiBaeMbIX B BBIICICHHBIX CPEACTBaX 00pabOTKH (MPUHTEPAX,

IUIOTTEpax, Fpa(i)OHOCTpOI/ITCJ'IHX, BBIHCCCHHBIX  MOHHTOpPAax, BHIACOIIPOCKTOpaAX, CpCACTBaAX

3BYKOBOCIIPOU3BEIECHUS U T.I1.);

YIrpO3bl 0e30IMacHOCTH HI[H, nepeaaBacMbIX 110 CETAM CBA3HU,

YIrpO3bl IPUKIIAAHBIM IIpOTpaMMaM, € IIOMOIIBIO KOTOPBIX 06pa6aTLIBaIOTC}I HZ[H,

yrpo3sl cuctemHomy [10, obecnieunBatomemy ¢pynkunonuposanue UCIIIH.

Knaccugukarus yrpo3 6€30macHOCTH EPCOHATBHBIX JaHHBIX

I[To Buny 3amumniaemoit ot YBII/In nundopmaruu, conepxameit [1/1xn

'Yrpo3sl PU

'Yrpo3sl BU

'YTpo3bl uHpOpMaIu,

'Yrpo3bl uHpoOpMaIu,

oOpabareiBaemoii B TCOU| |o6pabareiBaemoii B AC

ITo Bu1aM BO3MOKHBIX UICTOYHUKOB Y BII/[H

Co3naBaembie
HapyIIATETIEM
(puznyeckum JIUIIOM)

Co3naBaembie
arnmapaTHoOu 3aKiaaKon

C03IIaBaCMLIC BPCAOHOCHBIMHA

Co3naBaeMbIe

BHYTPEHHUM
HapyILIUTEIEM|

Co3naBaeMble
BCTPOCHHOU
3aKIagKou

MPOrpaMMHOMN
3aKJIQJIKOH,
MPOrpaMMOM TUIIA
"TposiHCKMIi KOHB"




Co3naBaeMble

BHEIIHUM
HapyHIUTEIEM|

Co3naBaeMbIe

aBTOHOMHOMU
3aKJIaIKOU

IIPOrpaMMHBIM

BUPYCOM

BpPEIOHOCHOM

MPOrpaMMoi,

[PaCIpOCTPaHAIOLIEHCS]

10 CeTH (CEeTEeBBIM
4epBEM)

JIpYTUMH

BPEIOHOCHBIMU
porpaMMaMH,
npeaHa3sHa4CHHbIMU
JUISL OCYIIECTBIICHHSI
HCJI (mog6opa
napoJiei, y1aJeHHOTO
JIOCTYTIA U Jp.)

[To Bumy Hapymaemoro cBoiictBa uH(poOpManuu (BUAY HECAHKIIMOHUPOBAHHBIX JCHCTBHIA,
ocymiecTBisieMbix ¢ [1/1H)

Yrpo3sl
KOH(HIEHIINATIbHOCTH
(yTeukwu, mepexsara, Cbema,
KOIIMPOBAHUs, XULICHMUS,

pasrnamenus) nHGopmanuu

Yrpo3bl HETOCTHOCTH
(yTpaTbl, YHUUTOXKECHHUS,
Moaupukanuu nHGopManuu

YTrpo3sl JOCTYITHOCTH
(6moxupoBaHUs)
uH(bopMauu

[To Tuny UCII[IH, Ha koTOpBIC HanpaBieHa peanu3amnus Y bl

VYrpo3sl 6e3onacHoctu [1/1H,
obOpabatsiBaembix B UCITIH
Ha 6aze APM (c
MOJIKJIFOUEHUEM U 0e3
TIOJIKJTFOUCHUS K
BBIYHCIIUTENILHOMN CEeTH)

Yrpo3ssl 6e3onacuoctu [1]1H,
oOpabarsiBaembix B UCITIH
Ha 0a3e JoKaNnbHON
BBIUHCIUTENHHOU ceTH (¢
IMOAKJIFOYEHUEM U 0€3
MIOIKJIFOUEHUS K
pacrpeneneHHon
BBIUHCIUTEILHON CeTH

VYrpo3ssl 6e3onacuoctu [1]1H,
obpabateiBaembix B UCII/IH
Ha 0a3e pacmipeeIeHHbIX
UH(GOPMAIMOHHBIX CUCTEM(C
MOJIKJIIOYCHHEM, 0e3
MOJIKJIFOUEHUS K CETH
0011ero Moab30BaHMS)

I[To crioco6am peanuszaruu Y BI1/{H

Yrpo3sl
CIICOHUAJIBHBIX
BO3JICHCTBUM Ha
NCIIIu

MEXaHUYECKOI'0
BO3/ICUCTBUA

VYrposet HC/I B
NUCTIx

Yrpo3sl
YTEUKH
MHpOpMaLny|

Yrpo3sl,
peanu3yeMsle ¢
MPUMCHCHUCM
IIPOrpaMMHBIX

CpEACTB

0 paJiuoKaHaIy

Yrpo3bl
yreuku PU




ONepalOHHON
CHUCTEMBI
| XHMHYECKOro | Yrpossl, 110 JIIEKTPUYECKOMY VYrpo3sl
BO3JICUCTBUSA peanus3yemsie C KaHay yreuku BU
IIPUMEHEHHUEM
CHenualbHO
[pa3paboTaHHOIO
110
aKyCTHUYECKOT O DIEKTPUYECKUMU | || YTpO3HI, 10 OIITHYECKOMY VYrpo3sl
BO3/ICICTBUS HUMITyJIbCaMHU peaiuzyemsle ¢ KaHaty YTEUKH
IIPUMEHEHUEM MH(popManuy
BPEIOHOCHBIX 10 KaHaJlaM
IpOrpamMm I[IOMHWH
| Omomorn4eckoro | |pIEKTPOMAarHUTHEIMH 10 aKyCTHYECKOMY
BO3/ICUCTBUSA H3JIy4CHUSAMU (BUOpamoHHOMY)
KaHal1y
pazraloOHHOIO MarHuTHBIM I10JIEM 110 CMEUIaHHBIM
BO3JICUCTBUSA (mapamMeTpu4ecKuM)
KaHaj1aMm
TEPMHUYECKOT0
BO3JICUCTBUSA
 PIIEKTPOMAarHUTHOIO| |
BO3JICUCTBUSA
ITo ucnonp3yeMon ys13BUMOCTH
C C C C C C ucnonp3oBaHnEM C
MICII0JIb30BaHUEM| [MCITOJI30BAHKEM| [CITOJIb30BAHUEM| [MCTIOIb30BAaHUEM| [ICTIOIB30BAaHUEM||  YA3BUMOCTEH, |[MCIOJIB30Ba
YSI3BUMOCTH ySI3BUMOCTH YSI3BUMOCTH, ySI3BUMOCTH YSI3BUMOCTH,  ||00yCIOBIUBAIOMINX|| YA3BUMOC
cucremHoro I1O|| mpukmagHOro BBI3BAaHHOM IIPOTOKOJIOB BBI3BAaHHOM HAJINYNE C31
110 HanuuueM B AC CETEBOTO HEeZ0CTaTKaMu TEXHUUYECKUX
anmnapaTHOM |[B3auMOJENCTBUS|| OpraHU3aluU KaHaJIOB YTEUKH
3aKJIaJIKU Y KaHaJoB T3U or HC/] uHpopMaIuu
nepegavn
JAHHBIX
[To oOBeKTY BO3IEHCTBHS
YBII/IH, VYbBIIAH, VYBII/IH, nepenaBaeMbIx Yrpo3sl Yrpo3sl
o0OpabaThIBacMBbIX 00pabaThIBaEMBbIX B 10 CETSIM CBSI3H MIPUKJIATHBIM cuctemuomy I10,
Ha APM BBIJICJICHHBIX nporpamMMam, ||obecrednBaronemMy
TEXHUYECKHUX CPEACTBAX [peJHa3HauYeHHbIM| (DyHKIIMOHUPOBAHUE]
00paboTKn iutst pabotsl ¢ [1]]H HUCIIIu




|Ha orayxmaeMbix Ha npunrepa, VYBIIn npu nepenaue
HOCHTEJISIX IJIOTTEPAX, CUTHAJIOB T10 JINHUSAM
uHpopManun rpadOornoCTPOUTEINISAX U CBA3HU
T.11.
| Ha BcTpoeHHBIX Ha BriHOCHBIX | YBIIIn mpu o6paboTke
HOCHUTEISX TEpMUHAJAX, [IaKETOB B
TOJITOBPEMEHHOTO MOHHTOPAX, KOMMYHHKAI[MOHHBIX
XpaHEHUs BUJIEOTIPOEKTOPaX 3JIEMEHTaxX
uHpopmanuu HH(pOPMaIMOHHO-
TEJIEKOMMYHHUKAIIHOHHBIX
CUCTEM
B cpencrtBax B cpencrtBax
00paboTku u 3BYKOYCUJICHUS,
XpaHEHUs 3BYKOBOCIIPOM3BE/ICHUS
OIEepATUBHOMU
uH(popMaluu

B cpenctBax
(moptax) BBOJIA
(BBIBOZA)

nHpopmanuu

Pucynok 2. Knaccudukanus yrpo3 6e30macHOCTH MEPCOHANBHBIX JaHHBIX, 00pabaThIBAEMBIX B
WH(OPMAIMOHHBIX CHCTEMAaX MEPCOHATBHBIX JTAHHBIX

Peaymmzanus onno u3 YBII/IH nepeunciieHHBIX KJIaCCOB MIIM UX COBOKYITHOCTH MOYKET IIPUBECTH K
CJIEYIOIIMM THUIIaM MOCIEeACTBUH i cyobekToB [1]/[H:

3HAYUTCIBHBIM HCT'aTUBHBIM ITIOCJIICACTBUAM AJISA CY6T>CKTOB HI[H,
HCTaTUBHBLIM ITOCJIICACTBUAM IJIA CY6’beKTOB HZ[H,
HE3HAYHUTCIbHBIM HCTAaTUBHBIM ITOCICACTBUAM JIJIsA Cy6’b€KTOB HI[H

VYrpo3el yreuku [IJIH Mo TexHHMYECKMM KaHajaM OJIHO3HAYHO OMUCHIBAIOTCS XapaKTepPUCTUKaMH
UCTOYHMKAa HH(popManuu, cpeapl (MyTH) pacHpoOCTpaHEHUS U TNPHUEMHUKAa HH()OPMAaTHBHOTO
CUTHAJIa, TO €CTh OMPEEIIAIOTCS XapaKTepUCTUKaMU TeXHUYEeCcKoro KkaHana yreuku [1J1H.

Yrpo3sl, cBs3aHHbIE ¢ HecaHKIMOHUpoBaHHBIM noctynioMm (HCJI) (manee - yrposst HC/I 8 UCI1/In),
MIPEJICTABIISIIOTCS B BUJE COBOKYIMHOCTH OOOOIEHHBIX KJIACCOB BO3MOXKHBIX HCTOYHHKOB YIpo3
HCJI, ys3BumocTteit mporpammuoro u anmnapatHoro obecneuenuss UCII/IH, cmocoboB peanuzanuu
yrpo3, 00bEeKTOB BO3/AEUCTBUS (HOCUTENEH 3amumaeMoil nHGOpMaluy, TUPEKTOPUEB, KAaTaJlOTOB,
daitnos ¢ I1/Ix nnu camux I1/IH) 1 BO3MOXKHBIX JA€CTPYKTHBHBIX AeWcTBUM. Takoe mpeacraBieHue
OTUCBIBACTCS ClIeyIomel (hopMaTM30BaHHOMN 3aIUChHIO:

yrpoza HCJl: = <uCTOYHUK yrpo3pr>, <ysS3BUMOCTh MPOrPaMMHOIO WJIM almnapaTHOro
obecrnieueHUus™, <Crocod peanu3anuu yrpo3bl>, <0OBEKT BO3JACHCTBUS>, <HECAHKIIMOHUPOBAHHBIM
JOCTYII>.



4. Yrpo3nl yreuku HH)OPMALUM 0 TEXHUYECKUM KaHAJIaM

OCHOBHBIMH 3JIEMEHTaMH OMHCAHUS yTrpo3 yTeuku HHPOopMamuu mo TexHuaeckuM kanaiam (TKY )
SBIISIIOTCS: MCTOYHHMK YIpo3bl, cpena (MyTh) pacHpoOCTpaHEHUs HHPOPMATUBHOIO CHTHAJIA H
HOCUTEJb 3alIUIaeMON HH(OpMaLIUK.

VcTouHnkaMu yrpo3 yTeuku MH(pOpMaluy 0 TEXHUYECKUM KaHallaM SIBJSIIOTCS (U3UYEcKue JHLA,
He nmeromme aocryna k UCII/IH, a Takxke 3apyOexHbIe CHEUCTYX Obl WIM OpraHu3anu (B TOM
Yuciie KOHKYPUPYIOILIME WIH TEPPOPUCTUUECKUE), KPUMUHAIIBHbBIE IPYIIIUPOBKH, OCYILECTBIISIONINE
nepexsar (cheM) HHPOPMALIMHU C MCIIOJIb30BaHNEM TEXHHUECKUX CPEACTB €€ PErHUCTpaluy, MprueMa
i ¢potorpagupoBaHUs.

Cpena pacmpocTpaHeHus: HMHGOPMAaTHBHOIO CHIHala - 3TO (usmdeckas cpena, 1O KOTOPOM
UHPOPMATUBHBIA CUTHAJI MOMKET PpAaCHpOCTPAHATBCA U NPUHUMATHCS  (PErUCTPUPOBATHCSA)
npueMHUKOM. Cpela pacHpoCTpaHEHUS MOXKET ObITh Kak OJHOPOJHOW (Hampumep, TOJIbKO
BO3AYIIHOM), Tak W HEOJHOPOAHOM 3a CYeT IepexoAa CUTHaja M3 OJHOW Cpeabl B JIPYIYIO
(Harpumep, B pe3yJbTaTe aKyCTOIIEKTPUUECKUX WIIM BUOPOAKYyCTUUYECKUX NTPEOOpa30BaHUM).

Hocurenem I/l sBisiercst monb3oBatens MCIIAH, ocymecTastomuii romocoBoir BBox I[1/1n B
NCIIdn, akyctuueckas cuctema UCIIAH, BocnpousBoasmas [1/1H, a Takxke TEXHUUECKUE CPEACTBA
UCTIJa u BTCC, co3maromue ¢usnyecKkue Mojis, B KOTOPBIX HWH(GOpMAIUsS HAXOIHUT CBOEC
OTpaXEHHE B BHUJE CHMBOJOB, O0pa30B, CHUTHAJIOB, TEXHUYECKUX PEIICHUH M IPOIECCOB,
KOJIMYECTBEHHBIX XapAKTEPUCTUK (PU3UUECKUX BEITHUMH.

[Tpu o6padotke [1Jln B UCII[IH 3a cueT peanu3anuu TEXHUYECKUX KAHAIOB yT€YKU HMH(OpMALUU
BO3MOKHO BO3HHKHOBeHUE cienyromux Y bII/Ix:

yrpo3 YTEUKH aKycTU4YecKoil (peueBoil) nudopmanmu;
yrpo3 yTeUKH BUJIOBOM MH(OpMaIuy;

Yrpo3 yTCUYKH I/IH(l)OpMaLII/II/I II0 KaHaJlaM H06OLIHI>IX SJICKTPOMATrHUTHBIX I/ISJ'Iy‘IeHI/Iﬁ 1 HABOJIOK
(IIDMUH).

4.1. Yrpo3sl yTe4KH aKyCTHYEeCKOH (peueBoil) HH(OPMALUK

Bo3nukHOBEHME yrpo3 yTEUKH aKyCTHYeCKOW (peueBoi) wuHMOpMAIuU, coaepKamiencs
HEMOCPEACTBEHHO B Mpou3HOcUMOl peun nosb3osarens UCIIAH, npu obpadotke 1110 B UCIIdH,
obycnoBieno HamuwuneMm (GyHKnui TojocoBoro BBoma II[ln B UCIIAe wmm dyHKImit
BocnpousseneHus 11/1n akyctuuecknumu cpencrsamu UCIT/IH.

[TepexBaT akycTuueckoi (peueBoil) HHPOpPMAIUHU B JaHHBIX CIy4asX BO3MOKEH C UCIIOJIb30BAaHUEM
anmaparypbl, pEerHCTPUPYIONIEH akycTHUeckue (B BO3IyXe) W BHUOpOAKyCTHYECKHE (B YIPYTHX
cpe;lax) BOJIHBI, @ TaKX€ JSJICKTPOMAarHuTHBIC (B TOM 4YHUCJIIE OHTquCKHe) HU3JTy4YCHUA U
DIIEKTPUYECKUE CHUTHAJbl, MOJYJIUPOBaHHbIE WH(GOPMATUBHBIM  aKyCTHYECKHUM  CHTHAJIOM,
BO3HHMKAIOIINE 3a cUeT MpeoOpazoBaHWii B TexHHUeCKHX cpeacTBax oOpabotku [1/In, BTCC u
CTPOUTENBHBIX KOHCTPYKIUSAX U HMHXECHEPHO-TEXHUYECKMX KOMMYHHUKAIUSAX IOJ BO3JECUCTBUEM
AKYCTHUYCCKUX BOJIH.

Kpome storo, mepexBar akyCTHYeCKOH (pedeBoif) MHGOPMAIMH BO3MOXKEH C HCIIOJIb30BAHHEM
CHELHATBHBIX 3JEKTPOHHBIX YCTPOHCTB CheMa peueBOi MHPOPMALIMHU, BHEIPEHHBIX B TEXHUYECKUE
cpenctBa oopadotku [1/In, BTCC u moMemeHrs niau MOAKIIOYCHHBIX K KaHaJIaM CBSI3U.

VYrpo3sl ©Oe3onmacHoctu I1JIH, cBsi3aHHBIE € TIEpeXBaTOM aKyCTUYECKOW HMH(OpPMALUU ¢



UCIIOJIb30BAaHUEM  CIICLMAIbHBIX  AJEKTPOHHBIX YCTPOMCTB CheMa peueBodl  HH(OpMauu
("3aKJIaOYHBIX YCTPOMCTB"), OIpPENEISAIOTCS B COOTBETCTBUM C HOPMAaTUBHBIMM JOKYMEHTaMHU
®denepanbHOl CiTy)0bI Oe30macHocTH Poccuiickoit Deaepanuiv B yCTaHOBIEHHOM €10 MOPSIIKE.

[TepexBaT akycTUuyecKoil (peueBoil) nHpopMau MOKET BECTHUCH:

CTAIlMOHAPHOW  ammapaTypod, pasMem@aeMol B  ONU3NSKAMUX CTPOSHUSX (3AaHHSIX) C
HEKOHTPOJIUPYEMBIM NPEObIBaHNEM TOCTOPOHHUX JIHII;

MOPTAaTUBHOM  BO3UMOHM  ammapaTypoil,  pa3mMeniaeMo B TPaHCHOPTHBIX  CPEACTBAx,
OCYILECTBIISIIOUINX JIBUKEHUE BOJIM3M CIYKEOHBIX MOMEUICHUH WM TNPU HUX MAPKOBKE PSAAOM C
3TUMH [TOMEUICHUSIMU;

NOPTATUBHOW HOCHMOW ammapaTypod - (U3MYECKUMHU JIMLIAMH TPH HX HEKOHTPOIUPYEMOM
peObIBAaHUM B CIIY>)KEOHBIX MOMELICHUAX UM B HEMIOCPEICTBEHHON OJIM30CTH OT HUX;

aBTOHOMHOI aBTOMAaTHYECKOM annapaTypoﬁ, CKPBITHO YCTaHaBHHBaeMOﬁ (1)I/ISI/I‘I€CKI/IMI/I JIMOaMH1
HCIMOCPCACTBCHHO B CJIY)K€6HI)IX IIOMCIICHUAX WU B HGHOCpGIICTBGHHOfI OJIM30CTU OT HUX.

4.2. Yrpo3sl yTe4uKkd BUI0BOMH HHGOpMaUuu

Yrpo3bl yTEUKH BUIOBOH HWHGOPMAIMU pPEATU3yIOTCs 3a cuer npocMoTpa [I/[H ¢ momomibro
ONTUYECKUX (OMTHKOAJIEKTPOHHBIX) CPENICTB C IKPAHOB JUCILICEB M JPYTUX CPEACTB OTOOpaskeHUs
CPEICTB  BBIYMCIUTEIBHOW  TEXHWKH,  WH(MOPMAIMOHHO-BBIYUCIUTEIBLHBIX  KOMILIECKCOB,
TEXHUYECKUX CpeACTB 00paboTKM rpaduyeckod, BHAEO- U OykBeHHO-IM(POBOH HHOpMaIUH,
Bxoasamux B coctaB UCII/H.

Kpome »storo, mpocmotp (peructpanus) IIJIH BO3MOXEH C WCHOJB30BAaHUEM CHEITHATBHBIX
DIIEKTPOHHBIX YCTPOMCTB ChEMa, BHEAPEHHBIX B CIYKEOHBIX TOMEIICHUSX WA CKPBITHO
UCIIOJIB3YEMBIX (DU3UYECKUMHU JIUIIAMHU TPU TTOCEIIEHUH UMH CITY>KEOHBIX TTOMEIIEHUH.

VYrpo3sl 6e3omacHocty [1/IH, CBsA3aHHBIE C MX MEPEXBATOM IPH HCIOJIb30BAaHUM CIEIHATbHBIX
AIIEKTPOHHBIX YCTPOMCTB cbheMa BUIOBOM HHGpOpManuu (BUACO3aKIAJ0K), ONPEICNAIOTCS B
COOTBETCTBUM C HOPMAaTUBHBIM JoKyMmMeHTamu DenepanbHoi ciyk0bl 6e3omacHocTu Poccuiickoit
®denepanuy B yCTAHOBICHHOM €10 MOPSIKE.

Heo6xonuMeIM yclioBHEM ocylecTBIeHUS NpocMoTpa (peructpauuu) I1JIH sBisercs Hamuuue
NpsIMON BUJMMOCTH MEX]y CpeICTBOM HabmoaeHus 1 HocuteneM [1J[H.

ITepexsat I1/IH MOXET BECTUCH:

CTallMOHAPHOM  ammapaTypoi, pa3MeniaeMol B  ONM3NIEXKalMX CTPOGHUAX (3AaHUAX) C
HEKOHTPOJIUPYEMBIM NPEObIBAHNEM TTOCTOPOHHUX JIMIL;

MOPTATUBHOM  BO3MMOM  ammapaTypou, pa3MemaeMol B TPaHCHOPTHBIX  CPEICTBAx,
OCYILECTBIISIOUINX JIBUKEHUE BOJIM3M CIYKEOHBIX MOMEUICHUH WM MpU HUX MApKOBKE PSAOM C
TUMU OMEIIECHUIMU;

NOPTAaTUBHOW HOCHMOM ammapaTypodl - (U3MYECKUMH JHMLIAMH TPH HX HEKOHTPOIUPYEMOM
npeObIBaHUH B CITY>KEOHBIX MOMEIICHUSX WM B HEMOCPEICTBEHHOM OJIM30CTH OT HUX.

[TepexBar (mpocmotp) IIJIH MOXET OCYIIECTBIATHCS TOCTOPOHHUMH JIMIIAMH TIYTEM WX
HEMOCPEACTBEHHOTO HAONIONCHUS B CIYXEOHBIX MOMEIICHUSAX JMOO0 C PacCTOSHHUS NPSAMOU
BunuMocTH u3-3a mpenenoB WCII[H ¢ wucnosb30BaHMEM ONTHYECKHUX (ONTHUKODJIECKTPOHHBIX)
CPEJICTB.



4.3. Yrpo3bl yreukd uHGOpMaALKMH 110 KAHAJIAM MO0OYHBIX
3JIEKTPOMATHUTHBIX M3JYYCHUIN U HABOJAOK

Bosuuknosenue yrpossl [1/n no kanaiam [I9MHWH Bo3MokHO 3a cuer nepexBaTa TEXHUUYECKUMU
CpelICTBaMU MOOOYHBIX (HE CBSI3aHHBIX C MPSAMBIM (YHKIMOHAIBHBIM 3HAYEHHUEM DJIEMEHTOB
NCTI/Ix) nHPOPMATHUBHBIX 3JIEKTPOMATHUTHBIX MOJICH U AJNEKTPUICCKUX CUTHAIIOB, BO3HUKAOIIUX
npu oopabdotke [1]] rexanyeckumu cpeacreamu UCII/IH.

['eneparuss mHpopmanuu, conepxamei IIJ[H W nupkyaupyoomeil B TEXHUYECKHX CPEICTBAax
NCII[AH B BUIE 3JIEKTPUYECKMX HMH(POPMATUBHBIX CUTHAIOB, 00pabOTKa M Iepejada yKa3aHHbIX
CHUTHAJIOB B JJIEKTpUYECKHX Iersx Texuuueckux cpeacts WCIIH compoBoxnaeTcs moOOYHBIMU
3JIEKTPOMArHUTHBIMU M3JIy4EHHUSIMHU, KOTOPbIE MOTYT PACHpPOCTPAHATbCA 3a HPEENbl CIYyKEOHbBIX
MOMEIICHUI B 3aBUCUMOCTH OT MOIIIHOCTHU U3NydeHuit u pazmepoB UCII/IH.

Perucrpamus [IDMUH ocymiectBisercs ¢ 1enblo nepexBaTa MH(OpMaLUU, HUPKYIUPYIOIIEH B
TEXHHYECKHUX CpeJcTBax, oOpabareBaromux IIJ[H (B cpemcTBax BBIYMCIUTEIBHON TEXHUKH,
MH(OPMAILIMOHHO-BBIUMCIUTEIBHBIX KOMIUIEKCAX W CEeTSAX, CPEeACTBaX M CHUCTeMax Mepenaydd,
npuema u oopadorku I[1/lH, B TOM uncie B CpelcTBax M CUCTEMax 3BYKO3aIHUCH, 3BYKOYCHIICHHUS,
3BYKOBOCIPOU3BEACHUS, IEPETOBOPHBIX M TEJIEBU3UOHHBIX YCTPOMCTBAX, CPEACTBAX U3TOTOBJICHUS,
TUPOKUPOBAHUSI JIOKYMEHTOB U JIpYIMX TEXHUYECKMX CpelcTBax oOpaOOTKHM peueBoil,
rpaduueckoil, Buneo- 1 OykBeHHO-IIU(PPOBOIl HHPOpMALIHH).

Hns peructpanuu [I9MUH ucnonb3yercs annaparypa B COCTaBe PaJHONPUEMHBIX YCTPOUCTB U
OKOHEUYHBIX YCTPOHCTB BOCCTAHOBJICHHUS WH(DOPMAIIHH.

Kpome »storo, mnepexsar IIDMUH BoO3MOXEH € HCHOJB30BAHUEM DIIEKTPOHHBIX YCTPOUCTB
nepexBata HMHQPOpMaIMM, MOAKIIOUYEHHBIX K KaHajaM CBSI3M WIM TEXHUYECKUM CpeICTBaM
obpabotku [1/1H.

Peructpamus [I9MUH moxeTr BecTUCh € UCTIOIB30BAHUEM allapaTryphbl CAEAYIOIINX BHIOB:

CTallMOHAPHOW  ammapaTypoil, pa3MmemaeMol B  OJU3NIEXKAIMX CTPOCHMSIX (3aHUAX) C
HEKOHTPOJUPYEMBIM NMPEObIBAHNEM TTOCTOPOHHUX JIHII

HOpTaTHBHOﬁ BO3HMOM arraparypehbl, pa3MeLuaeM0171 B TPaHCHOPTHBIX CPCACTBAX, OCYHICCTBIIAIOIMINX
JABUXKCHUC BOJIM3H CJ'IY)K€6HI>IX HOMCHIGHI/Iﬁ WJIK IIPU UX ITaPKOBKE pAAOM C OSTUMHU IMIOMEIICHUAMMU

NOPTATUBHOW HOCHMOH ammaparypoil - (u3MYecKMMHU JUIAMU B HEMOCPEACTBEHHOW OJIM30CTH OT
NCIIH;

ABTOHOMHOM aBTOMAaTHYeCKOW ammapaTypoi, CKphITHO yCTaHaBIMBaeMOW (PU3MUYECKUMH JIMLIAMU B
HenocpeacTBenHol o6muzoctu ot MCII/H.

Kanans! yreuku nHopmanuu, o0ycaoBlI€eHHbIE HAaBOJKaMH, 00pa3yroTCs 3a CYET COETUHUTENbHBIX
auHuil Texanueckux cpencts MCITAn u BTCC u nocTOpoHHUX MTPOBOAHHUKOB (B TOM YHUCIIE LETIEH
AIIEKTPONUTAHUS U 323EMJICHHS).

HaBonku 5neKkTpoMarHUTHBIX W3nydyeHud TtexHudeckux cpencts MCII/IH Bo3HukaroT mpu
U3Iy4eHuH sreMeHTaMu TexHuueckux cpeacts MCIIJIH nHpOpMAaTUBHBIX CHUTHAJIOB MPU HAJTUYUU
€MKOCTHOM, MHIYKTHBHOW WJIM TaJIbBAHUYECKON CBS3€l COCOUHUTEIBHBIX JIMHUM TEXHUYECKUX
cpeacts UCIIJIH, nuauit BTCC u nmocTOpOHHUX NpPOBOJHUKOB. B pesynbTare Ha Cily4alHBIX
anTeHHax (memsx BTCC wim mocTopoHHUX MPOBOAHUKAX ) HABOAUTCS MHPOPMATUBHBIA CUTHAI.

HpOXO)KI[eHI/IC I/IH(I)OpMaTI/IBHBIX CUTHAJIOB B HCHH BJICKTPOIIMTAHWUA BO3MOXKHO IIPpU HAJIWNYUU



€MKOCTHOM, MHAYKTUBHOM WJIM TallbBAaHWYECKOW CBSI3M MCTOYHHMKA MH(QOPMATHUBHBIX CHUTHAJIOB B
coctaBe Texuuueckux cpeacts UCII/Iun u ueneit nuranus.

[Tpoxoxaeare nHOOPMATUBHBIX CUTHAIIOB B IIEMH 3a3eMJICHHUS 00YCIOBICHO HATUYHEM €MKOCTHOM,
WHAYKTUBHOM WJIM TaJbBAHUYECKON CBA3M HCTOYHUKA HH(POPMATHUBHBIX CUTHAJIOB B COCTaBe
anmnapatypsl TCIIU u neneit 3a3emieHus.

I[J'ISI CbCMa HH(bOpMaI_[I/II/I C ITPOBOJHBIX JIMHUAMN MOI'YT UCITIOJIb30BATLCA:

CpPEICTBAa ChEMa CUTHAJIOB, COJIEpXAIIUX 3allMIIaeMyl0 HH(POpPMAIUIO, C Lerneld TEeXHUYECKUX
cpeacts MCII/In u BTCC, nunuii cBS3M 1 niepeayyl JaHHBIX, BBIXOASIINX 32 MPEIENbl CIIyKEOHBIX
MTOMEIICHUH (9KBUBAJICHTHI CETH, TOKOBBIC TPAaHC(HOPMATOPHI, TPOOHUKH );

cpeacTBa Cb€Ma HaBCACHHBIX I/IH(bOpMaTI/IBHBIX CHUT'HAJIOB C ueneﬁ SJICKTPOIIUTAHUA,
CpeacTBa Cb€Ma HaBCACHHBIX I/IH(bOpMaTI/IBHI)IX CHUT'HAJIOB C IIIMH 3a3€MJICHUA,

CpeACTBa CbheMa HABEJICHHbIX MH(OPMATHBHBIX CHUTHAJIOB C MPOBOASIIUX HHKEHEPHBIX
KOMMYHUKaIUH.

Jl51s1 BOJIOKOHHO-ONITUYECKOH CHCTEMBI TIepeIaynl TaHHBIX YTPO30H yTEUKH MH()OPMAIMH SBIISETCS
yTe€dKa OINTHYECKOrO M3JIyuyeHHs, COJEp’Kallero 3allMiaeMyr0 HHpopMaluoo, ¢ OOKOBOH
IIOBEPXHOCTU ONTHUYECKOTO BOJIOKHA.

IlosiBneHHE HOBBIX KAaHAJIOB CBS3H - COTOBOM CBiA3H, HCﬁHX(HHFOBBIX COO6H.[€HI/II71, CIITYTHUKOBBIX U
6eCHpOBOIIHI)IX ceTei nepeaayn JaHHbIX - IMPHUBEJIIO K PA3BUTHIO CIICHHUAJIM3UPOBAHHBIX CUCTEM U
CpCACTB KOHTpPOJIAA M IICPEXBaTa I/IH(bOpMaI_[I/II/I, OpPUCHTHPOBAHHBIX Ha HCIIOJB3YEMBIC B HHUX
PIH(i)OpMaHI/IOHHBIG TEXHOJIOTMH, B TOM YHUCJIC CPCICTB:

nepexBaTa Mei>KMHTOBBIX COOOIIEHU U COTOBOM CBSI3H;

nepexspara HH(bOpMaHHH B KaHaJlaX Mepeaavyn JaHHbIX BbIYHUCIUTCIbHBIX CeTeH.

5. ¥rpo3sl HeCAHKIIMOHUPOBAHHOIO 10CTYNA K HHGOpMaUuu B
HH(POPMALMOHHOI cHCTeMe MEePCOHATbHBIX TAHHBIX

Yrpozst HCJI B UCII/[IH ¢ npuMeHeHMeM NpOrpaMMHBIX M IPOrPaMMHO-ANIApPaTHBIX CPEICTB
peanu3yroTcs MpU OCYHIECTBICHUN HECAaHKIIMOHMPOBAHHOIO, B TOM YHUCIE CIy4alHOro, JOCTYyIa, B
pe3yibTaTe KOTOPOTO OCYIIECTBIISICTCS HapylleHHe KOH(HUIECHIHAILHOCTH (KOMHpPOBaHUE,
HECAaHKI[TMOHMUPOBAHHOE  PACIpPOCTPAHEHHUE), IEJIOCTHOCTH (YHHUYTOXKEHHWE, W3MEHEHHE) |
noctynHoctH (6nokupoBanue) 11/1H, n BKiIrO4aroT B ceost:

yrpo3sl JocTyna (MPOHUKHOBEHHS) B OMNEPALMOHHYIO Cpely KOMIBIOTEpa C HCIOJIb30BAaHHEM
MITaTHOTO TPOrpaMMHOro obecnedeHus: (CpeACTB ONEPAlMOHHOM CHCTEMbl WM IPHKIJIAIHBIX
porpaMM oOIIero MPUMEHEHUS);

YIpO3bl CO3JaHUs HEIITAaTHBIX PEXKUMOB pPAa0OTHI MPOTPAMMHBIX (TIPOTpaMMHO-ANIIaPATHBIX )
CpPeACTB 3a CYET TMpeIHAMEpPEHHbIX M3MEHEHUH CIy)KeOHBIX JIaHHBIX, WTHOPHUPOBAHUS
NPEIYCMOTPEHHBIX B INTaTHBIX YCIOBHAX OrpaHUYEHHUH Ha COCTaB MW  XapaKTePHUCTUKU
oOpabarbiBaeMoil MH(OpMAINH, UCKaKEHUS (MOIU(PUKAIINH) CAMUX JTAHHBIX U T.I1.;

Yrpo3bl BHEAPEHUS BPEIOHOCHBIX MTPOrpaMM (IIpOrpaMMHO-MaTEMaTHUYECKOTO BO3ICHCTBUS).
CocraB snemenTtoB onrcanus yrpo3 HC/I xk uadopmanuu B UCII/In npuBenaeH Ha pucyHke 3.

Kpome »3TOro, BO3MOXHBI KOMOMHHMPOBAHHBIE YIPO3bl, NPEACTABISIOMIME COOONH CcodeTaHue



yKa3aHHbIX yrpo3. Hampumep, 3a cueT BHEApPEHMS BPEIOHOCHBIX MPOTrpaMM MOTYT CO3/1aBAThCS
ycnoBus ans HCJ[ B omepanMoHHYIO cpely KOMIIBIOTEpa, B TOM YHUCIE IyTeM (OpMHPOBAHUS
HETPaIUIIMOHHBIX HH(OPMAIIMOHHBIX KAHAJIOB JIOCTYIIA.

Yrpo3sl gocTyna (MpoHUKHOBEHUs) B onepanonnyo cpeny UCII/Ix ¢ ucnonbp3oBaHreM MITaTHOTO
IPOTPAMMHOTO 00ECTIEYEeHHUs Pa3AeIOTCs Ha YrPO3bl HEMTOCPEICTBEHHOTO U YIAJIEHHOTO JIOCTYIIA.
YTpo3bl HEMOCPEACTBEHHOT'O JOCTYNA OCYLIECTBISIOTCS C HCIOJI30BAHUEM IPOrPaMMHBIX H
IpOTPaMMHO-aNNapaTHBIX CPEICTB BBOJA/BBIBOJIA KOMIIBIOTEpA. YTPO3bl YHAICHHOTO JOCTYIIA
pean3yIOTCs C UCIOIb30BaHHEM ITPOTOKOJIOB CETEBOIO B3aUMO/ICHCTBHSI.

Ot yrpossl peanusytorcsi otHocutenbHo MCII/H kak Ha 0aze aBTOMATH3MPOBAHHOTO pabouero
MeCTa, HE BKJIOYEHHOTO B CETH CBSI3U OOIIErO MOJb30BaHUS, TaK M IMPUMEHUTEIBHO KO BCEM
NCTI/IH, nMeronmm moIKIF0UEHUE K CeTSM CBSI3U OOIIEro MOJIb30BAHMS U CETSIM MEXITYHAPOIHOTO
nH(pOpMaIMOHHOTO OOMEHa.

Ornucanue yrpo3 aoctyna (IPOHUKHOBEHHS) B ONEPALMOHHYIO Cpely KoMmIbioTepa (opMaibHO
MOYET OBITh MPEICTABICHO CIEAYIOUIMM 00pa3oM:

yrpoza HCJ] B UCII[An: = <uctouyHuK yrpossr>, <yssBumoctb MCII[H>, <cnoco® peanuzanuu
yrpo3br>, <O0OBEKT BO3MEHCTBHA (TpOrpaMMma, MPOTOKON, JAaHHBIE M [1p.)>, <IECTPYKTUBHOE
elCTBUE>.
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Pucynoxk 3. Dnements! onucanus yrpo3 HCJI x undopmanuu B UCI1/In

VYrpo3sl co37aHMs HEWITaTHBIX PEXUMOB pabOThl MPOrpaMMHBIX (TPOrpaMMHO-ANIAPATHBIX)
CpeAcTB - 370 yrpo3sl "OTka3a B o0ciayxuBanun". Kak npaBuiio, JaHHbIE yTPpO3bl pacCCMaTPUBAIOTCS
npumenutenbHo K UCIT/IH Ha 6a3e JTOKaTbHBIX M paclpeeleHHbIX HHPOPMALMOHHBIX CUCTEM BHE
3aBUCHMOCTH OT HOAKIIIOYEHUS HH(OpMAaMOHHOTO oOMeHa. VX peanusanus o0yclIOBIeHA TEM, YTO
npu pa3paboTKe CHUCTEMHOTO WM MPUKJIAJHOTO IMPOIPAMMHOIO OOECICYCHHS HE YUUTHIBACTCS
BO3MOXKHOCTb ITPEHAMEPEHHBIX JICHCTBHUH MO IIeJICHANPaBICHHOMY H3MEHEHHUIO:



CoJIepKaHus CyKeOHOH MH(pOpMAITUU B TTAKETaX COOOIICHHH, MepelaBaeMbIX 110 CETH;

YCIIOBUH OOpabOTKM JaHHBIX (HAPUMEpP, HWTHOPUPOBAHHME OTPAHMUYCHWUH HA JUIMHY ITaKeTa
COOOIIIEeHUS);

dbopMaToB mpeNCTaBICHUS JAAHHBIX (C HECOOTBETCTBUEM HM3MEHEHHBIX ()OPMATOB, YCTAHOBJIEHHBIX
U1 00pabOTKU IO IPOTOKOJIAaM CETEBOT'O B3aUMOJICHCTBHSA);

IPOrPaMMHOTO 00ecTieueHus: 00pabOTKH TaHHBIX.

B pesynbTaTe peanuzamnuu yrpo3 "OTka3a B 00CIyKUBaHUH'" TTPOUCXOIUT MEPENOIHEHHE Oy(PepoB H
OJIoKMpoBaHME TIpoleAyp o0padoTku, "3anukimBaHue" mpomenyp oOpaboTrku u "3aBucaHue'
KOMIIBIOTEpa, OTOpAchIBaHHE MAKETOB cooOIIeHHit 1 1p. Onrcanue Takux yrpo3 GopMaibHO MOXKET
OBITH MPEJICTABICHO CIEAYIOIINM 00pa3oM:

yrpo3a "Otka3a B 00cCiyXUBaHMM'": = <UCTOYHHMK Yrpo3bl>, <ysa3Bumoctb MCIIu>, <cnocob
peanu3anuu yrpo3br>, <oO0beKT Bo3aeucTBUs (Hocutenb [1J[H)>, <HEMOCPEICTBEHHBIH pe3yiabTar
peaym3anui  yrpo3el  (mepenonHeHue  Oydepa, OJOKHpOBaHWE TMPOIEAYPHl  O0OpabOTKH,
"3aruKIMBaHue" 00pabOTKH U T.I1.)>.

Yrpo3bl BHEOPEHHS BPENOHOCHBIX Hporpamm (IIpOrpaMMHO-MATEMaTUYECKOTO0 BO3JEHCTBUS)
HelleJeco00pa3Ho ONMMCHIBATH C TOH e JETaJbHOCTBIO, YTO M BBIIIEYKa3aHHBIE YIpO3bl. DTO
OOyCIIOBIIEHO TE€M, 4TO, BO-TIEPBBIX, KOJIMYECTBO BPEIOHOCHBIX IPOTPAMM CETOJHS YXKe
3HAYUTENIBHO IPEBBIIIAET CTO ThICSY. BO-BTOpBIX, MpHM OpraHM3aluy 3allUThl MHPOpPMALUU Ha
IPAKTUKE, KaK MPaBWJIO, JAOCTATOYHO JIMIIb 3HATH KJIACC BPEJOHOCHOW MpOrpamMmbl, CIOCOOBI U
HNOCHEACTBUSL  OT ee  BHeapeHus (MHGuUUMpoBaHus). B cBA3M ¢ 3TUM  Yrpossl
nporpaMMHo-mMarematuueckoro BozaeicTBus (IIMB) ¢dopmansHo Moryt OBITH IpeacTaBiIEHBI
CIIEIYIOLINM 00pa3oM:

yrpo3za IIMB B UCII/IH: = <knacc BpedOHOCHOH MporpamMmsl (C yKa3aHHUEM Cpelbl OOMTaHus)>,
<HCTOYHHUK Yrpo3bl (HOCHUTEIb BPEIOHOCHOMN MpPOrpaMMbl)>, <crnoco0 MHPHUIMPOBAHUSI>, <OOBEKT
BO3CUCTBUS (3arpy30uHbIi CeKTOp, (ailm M T.m.)>, <OHmMCaHUE BO3MOXHBIX JECTPYKTUBHBIX
nefcTBuir>,  <pomosiHUTEeNbHas  HMHQopmanus 00  yrpose  (pPEe3MAEHTHOCTb, CKOPOCTh
pacrpocTpaHeHUs, TOTUMOP(HUIHOCTD U JIp.)>.

Huxe paercs oOmass XapakTepuCTHKa HWCTOYHHMKOB Yrpo3 Oe3omacHocTH HMHGpOpMaIu,
ySI3BUMOCTEHM, KOTOpbIE MOTYT OBIThb MCIONB30BaHbl npu peanusauuun yrpo3 HCI, u
XapaKTepUCTHKA PE3YJIbTaTOB HECAHKIIMOHUPOBAHHOTO WJIM CIIy4allHOTO JOCTyna. XapaKTepUCTHKa
CHOCO0OB peain3allii  yrpo3 JaeTcss NpU OMNMCAaHUM YIrpo3 JAocTyna (IMIPOHUKHOBEHHUS) B
OTIEPAIIMOHHYIO CPEey KOMITbIOTEpa, YIpo3 O0TKa3a B o0cimykuBaHuu u yrpo3 [IMB.

5.1. O0mast XapakKTepUCTUKA UCTOYHUKOB yIpo3
HECAHKIMOHUPOBAHHOI0 10CTYNIa B MH(POPMALIMOHHOU CUCTEME
MEePCOHAJTBbHBIX JAHHBIX

Hcrounnkamu yrpo3 HCJI B UCIT/IH MOryT OBITH:
HapyIIUTENb;

HOCHUTEIb BPEJOHOCHOW IIPOTrpaMMBl;

anrnaparHas 3aKJajKa.

VYrpo3sl 6ezonacuoctu I1J[H, cBA3aHHBIE C BHEJPEHUEM aNNapaTHBIX 3aKJIa0K, OMPEACIISIOTCS B
COOTBETCTBUHU C HOPMATHUBHBIMHU JOKyMeHTamMu DenepanbHON CiayKObl O0e3omacHocTH Poccuiickoit



®denepannvl B yCTAHOBICHHOM €10 TTOPSIIKE.

[To HanmuMio MpaBa MOCTOSHHOTO WJIM Pa30BOTO JOCTyIa B KoHTpoimpyemyro 30HY (K3) UCII/IH
HapYIIUTEIHN OAPA3IEISI0TCS Ha 1Ba TUIIA:

HapymuTenu, He uMmeromue aoctyna Kk UCIIH, peanusyroniyme yrpo3bl U3 BHEIIHUX CETEH CBS3U
o0IIero moyib30BaHus M (WJIM) CeTeil MEeXIyHAapOAHOro HWH(pOPMAIIMOHHOTO OOMEHa, - BHEIIHHE
HaAPYIIUTEIH;

HapymTenu, umeromue aoctyn k HMCIIH, Bximrowas nosb3oBateneit MCIIH, peanusyromue
yrpo3sl HenocpeactBenHo B UCII/IH, - BHyTpeHHUE HAPYIITUTEINH.

BHemHuMu HapymuTeIssMu MOTYT OBITh:
pa3Be/bIBaTEIbHbIE CITYKObI FOCYJapCTB;

KPUMHHAIBHBIE CTPYKTYPHI;

KOHKYPEHTHI (KOHKYPUPYIOIINE OpraHU3aIim);
HEe100pOCOBECTHBIE MTAPTHEPHI;

BHEIIHHE CYOBEKTHI ((pu3nueckue auma).

Bremnuil HapymmTeb UMEET CIEAYIOUIME BO3MOXKHOCTH:

OCYIIECTBIISITh HECAHKIIMOHUPOBAHHBIM JOCTYN K KaHallaM CBSI3M, BBIXOSAIIMM 3a TIPEIEIIb
CITy’keOHBIX TOMEIEHUH;

OCYIICCTBJIATDH HecaHKHI/IOHI/IPOBaHHI)II\/JI JOCTYyII 4Y€pe3 aBTOMATH3UPOBAHHBIC pa60qne MeEcCTa,
NOJKIIOYEHHBIE K CeTSIM CBsA3M OOINEro TMOJb30BaHUS U (WIM) CeTAM MEXAYHapOJIHOTO
MH(OPMaLlMOHHOTO OOMEHa;

OCYIICCTBJIATDH HCC&HKHHOHHpOBaHHBIfI JOCTYII K I/IH(bOpMaIII/II/I C HCIIOJIB30BAHHUEM CIICIIHAJIBHBIX
MMpOrpaMMHBIX BO3I[€I>10TBPII>1 MoCpeACTBOM NPOTpaMMHBIX BHPYCOB, BPCAOHOCHBLIX IIPpOrpamMM,
AITOPUTMUYCCKUX WJIM MTPOTrpPaMMHBIX 3aKJIaJ0K;

OCYIIECTBIISATh ~ HECAHKIIMOHMPOBAHHBIA  JOCTYNl  4Yepe3  JJIEeMEHTHl  HH(POPMAIOHHON
unppactpykrypsl MCII/IH, koTOphle B Mpoliecce CBOETO XKM3HEHHOTO HHKJIA (MOJACPHU3AINH,
COTIPOBOKACHHSI, PEMOHTA, YTHJIM3AIMH ) OKa3bIBAIOTCS 3a MPeeIaMyi KOHTPOIHPYEMOM 30HBL;

OCYIIECTBIISAITh ~ HECAHKIMOHUPOBAHHBIM  jJocTynm  4Yepe3  WMHGOPMAIMOHHBIE  CHCTEMBI
B3aUMO/ICVCTBYIOIIMX BEIOMCTB, OpTraHU3aluil U yupexIeHnu pu ux nogxkiaodennn k MCI/Ix.

Bo3moxkHocTH BHYTPCHHCTO HApPYHIUTCJIA CYIICCTBCHHBIM 06pa30M 3aBHUCAT OT HeﬁCTBYIOIHHX B
npeaciax KOHTpOJ'IPIpyGMOﬁ 30HBI PC)KUMHBIX U OPTaHHU3AIMOHHO-TCXHUYCCKUX MCP 3alllUThI, B TOM
YHUCJIC IO JOITYCKY (I)I/ISI/I‘-ICCKI/IX JIMIT K HI[H " KOHTPOJIIO IMMOpAaAKa MPOBCACHUA pa60T.

BHyTpeHHUE MOTEHIMANBHBIE HAPYLUUTENIN TOAPA3AEIAIOTC HA BOCEMb KaTerOpUi B 3aBUCUMOCTH
OT croco0a JI0CTyma u moaHoMouui gocryna k I[1/]H.

K mepBoil kareropuu OTHOCSTCS JIMLA, UMEIOLINE CaHKIMOHUpoBaHHbIN aoctyn k MCII/IH, HO He
nMeromue npocrtyna Kk [IJIlH. K sTtomy Tumy Hapymmrenedl OTHOCATCS JOJDKHOCTHBIE JIMIIA,
oOecnieunBaromue HopManbHoe pynkronupoBanue UCIT/H.

JInM1o 3TOM KaTEropunu MOKET:

UMETh JOCTyn K ¢parmMeHTam wuHbopmaruu, coaepxamieii [/l u pacmpoctpansromeics mo
BHYTpeHHUM KaHainaMm cBsa3u UCII/1H;



pacnonarate ¢parmeHTamu uHbopmanuu o Tomojorun MWCII[IH (KOMMYHHUKAITMOHHOW 4YacTH
MOJCETH) U 00 UCTIONIb3YEMBIX KOMMYHHUKAIIMOHHBIX TPOTOKOJIAX U UX CEPBUCAX;

pacmnojiaraTb UMCHaMU U BCCTU BLISABJICHUC H&pOJIGfI 3apCruCTPUPOBAHHBIX HOHLSOBaTeJIeﬁ;

MU3MEHATh KoHpurypamuto texaudeckux cpeacts MCIIJIH, BHOCHTD B Hee IPOrpaMMHO-arnapaTHbIe
3aKIaJIKH B O00ECIeunBaTh CheM HH(OPMAINH, HCIIOJIB3ysS HEMOCPEICTBEHHOE IMOAKIIOYCHUE K
texanndeckuM cpeacram MCITJH.

Ko BTOpO# KaTeropuu OTHOCATCS 3aperucTpupoBaHHbie nosias3oBaTenn UCIIIH, ocymecTBistomme
orpanu4eHHbIN goctyn Kk pecypcam MCII/IH ¢ pabouero mecra.

JIuio sToi kaTeropuu:
00J1a1aeT BCEMH BO3MOYKHOCTSIMU JIUI] TIEPBOM KaTETOPHH;
3HAET, 10 MEHbIIIEH MepE, OJTHO JIETAIIHBHOE UMSI IOCTYTIA;

o0ajaeT BceMU HEOOXOIMMBIMU aTpUOyTaMu (Harmpumep, mapojiem), 00eCTIeYMBAIOIIUMH JTOCTYI K
HEKOTOpOMY IToagMHOXecTBY [1]1H;

pacmojaract KOH(l)I/II[eHHI/IaJILHI)IMI/I JaHHBIMHU, K KOTOPBIM UMCCT NJOCTYII.

Ero mocryn, ayreHTHUKAIM ¥ MpaBa Mo JOCTYIy K HEKOTOPOMY MOAMHOKECTBY [1/IH mOIKHBI
PErIaMEHTUPOBATLCA COOTBETCTBYIOLIMMU IIPAaBUIaMU PA3rPAaHUYEHHUS TOCTYIIA.

K tperbeil kareropuu oTHOCSTCS 3aperucrpupoBannble nonb3oarenu UCII/H, ocymecTsiustomue
ynaneHHslii goctyn K [1/IH no nokaneHbIM U (WIK) pacripeieleHHbIM HHPOPMALMOHHBIM CUCTEMAaM.

JIuuo stoi Kareropuu:
o0sasaer BCeMHU BO3MOKHOCTSIMHU JIUI] IEPBOM U BTOPOIl KaTeropuii;

pacnonaraer uHpopmanueit o Tornosornn VCII/In Ha Ga3e nokanbHOM W (MJIM) pacmpeeneHHON
UH(POPMALIMOHHOM CHCTEMBI, Yepe3 KOTOPYIO OCYILIECTBISETCS JOCTYI, U O COCTaBE€ TEXHMYECKHX
cpenctB UCII/H;

HMECT BO3MOKHOCTH IIPAMOIO ((I)I/IBI/ILICCKOFO) AO0CTYyIIa K (bparMeHTaM TCXHUYCCKUX CPCACTB
WUCTI/Tx.

K derBepToii KaTeropuu OTHOCSTCS 3aperucTpupoBannbie nmoias3oBarenu MCIIIx ¢ momHomMounsmMu
aJMUHUCTpaTopa 6e3onacHocTu cermeHTa (pparmenta) UCIIIH.

JIuio sToi kaTeropuu:
00J1a71aeT BCEMHU BO3MOXKHOCTSIMHU JIUTT] TIPEABIAYINX KaTerOpUii;

oOnamaer moysHOM HH(OpMaMei O CUCTEMHOM M TNPUKIAJHOM IPOrPaMMHOM OOeCHeueHHH,
ucnoibzyemMoM B cermente (¢pparmente) UCTIIH;

oOnamaer mnonHOW uWH(poOpManued O TEXHUYECKUX CpEACTBaX U KOHQUIYypalluh CerMeHTa
(pparmenTa) UCIIH;

UMeEeT JOCTYHI K CpeACTBaM 3allliThl MH(OPMALUU U MPOTOKOIMPOBAHUS, a TaKXKe K OTAEIbHBIM
3IIEMEHTaM, UCIIOIb3yeMbIM B cermeHTe (pparmente) UCIH;

UMEET JOCTYH KO BCEM TeXHUYECKUM cpezicTBaM cermenTa (pparmenta) UCIIAH;

o0nagaer mpaBaMH KOH(PUIYpUPOBaHHMA U  AJAMUHUCTPATMBHOM HACTpPOHMKH  HEKOTOPOTO
MOJIMHOXECTBA TEXHHUUECKUX cpeAcTB cermeHTa (pparmenta) UCIT/IH.



K nsToit kareropun OTHOCATCA 3apErMCTPUPOBAHHBIE MOJIB30BATENN C MOJTHOMOYHMSIMU CUCTEMHOTO
aamuauctparopa UCITIH.

JInno sToi kareropuu:
o0aaeT BCeMH BO3MOKHOCTSIMHU JIUILL ITPEIbIIYIINX KaTeropuii;

obOnanaer monHOW uHGOpMaNUed O CUCTEMHOM M MPUKIAAHOM MPOrpaMMHOM oOecredeHuH
NCTI/H;

obsagaeT mojHOM MHGOpPMaIKEi 0 TeXHUYECKUX cpeacTBax u kKoHpurypanuu UCIIIH;
UMEET JIOCTYI KO BCEM TEXHHUYECKUM cpesicTBaM 00paboTku nHpopmanuu u nanasiM UCITH;

oOnagaer mpaBaMH KOH(MUTYpPUPOBAaHHUS M aJMUHUCTPATHBHOM HACTPOMKM TEXHUYECKUX CPEICTB
NCTI/n.

CucTeMHBI aIMUHUCTPATOpP BBIMOJIHAECT KOHMOUTYPUPOBAHUE U YIPABICHUE MPOrPAMMHBIM
obecrieuenuem (I10) u obopymoBanueM, BKiIO4ash 00OpyJOBaHME, OTBEUYAOIIEe 3a OE€30MacHOCTh
3alUIIAeMOr0 OOBEKTa: CpelCcTBa KpHUNTOrpaduyecKo 3amuThl HHPOPMAIMH, MOHHUTOPUHTA,
perucTpanuu, apxuBaiuu, 3amutbl ot HCJI.

K 1mectoif KaTeropum OTHOCATCS 3aperuCTPUPOBAHHBIC I10JIb30BATENM C  MOJHOMOYMSIMU
aamuHucTpatopa 6e3onacaoctu UCIIH.

JIuno sToi Kareropuu:
o0aaeT BCeMH BO3MOKHOCTSIMU JIUI] IPEbLIYLINX KaTeropuii;
oOmnagaer noaHoi uHdopmarueit 06 UCITIH;

MMEEeT JIOCTYN K CpEACTBaM 3allUThl MH(GOPMAIIMU U TMPOTOKOIMPOBAHUS M K YACTU KITFOUEBBIX
anementoB UCIIIH;

HE MMeEeT IpaB JOCTyNa K KOHQHUIYPUPOBAHUIO TEXHUYECKHX CPEJICTB CETH, 3a HMCKIIOYECHHEM
KOHTPOJIbHBIX (MHCIEKIIMOHHBIX).

AnMuHUCTpaTOp O0€30MacHOCTH OTBEYaeT 3a COONIOACHHME MpaBUI pa3rpaHUYEHHUs AOCTyMa, 3a
TeHEepaluIo KIYEBBIX 3JIEMEHTOB, CMEHY Mapojeil. AIMUHUCTpAaTOp 0€30IaCHOCTH OCYIIECTBIISIET
ayJUT TEX K€ CPEJICTB 3alUThl 00BEKTA, UTO U CUCTEMHBIN aIMUHUCTPATOP.

K cenpmoii Kareropuum OTHOCSTCS MPOTPAMMUCTBI-pa3pabOTYMKU (TIOCTABIIUKH) TPUKIATHOTO
POrPAaMMHOTO O0ECIICUEHHUSI M JIMIla, 00CCIIEYMBAONINE €r0 COMPOBOKIACHHE HA 3al[UIIAcMOM
00BEKTE.

JIuio sToi kaTeropuu:
obnamaet nHboOpMarueit o6 anropuTMax u nporpammax oopadborku uHbopmaruu Ha UCIT/IH;

00JaaeT BO3MOKHOCTSIMU BHECEHUS OIHUOOK, HEIEKIIaPUPOBAHHBIX BO3MOKHOCTEH, MPOTPAMMHBIX
3aKJa/I0K, BPEIOHOCHBIX TIporpaMm B mporpammHoe obOecneuenne WMCIIJIn wa cragum ee
pa3paboTKu, BHEAPEHUS U COTIPOBOKICHUS;

MOJKET pacroiiarath Jro0bsMu pparmentamu uHbopmanuu o Tononoruu MCII[IH u TexHuYecKux
cpenctBax 00padoTku u 3amuthl [1/1H, o6padareiBaembix B MCIT/IH.

K BoCbMOIf KaTeropuu OTHOCATCA pa3padOTYMKK ¥ JHIA, O00eCNnevYMBarONINe TOCTaBKY,
COINPOBOXKACHUE U PEMOHT TeXHHYecKux cpeacts Ha UCIT/IH.

JIuio sToi kaTeropuu:



00JajaeT BO3MOXKHOCTSIMH BHECEHHS 3aKkjiajok B TexHudeckue cpeactBa WCII[H Ha cTtagumm ux
pa3paboTKu, BHEAPEHUS U COTIPOBOKICHUS;

MOJKET pacrojiarath Jro0obiMu PparmernTamu uHpopMaiuu o Tonosorun MCIIIH u TexHuYecKux
cpenctBax 00padoTku u 3amuThl nHGopmaruu B UCITIH.

VYKa3zaHHbIE KaTErOpUM HAPYIIUTENEH JOJDKHBI YYUTBIBATBCSA IIPU  OLIEHKE BO3MOKHOCTEH
peanuzanuu Y BIT/IH.

Hocutenem BpelOHOCHOH NporpamMMbl MOXET OBbITh ammapaTHbld 3JEMEHT KOMIbIOTEpa WU
NpoTrpaMMHBINA KOHTeiHep. Ecnu BpemoHocHas mporpamMMa HE acCOLUUHUPYETCs € KaKoW-1u0o
IIPUKIJIATHOU TPOrPaMMOM, TO B KAYECTBE €€ HOCUTEISI pACCMaTPUBAIOTCA:

OTUYXKJaeMbIi HOCHUTENIb, TO €CTh auckera, ontudeckuii quck (CD-R, CD-RW), dmm-namsts,
OTUYXKJaeMbIii BUHYECTEP U T.I1.;

BCTPOEHHBIE HOCUTETH HHPOPMAIINK (BUHYECTEPBI, MUKPOCXEMBI OTIEPATUBHOM MaMsATH, IPOIIECCOD,
MHUKPOCXEMBI CUCTEMHOM IUIaThl, MUKPOCXEMBI YCTPOMCTB, BCTPAaMBAEMbIX B CHUCTEMHBIA OJIOK, -
BUJICOAaNTepa, CETEBON IIaThl, 3BYKOBOM IUIATHI, MOJIEMa, YCTPOMUCTB BBOJA/BbIBOJIa MAarHUTHBIX
JKECTKHX W ONTHYECKUX TUCKOB, OJIOKA MUTAHHS U T.I., MUKPOCXEMBI MIPSIMOTO JIOCTYIIA K MaMSTH,
IIMH [epe/layyl IaHHBIX, IOPTOB BBOJIa/BBIBO/IA);

MHUKpPOCXEMBbI BHEIITHUX YCTPOUCTB (MOHUTOPA, KJIaBUATYpPbl, IPUHTEPA, MOJIEMA, CKAaHEPA U T.I1.).

Ecin BpenoHocHass mporpamMma acCOLMHUPYETCs € KakoH-InOO MNpUKIAJAHONM IpOrpaMMoi, c
dailnamy, UMEIOIMMHU ONpPEENCHHbIC PACIIUPEHUs] WM HHble aTpUOYyThl, C COOOIIEHUSIMH,
nepeaaBacMbIMU 110 CETU, TO €€ HOCUTCIISIMU ABJIAIOTCA:

MaKEThI IICPEAABACMBIX I10 KOMHLIOTGpHOfI CETHU COO6H_ICHHI>'I;

¢aiinel (TeKcTOBBIE, IpaduUecKre, UCIIOTHAEMbIE U T.11.).

5.2. O0mast XapaKTepPUCTUKA YA3BUMOCTEeH HH(OPMALIUOHHOM
CHCTEMBbI MEPCOHAIBbHBIX JAHHBIX
VYs3BuUMOCTh HH(OPMALIMOHHON CUCTEMBI IEPCOHANIBHBIX JAaHHBIX - HEOCTATOK MIIM Cl1ab0€ MECTO B
CHUCTCMHOM nin MMPUKIIATHOM nporpaMMHOM (HpOFpaMMHO-aHHapaTHOM) obecreyeHnu

aBTOMATU3UPOBAHHOW HH(POPMAIIMOHHON CHUCTEMBI, KOTOpPbIE MOTYT OBbITh HCIOJB30BaHbI MJIs
peanu3ayy yrpo3bl 6€301MacHOCTH MEPCOHATBHBIX JaHHBIM.

HpI/I‘{I/IHaMI/I BO3HUKHOBCHHA y;I3BHMOCTCfI SABJIAIOTCA

OIMOKKM TpU TPOEKTUPOBAHWU U pa3paboTKe MPOrpaMMHOro (MpOrpaMMHO-aNNapaTHOTO)
obecneueHus;

npeIHaMEpEeHHbIE JACUCTBUS O BHECEHHUIO YA3BUMOCTEH B XOJ€ MPOEKTUPOBAHUSA U Pa3pabOTKU
MIPOrpaMMHOTO (TIPOTPaMMHO-AIITAPaTHOTO) 00ECTICUeHNS,

HENPaBWIbHbIE HACTPOWKHU MPOTPAMMHOTO OOECTeUYeHHs, HEMPaBOMEPHOE H3MEHEHHE PEKHMOB
pabOTHI YCTPOWCTB U IPOTPAMM;

HECAHKIIMOHMPOBAHHOE BHEAPEHHE U HCIOJIb30BAHUE HEYUTCHHBIX IPOrpamMM C IOCIEAYHOIIUM
HEOOOCHOBAHHBIM PACXOJ0BAaHUEM PECYPCOB (3arpy3Ka Mpolreccopa, 3aXBaT ONepaTUBHON MaMsITH U
NaMsITH Ha BHEITHUX HOCHUTEIAX);

BHCIPCHUC BPCAOHOCHBIX nporpamm, CO3Jar0mux YA3BUMOCTU B nporpaMmmHOM n



POTPaMMHO-aNapaTHOM 00eCIeYeHUH;

HCCAaHKIIMOHHWPOBAHHBLIC HCYMBIIIJICHHBIC I[Gf/iCTBPI?I HOJII)SOBaTeHeﬁ,

BO3HHKHOBCHUIO y;I3BHMOCTGfI;

MPUBOJAIINE K

coom B paboTe anmapaTHOr0 M MPOTrPaMMHOTO oOecredeHusi (BbI3BaHHBIE COOSIMH B
AJIEKTPOTIMTAHUH, BBIXOJIOM U3 CTPOS allapaTHBIX JIEMEHTOB B PE3YJIbTATe CTAPCHHS U CHIDKCHUS
HAJIKHOCTH, BHEITHHUMHU BO3JCHCTBHSMHU SJICKTPOMATHUTHBIX IIOJIEH TEXHUYCCKHX YCTPOWCTB U

Ip.).

Knaccugukarus ocHoBHBIX ys3BuMocteii MCIT/In npuBenena Ha pucyHke 4.

Krnaccuhukanns ysa3BHMOCTEH
IIPOrpPaMMHOIO 00eCTIeUeHHA

I
I | [ |

ITo Tamy I1O [lo 3Tamy *KH3HESHHOTO Ilo npuunne ITo xapaxTepy
ITHK]IA IPOTPaMMHOTO BOSHHKHOBEHHA TIOCTEICTBHI 0T
ODECIICUSHHA, HA KOTOPOM YA3BHMOCTH peanusalHl aTaK
BO3HHKAST YA3BHMOCTE
Cucremuoe ITO
VA3BHMOCTH, Hemocratrn VABHMOCTH,

IlpuxnagHoe
TIporpaMMHOE
obecredeHH:

| BozHEEarwmHE Ha
3Tamne
MPOSKTHPOBAHHA
TIPOTPaMMHOTO
obecnieuenns

PeaTHIalHHe

MEXAHHIMOB
ayTeHTH(HEALHH

Henocraten
JAMIHTE] VIeTHEIX
3AMHCeH

HCIIOTEIVEMEIE 318
HepenoNHEHHA
avidepa

VA2BHMOCTH,
HCIOTBIVEMEIE 1A

IPOTrPaMMHOTO Iox0O0pa MAPOIA HIIH
»| obecmeucHus Hammame HISHTHHEATOPA
dyEEIHA,
HHCTAIIALHH H TO3BOTAROIINE
.| macTpofixm BEIMOTHATE YA3BEMOCTH,
"| mperpamuHOTO [IECTPYKTHBHELE HCOOMBIVEMELE AL
obecredeHHA neficTEHS HIMEHEeHHA IPaB
qocTYIA
OtcyrcTEHE
TPOBEPKH -
KOpPEKTHOCTH VA3BHMOCTH.
BXOTHEIX TAHHELX HCIIONB3YEMEIS D14
PeanH3aLNE ATAKH
«OTraz B
00CTVAHBAHHHY

Pucynoxk 4. Kiaccuduxanus ys3BUMOCTEH MPOrpaMMHOTO 0OecrieueHust

Huxe mpencraBiena ooOmas

BKIIOYArOIIuXx:

XapaKkTepUCTUKAa OCHOBHBIX rpymn ys3Bumoctedl HMCII/IH,

VSI3BUMOCTH CHUCTEMHOTO TMPOTPAMMHOTO oOOecnedeHus (B TOM 4YHCJIE€ TPOTOKOJIOB CETEBOTO
B3aUMOJICUCTBU);

YA3BUMOCTU HPHUKIIAAHOTO MPOTrpaMMHOTIO OGGCHG‘-IGHI/ISI (B TOM HYHUCIIC CPCACTB 3alllUThI
nHpopmanun).



5.2.1. O01masi XapaKkTepuCTHKA YA3BUMOCTEll CHCTEMHOI0
NMPOrpaMMHOr0 odecrnevyeHu st

VAI3BUMOCTH CHCTEMHOTO IIporpaMmMHOI 0 obOecrieyeHus HCO6XOI[I/IMO paccMaTpuBaTh C HpPIBSBKOﬁ K
APXUTCKTYPC MOCTPOCHUSA BBIYHUCIHUTCIbHBIX CUCTCM.

[Tpu 5TOM BO3MOXKHBI ySI3BUMOCTH:
B MUKpoIporpammax, B mpommuBkax 13V, 11113V

B CpPE/CTBAX ONEPALMOHHON CUCTEMBI, MPEIHA3HAUYCHHBIX JJI YIPAaBJICHUS JOKATbHBIMHU PECYpCaMu
HUCIIln (oOecrnieunBaromuX BBIMOJHEHWE (QYHKIMA YOPABJICHUS TMpOlecCCaMU, MaMATHIO,
YCTPOMCTBaMH BBOJIA/BBIBOIA, HHTEP(EHCOM C TIOJIL30BATENIEM U T.I1.), IpaiiBepax, yTUIHTAX;

B CpEACTBaxX OIEPAIIOHHON CHUCTEMbI, MPEAHA3HAUYEHHBIX JJIS1 BBIIOJHEHUS BCIIOMOTaTEIbHBIX
GyHKIMH, - yTuauTax (apXUBUPOBAHUA, AePparMEHTALUU U Jp.), CUCTEMHBIX 00padaThIBarOIIMX
nporpaMmax (KOMOWJISATOPax, KOMIOHOBIIUKAX, OTIaAYUKaX U T.II.), IpOrpaMMax MpeloCTaBICHUS
MIOJIb30BATENIO JIOTIOMHUTENBHBIX YCIYT (CHEIHaJbHBIX BapuaHTax WHTepdeiica, KalbKylIsaTopax,
urpax " T.n.), OUONMMOTeKax MpOIEenyp pa3iMdHOro HazHayeHHs (OMOIMOTeKaX MaTeMaTUYeCKUX
¢bynkuni, QyHKIMI BBOAA/BRIBOJIA H T.1I.);

B CPEJCTBAaX KOMMYHHKAIMOHHOTI'O B3aUMOJEHCTBUS (CETEBBIX CPEACTBAX) ONEPALIUOHHON CUCTEMBI.

VYSA3BUMOCTH B MHUKPOIPOTpaMMax M B CPEJICTBAX OMNEPAIMOHHON CHCTEMBI, IPeIHA3HAYCHHBIX IS
VIpaBICHUS JIOKAILHBIMA PECypCcaMd U BCIIOMOTATEIbHBIMH (DYHKIMSIMH, MOTYT TIPEICTABIISTH
CcO0OM:

GyHKIIMK, TPOIENyphl, U3MEHEHHE IapaMeTpOB KOTOPHIX OMpEeIeNeHHBIM 00pa3oM MO3BOJISET
WCIIOJIB30BaTh WX I HECAHKIIMOHUPOBAHHOTO JOCTyma 0e3 OOHApyKEeHHs] TaKuX HW3MEHCHHM
ONEPALlMOHHON CUCTEMOM;

¢parmenTsl kojga nporpamMm ("meipel", "moku'"), BBEAEHHBbIE pPa3pabOTUYHMKOM, MO3BOJISIONINE
00XO0AUTH MPOLETYPHI MACHTH(PUKALNY, AyTeHTU(DUKALIIH, TIPOBEPKHU LIEIOCTHOCTH U JIp.;

OTCYTCTBUE HEOOXOAMMBIX CPEJICTB 3aLIUTHI (ayTeHTU(UKALIUH, TIPOBEPKU LI€TOCTHOCTH, POBEPKU
dbopMaToB cOOOLIEHUHN, OJOKUPOBAHUS HECAHKUHOHHUPOBAHHO MOAM(PHUIMPOBAHHBIX (YHKIUN U
T.1L.);

OIIMOKK B MporpaMMax (B OOBSBICHUM NEPEMEHHBIX, QYHKIMNA U MPOLEAYp, B KOJax Mporpamm),
KOTOpbIE IMPU OIpPEJEICHHBIX YCIOBUSAX (HANpUMeEp, MPU BBINOJHEHUH JIOTUYECKUX IEPEXO0J0B)
OpPUBOJAT K cOOAM, B TOM 4YHCle K cOOSIM (PYHKIMOHUPOBAHHS CPEJICTB U CHCTEM 3alllUThI
uHpOpMaLIUH.

VYS3BUMOCTH TPOTOKOJIOB CETEBOTO B3aUMOJICHCTBUS CBA3aHBI C OCOOCHHOCTSIMU UX MPOrPaMMHOM
peanuzanuu U 00YyCJIOBIEHBl OrPaHUYEHUSIMH Ha pa3Mephl MpuUMeHsieMoro Oydepa, HeJoCTaTKaMH
IpoILeypbl ayTeHTHU(PHUKAIMK, OTCYTCTBUEM MPOBEPOK MPABMIIBHOCTU CIIY:K€OHON MHpOpMaLuu U
np. KpaTkas xapakrepucTvka 3TUX YA3BUMOCTEH MPUMEHHUTEIBHO K MPOTOKOJAM IPHUBEICHA B
Tabmuie 2.

Tabauya 2

V3BUMOCTH OT/ACIBHBIX MMPOTOKOJIOB cTeka nmpoTokosioB TCP/IP, Ha 6aze koToporo
(YHKIMOHUPYIOT TI100aTbHbIE CETH OOILETo MOJIb30BaHU



HaumenoBanue YpoBeHb cTeKa HanmenoBanue Conepxanue
IIPOTOKOJIA IIPOTOKOJIOB (xapakTepucTuka) HapylleHUs
YSA3BUMOCTH 0e3onacHOCTH
uHpopManuu
FTP (File Transfer [TpuKkiaaHOM, 1. Ayrentudukaius  [Bo3MOKHOCTH
Protocol) - mpoTokon [mpeacTaBUTENbHBIN, |Ha 0a3e OTKPHITOrO  [epexBaTa JaHHBIX
nepeaayn (GaiioB O |ceaHCOBBIN TexcTa (mapoJu [y4e€THOH 3aIicH
ceTu [IepEChUIAIOTCS B VS:
He3alln(pPOBaHHOM  [3apErMCTPUPOBAHHBIX
Buze) 2. JJoctyn mo  |[mojb3oBartesnieu,
YMOJT4YaHHUIo 3. napoJieit). [lomydenne
Haynmune nByx [YIaJIEHHOT'O JOCTyIa K
OTKPBITBIX IOPTOB XOCTaM
telnet - mporoxon [ [pukinagHon, IAyteHTuuKaus Ha |BO3MOXKHOCTD
YIIpaBJICHUS [IPECTaBUTEILHBINA, [0a3€ OTKPBITOrO nepexBara JaHHBIX
y1aJI€HHBIM CCaHCOBBIN TekcTa (mapoJu [y4eTHOH 3amucu
TEPMUHAIIOM [EePEChUIAIOTCS B [10JIb30BATES.
Hezamu@poBanHoM  ([Tomyuenue
BUJIC) lylaJIeHHOT'O JOCTyIa K
xocTaM
UDP - npoTtokoun TpaHCcOPTHBIN OTcyTcTBHE Bo3MOXHOCTH
nepeaayy JaHHbIX 0e3 MeXaHU3Ma [peanu3anuu
YCTaHOBJICHUS [IPEIOTBPALLECHHUS UDP-mtopma. B
COECIMHEHUS neperpy3ok 0ygepa  [pe3yibTare oOMeHa
MaKeTaMy TPOUCXOIUT
CYLIECTBEHHOE
CHIDKEHHE
[POM3BOUTENLHOCTH
cepBepa
ARP - npotokon CereBont IAyTeHTHpHUKAIMI Ha [BO3MOXHOCTD
peoOpazoBaHus 0a3e OTKPBITOTO nepexsara Tpaduka
IP-anpeca B rekcTa (MHpOopMaLus [10J1b30BaTeNs
buznueckuit aapec repecbulaeTcs B 3II0YMBIIIJIEHHUKOM
He3amrpoBaHHOM
BHJIC)
RIP - mporoxon TpaHCIOPTHBIN OTcyTcTBUE Bo3moxHOCTB
MapIIpyTHOM ayTeHTH(UKATUU MepeHarnpaBICHUs
MHpOopMaLun YTIPaBJISIONINX rpaduka yepe3 XocT
CO00IIIeHUN 00 BIIOYMBIIIIICHHUKA
M3MEHEHUH MapuipyTa
TCP - mpoTokon TpaHCcOpTHBIN OT1cyTcTBUE CyllleCTBEHHOE
yIIpaBJICHUS MeXaHU3Ma MPOBEPKU [CHUKEHUE CKOPOCTH
nepenaveit KOPPEKTHOCTH oOMeHa U Jlaxe
3aI10JIHEHHS MOJTHBIN pa3phIB
CI1y’K€OHBIX [IPOM3BOJIbHBIX
3aroJOBKOB MAKeTa  [COCIMHEHH 1O
npotokony TCP
DNS - mpoTokon [ [puknanHoii, OTtcyrcTBue cpenctB  [Panbcudukays




yCTaHOBJICHUS [IPEACTABUTENBHBIN, [IPOBEPKU orBeTa DNS-cepsepa
COOTBETCTBUS CEaHCOBBII ayTeHTU(UKALNH
MHEMOHHYECKUX UMEH [OJTyYCHHBIX JaHHBIX
1 CETEBBIX aJIPECOB 0T HCTOYHUKA
IGMP - nporokon CereBoit OtcyTcTBUE 3aBUCAHHUE CUCTEM
repeaayr COOOIIEHHIA ayTeHTH()UKALUN Win 9x/NT/200
0 MapUIpyTU3aLUU cooOmieHuit 00

M3MEHEHUU

apaMeTpoB

MapipyTa
SMTP - mporokon [IpuknagHon, OTcyTcTBUE Bo3MOXHOCTH
oOecrieueHns cepBuca [[IPeACTaBUTENbHBIN,  [TOANEPKKHU [10/17ICJIbIBAaHUS
TOCTaBKM COOOLIEHUH |ceaHCOBBIN ayTeHTU(UKAUT cOoOOIIeHU I
[0 SJIEKTPOHHOM 3aroJI0BKOB PIEKTPOHHON MOYTHL, a
moyTe COOOIIECHUH TaKKe aapeca

OTIIPABUTEIIS
CO00ILIEeHUs

SNMP - nmporokon [ IpuknagHoii, OtcyTcTBHE Bo3M0XHOCTB
YIIpaBJICHUS [PECTaBUTEIIbHBINA,  [TOIICPKKI MeperOTHEHHUS
MapIIpyTU3aTOPaMU B [CEAHCOBBIN ayTeHTU(UKALIUN [POITYCKHOU
CeTsIX 3aroJ0BKOB CIIOCOOHOCTH CETH

COOOIIEHUI

Jis cucreMaTH3alMK OMHMCAaHUS MHOXKECTBA YA3BUMOCTEH HCIONB3yeTCs eAuHas 0a3a JaHHBIX
ysa3Bumocteit CVE (Common Vulnerabilities and Exposures), B pa3paboTke KOTOpOil NMpuHUMAIH
y4acTHe CHEeIUaTuCThl MHOTUX HM3BECTHBIX KOMITaHMM W opranm3anui, takux kak MITRE, ISS,
Cisco, BindView, Axent, NFR, L-3, CyberSafe, CERT, Carnegie Mellon University, HHCTHTYT
SANS u 1.1. Ota 6a3a JaHHBIX MTOCTOSHHO IMOMOJIHAETCS U UCHOJIB3YyeTCs pu GOpMUPOBAHUU Oa3
JAHHBIX MHOTOYMCIIEHHBIX HPOTPaMMHBIX CPEJICTB aHAIW3a 3allMIIEHHOCTH W, IMpPEXAE BCETo,
CETEBBIX CKaHEPOB.

5.2.2. O0masi XapaKTepUCTHUKA YA3BUMOCTEH NMPUKJIATHOTO
MPOrPaAMMHOI0 00ecreYeHust

K npuxmnagHomy mnporpaMMHOMY OOECHEUEHHMIO OTHOCATCS MNPUKIAAHBIE MPOTPaMMbI OOILEro
IIOJIB30BaHUs U CIIELHUAIILHBIEC IIPUKIIAIHBIE TIPOIPAMMBI.

[MpuknagHble TpPOTpaMMBI  OOMIETO TOJMB30BAaHHUS - TEKCTOBBIE M TpapUUECKHUe pPEIaKTOPHI,
Menua-porpamMmsl  (ayquo- W BHJAEONPOUTPBIBATENM, MPOTrpaMMHBIE CpEICTBa  INpHEeMa
TEJIEBU3MOHHBIX TPOTPaMM M T.I.), CHCTEMBI YIpaBieHUs 0Oa3aMu JaHHBIX, MPOTPaAMMHBIC
1aTopMBbl OOIIETO MOJIB30BaHUS I Pa3padOTKU MPOrpaMMHBIX MpoAyKToB (Tumna Delphi, Visual
Basic), cpenctsa 3amuTtsl nHGOpMAIUU 00IIET0 MOIb30BAHUS | T.I1.

CrienmanpHble TPUKIAJHBIE TPOTPaMMBI - 3TO TNPOTPaMMBI, KOTOpble pa3padaTbIBalOTCS B
MHTEpecax peHIeHus] KOHKPETHhIX MpHKiIagHbix 3amad B jgaHHod MCII[Ix (B ToM wumcie
IpOTpaMMHBIE CPECTBA 3aLIUTHI HH(pOpMaIMHU, pa3paboTaHHble 17 KoHKpeTHo UCTI/IH).

VYS3BUMOCTH MPUKIIAIHOTO IPOTPAMMHOTO 00€CIeueHHsI MOTYT IPEACTABIATH COOO:

(GYHKIMM ¥ TpOLEAYpHI, OTHOCSIIHECS K Pa3HBIM NPUKIAAHBIM MPOrpaMMaM M HECOBMECTHMBIC
MEXIy co00i (He (YHKIMOHUPYIOIIME B OJHOW OIEPAalMOHHOW cpene) u3-3a KOH(QIIMKTOB,
CBSI3aHHBIX C PacIpeIeICHHEM PECYPCOB CHCTEMBI,



GbyHKIMM, TPOLENyphl, U3MEHEHHE ONpPEIEICHHBIM 00pa30M IapaMeTpoB KOTOPBIX MO3BOJISET
UCIIOJIb30BaTh UX JUIsl NMPOHUKHOBEHHs] B onepanuonHyio cpeay MCII[IH ¥ BbI30Ba IITAaTHBIX
GyHKIMI ~ ONEepallMOHHONM  CHCTEMbI, BBIMOJHEHHS] HECAaHKIMOHHPOBAHHOIO JOCTyma 0e3
00HapyXEHHS TAKUX U3MEHEHHH OlepalmOHHON CUCTEMOM;

¢parmentsl koma mporpamm ("meipel”, "moku'"), BBEICHHBIC Pa3pabOTYMKOM, MO3BOJISIOIINE
00XOAUTh MpOLEAYPbl HICHTU(UKALUM, ayTeHTU(UKALUU, HPOBEPKHU ILEJOCTHOCTH U Jp.,
IIPElyCMOTPEHHBIE B ONIEPALIUOHHON CUCTEME;

OTCYTCTBHE HEOOXOMMBIX CPEICTB 3alIUTHl (ayTeHTU(UKAINHU, TPOBEPKH IIEITOCTHOCTH, IIPOBEPKH
¢dopmaroB cooOrmieHni, OJOKMPOBAHUS HECAHKIMOHUPOBAHHO MOIU(MUIIMPOBAHHBIX (YHKIUNA U
T.IL);

omMOKHU B Mporpammax (B OOBSBICHUH NEPEMEHHBIX, (DYHKIIMI M TPOLEIYp, B KOJAX MPOrpamMm),
KOTOpBIC TIPH OMPECIICHHBIX YCIOBHSX (HAMpUMEp, NPH BBIOJHECHUH JIOTHYECKHX IEPEXOJIOB)
NPUBOAAT K cOOSIM, B TOM YHuCiIe K cO0SM (DYHKIIMOHUPOBAHHSI CPEICTB U CHCTEM 3alllUThI
uH(pOpMAIINHU, K BO3MOKHOCTH HECAaHKIIMOHMUPOBAHHOTO JIOCTYIA K HH(POPMAIIHH.

JanHble 00 ySA3BUMOCTSIX pa3padaThiBaeMOr0 W PacCIpOCTPAHAEMOro Ha KOMMEPHYECKOW OCHOBE
NPUKIIAJHOTO MPOTPAMMHOTO OOECIIeYeHUsI COOMPAIOTCs, 0000MAI0TCS U aHATU3UPYIOTCS B 0ase
mauaeix CVE <*>

<*> Benercs 3apyoexnoit pupmoit CERT Ha koMMepueckoii OCHOBe.

5.3. O01mast XapakTepUCTUKA YIPO3 HENMOCPEACTBEHHOI0 J0CTYyIIa B
onepanMoHHYI0 cpeay HHGOPMAIMOHHON CHUCTEMBI MEPCOHATbHBIX
TaHHBIX

Yrpo3sl  goctyna  (IPOHMKHOBEHMsI) B ONEPAllMOHHYIO  Cpely  KOMIbIOTEpa  H
HECaHKI[MOHMPOBAHHOIO focTyma K [IJIH CBsI3aHbI C TOCTYNOM:

K MHpOpMalMu U KOMaHJaM, XpaHsaumcs B 0a3oBoil cucteme BBoja/BbiBosa (BIOS) UCIIH, c
BO3MOXKHOCTBIO TI€peXBaTa yNpaBJIEHUs 3arpy3Koi ONepalMiOHHOM CHCTEMbl U MOJY4YEHHEM IpaB
JIOBEPEHHOTO MOJIb30BaTEI;

B OMEPALUOHHYIO CPEy, TO €CTh B cpeAy (PYHKIIMOHUPOBAHUS JIOKAIBHON OMEPAIlMOHHON CHCTEMBI
OTJICIIBHOTO TEXHUYECKOT'O cpencTea NCIIdn c BO3MOXHOCTBIO BBITIOJTHEHUS
HECAHKIIMOHUPOBAHHOI'O JOCTYIIA ITYTEM BBI30Ba IUTATHBIX MPOrPaMM ONEPALUOHHON CUCTEMBI WIIH
3aIycKa CrenraibHO pa3pad0TaHHBIX MPOTPAMM, PEATH3YIONINX TaKUE ACHCTBUS;

B cpeny GYHKIMOHMPOBAHMSI MPHUKIAIHBIX MporpaMMm (Hampumep, K JIOKaJbHOM cucTeme
yrnpaBiieHus: 0a3aMu TaHHBIX );

HEINOCPEACTBEHHO K MH(popMaluu nojbs3oBatens (K (aiimam, TEKCTOBOH, ayauo- U rpadudecKkoit
uHpOpPMAaLIMK, TOISIM M 3alHUCAM B 3JIEKTPOHHBIX 0a3axX JaHHBIX) U OOYCIOBICHBI BO3MOXKHOCTBIO
HapylIeHUs ee KOHPUACHIINATbHOCTH, LIEIOCTHOCTH U JOCTYITHOCTH.

OTH yrpo3bl MOTYT OBITh PEIM30BaHbI B Ciydae moydeHus: ¢puzndeckoro gocryna k UCIIx i,
no KpaitHei mepe, k cpenactBam BBoja uHpopmamuu B WUCIIJJH. X MOXHO OOBEOMHHTH IO
YCIIOBHSIM peajin3allii Ha TPU FPYIIIbL.

[lepBas rpymma BKIIOYaeT B ceOs yrpo3bl, pealn3yeMble B X0/1€ 3arpy3Ku ONEepariiOHHONW CUCTEMBI.
Ot yrpo3pl Oe3omacHOCTM MH(OpManMu HampaBlIeHbl Ha [epexBaT mapojiell  win



UIECHTU(HUKATOPOB, MOIU(DUKAIINIO TTPOTPAMMHOTO oOecTieueHrsl 0a30BOM CHCTEMBI BBOJa/BBIBOA
(BIOS), mepexBaT ympaBieHHMs 3arpy3koil ¢ HM3MEHEHHEM HEOOXOAMMON TEeXHOJOTHYECKON
undopmanuu ais noayuenus HCJ[ B oneparmonnyto cpexy MCII/In. Yame Bcero Takue yrpossl
pean3yloTCs C UCIOIB30BAHUEM OTUYKJAEMbIX HOCUTENEH nH(OpMAIHH.

Bropas rpynma - yrpossl, peanu3yeMble IOCIE 3arpy3Kd OIEPAalMOHHOM CPElbl HE3aBUCUMO OT
TOr0, Kakas IpUKJIaJHas MPOrpaMMa 3allyCKaeTCs IOJIb30BATEIEM. OTH YIpO3bl, KakK IPaBHIIO,
HaIpaBJIeHbl HA BBIOJHEHNUE HETIOCPEACTBEHHO HECAaHKIIMOHUPOBAHHOTO JOCTYNa K MH(OpMAIHH.
IIpy nosydeHum [ocTyna B OINEPALMOHHYIO CpEAy HapyIIUTENb MOXKET BOCIOJB30BATHCA Kak
CTaHJAPTHHIMU (YHKIHMSIMU ONEPAIIMOHHONW CHUCTEMBbI WJIM KaKOH-JIMOO MPHUKIAAHON IpPOTrpaMMBI
o0IIero IoJib30BaHMsl (HampuMep, CUCTEMBbl YIpaBieHHs Oa3aMH JaHHBIX), TaK U CIHELHAIBHO
CO3JJaHHBIMU JJIs1 BBIIIOJIHEHUS HECAHKLIMOHUPOBAHHOTO AOCTYIIA IPOrpaMMaMu, HallpUMep:

IporpamMMaMu IpocMoTpa U MOJU(PHUKALIMU PEECTPA;

IporpaMMaMu IOMCKa TEKCTOB B TEKCTOBBIX (hailyiaX Mo KIIHOYEBHIM CI0BaM M KOITUPOBAHMS;
CHelHaJIbHBIMU NIPOTrpaMMaMHU IIPOCMOTpa M KOIMPOBAaHMSI 3allcel B 0a3ax TaHHBIX;

porpaMMamMu ObICTPOTO MPOCMOTpa rpadudeckux (GaiioB, NX PeJAKTHPOBAHUS MIIM KOTIMPOBAHMUS,

nporpaMMaMi TOAJEPKKH BO3MOXKHOCTEH PpEKOH(UIypaluu NporpaMMHON cpeabl (HacTpoMKH
NCTI/Ix B uHTEpecax HapyLIUTENSA) U Jp.

Hakonen, TpeTbs rpynmna BKIIOYAeT B c€0sl yrpo3bl, peanu3alis KOTOPBIX ONpEAeseTcsl TeM, KaKas
U3 TPHUKIAJHBIX IPOrpaMM 3allyCKaeTcsl MoJb30BaTeleM, MM (aKTOM 3amycka Jo0od u3
IIPUKIAIHBIX IIporpamMM. bonbiias 4acTe TakKUX Yrpo3 - 3TO YIPO3bl BHEAPEHHUs BPEIOHOCHBIX
IIporpamm.

5.4. O0masi XapaKTEepUCTUKA YIPO3 0€30MACHOCTH MEPCOHAJbHBIX
JaHHBIX, peajin3yeMbIX ¢ HCIOJIb30BAHNEM MIPOTOKOJI0OB MEKCETEBOI0
B3aMMO/ICHCTBUSA

Ecnu UCIIIH peanu3oBaHa Ha 0a3e JIOKaJbHOW WM pacipeeeHHON HH(OPMallMOHHON CHCTEMBI,
TO B HeH MOTYyT OBITh peaJr30BaHbl Yrpo3bl 0€30MacHOCTH MHGPOPMALUU MYTEM HCIOJIb30BaHUSA
MIPOTOKOJIOB MEXKceTeBoro B3ammojenctBus. [Ipu stom moxer obecrieunBarbest HCJL x T1H wnm
pean30BBIBAaTbCS yrpo3a OTKaza B oOcmyxkuBaHus. OcobeHHO omacHbl yrpo3sl, korga WCIIH
IpeJICTaBIsIeT CcOOOM pachpeneneHHyl0 HH()OPMAIMOHHYIO CHCTEMY, MOAKIIOYEHHYI0 K CETIM
o0miero mMoiab30BaHMA W (MJIM) CeTAM  MEXIYHapoJHOro HH(OpMAIMOHHOTO  OOMeHa.
Knaccudukannonnas cxema yrpos, peaJnu3yeMbIX 10 CEeTH, IPUBEJeHa Ha pUCyHKe 5. B ee ocHOBY
MOJIOKEHO CEMb CIIEAYIOIIUX IMEPBUUHBIX MPU3HAKOB KIIaCCU(DUKALIUH.

1. Xapaxrep yrpo3sl. [1o aTomMy nmpu3Haky yrpo3sl MOTYT ObITh TAaCCHUBHBIE U aKTHUBHBIE. [laccuBHas
yrpo3a - 3TO yrposa, IpH peaJn3alld KOTOPOW HE OKa3bIBACTCA HEIOCPEIACTBEHHOE BIIMSHUE Ha
paboty UCIIH, HO MOTYyT OBITh HapyIICHbl YCTAHOBJIEHHbIE MpaBWJIa pa3rpaHUUEHUs JOCTyna K
[TIn win cereBeM pecypcam. lIpuMepoM Takux yrpo3 sBiseTcst yrposza "AHainu3 CETEBOrO
Tpaguka", HampaBiIeHHass Ha MPOCITYIIMBAaHUE KaHAJOB CBS3UM U TIepexBaT IepeaaBaeMoi
uHpOpMaLIUH.

AKTHBHas yrposa - 3TO yrposa, cBs3aHHas ¢ Bo3zieiicTBueM Ha pecypcsl UCII/IH, npu peanuszanuu
KOTOPOH  OKa3bIBaeTCsi HEMOCPEACTBEHHOE BIMAHHME Ha pabOTy CUCTeMbl (M3MEHEHHE
KOH(UTrypamnuu, HapyleHne paboTocnocoOHOCTH U T.JI.), U C HAPYIIEHHEM YCTAaHOBJICHHBIX MPABUII
pasrpanndenus nocryna k I[IJ[H win cereBbM pecypcam. IIpuMepom Takux yrpos sBIs€TCs yrposa



"Otka3 B o0ciyxuBanun", peanuzyemas kak "mropm TCP-3ampocos".

2. lenp peanuzanuu yrpo3sl. [1o 3ToMy mpu3HaKy yrpo3sl MOTYT OBITH HAaIlpaBJICHBI Ha HAPYIICHUE
KOH(UICHIIMATLHOCTH, I[EJIOCTHOCTH M JOCTYMHOCTH HWHGpOpMAIuu (B TOM YHUCIIC HA HapYIICHUE
paborocniocoonoctu UCIIJIH unu ee 351eMEeHTOB).

3. YcnoBue Hauasla OCYLIECTBIEHMs IpoLEcca peanu3anuu yrpossl. 1Io 3TomMy mpusHaKy MOKET
peaIn30BbIBaThCA yrpo3a:

0 3aIpocy OT 00BEKTa, OTHOCUTENBHO KOTOPOTO peainu3yercs yrpo3a. B atom ciiydae HapymuTens
OKU/IAaeT Tepefayd 3ampoca OIpENeIEHHOIO THMa, KOTOpPhIi M OydeT YCIOBHEM Hadaia
OCYIIIECTBIICHUS] HECAHKIIMOHUPOBAHHOTO IOCTYTIA;

KHﬂCCH(‘bHKﬂHHE YTpos3 0e30MACHOCTH IlI{CbOpMaL[HH. PeATH3IYEMBIX ¢ HCIOIB30BAHHCM NMPOTOKOIOE MIKCCTSBOTO
B?GP[S—ID,I&;ICTBHH B aBTOMATH3HPOBAHHBIX CHCTEMAX
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Pucynok 5. Knaccuduxanmonnas cxema yrpos ¢ UCIOJIb30BaHUEM IIPOTOKOJIOB MEKCETEBOTO
B3alMOJEICTBUS

M0 HACTYIUICHUIO OKUIAEMOT0O COOBITHSI Ha 00BEKTE, OTHOCUTEIHHO KOTOPOTO pPealu3yeTcsl yrposa.
B orom ciydae HapymuTenb OCYIIECTBISIET IIOCTOSIHHOE HAOMIOJEHHE 3a COCTOSHHEM
oneparmonHoit cuctembl MCII/IH 1 npu BOSHUKHOBEHHUH OINPEAEIECHHOTO COOBITHSI B 9TOM CHCTEME
HAaYMHAET HECAHKIIMOHUPOBAHHBIHN JIOCTYTI,

Oe3ycioBHOe Bo3JeiicTBHe. B 3TOM ciydae Haudano OCYIIECTBICHUS HECAHKIMOHUPOBAHHOIO
JocTymna 0e3ycI0BHO MO OTHOIIEHHIO K IIENIU JIOCTYIA, TO €CTh yrpo3a peain3yeTcs HEMEIJICHHO U
0€30THOCUTENIEHO K COCTOSIHUIO CUCTEMBI.

4. Hanmuue oGpatHoii csizu ¢ UCIIn. 1o aToMy mpu3Haky mpolecc peaau3aluy yrpo3bl MOXKET
OBITH C OOpaTHOM CBA3BIO U 0€3 0OpaTHOM CBSI3H. YTP03a, OCYIIECTBIIsIEMast P HATMIUH 00paTHOM
ces3u ¢ MCII/[IH, xapakTepu3yeTcss TeM, YTO Ha HEKOTOpble 3ampockl, nepenannbie Ha WCII/H,
HapymuTento Tpedyercs monyduTh orBeT. CnemoBarenbHo, Mexay Hapymutenem u WCIIIH
CYIIIECTBYET OOpaTHas CBS3b, KOTOpas MO3BOJISIET HAPYIIUTENIO aJeKBAaTHO pearupoBaTh Ha BCE



n3menenus, npoucxoxasamue B UCIIIH. B otimuame ot yrpos, peanu3yemMbIX Mpy HATHYUH 00paTHOM
cesizu ¢ MCI/IH, mpu peanuzanmuu yrpo3 0e3 oOpaTHOM CBsi3u He TpeOyeTcs pearupoBaTh Ha
Kakue-nm160 usMeHeHus1, npoucxonsamue B UCIIH.

5. Pacnionoxenue HapymuTtenst otHocutenbHo MCITIH. B cooTBEeTCTBUM € 3TUM MPU3HAKOM yrpo3a
peanu3yercsi Kak BHYTPUCEIMEHTHO, TaK W MeXcerMeHTHO. CerMeHT ceth - (U3UUECcKoe
o0beauHenne xoctoB (TexHuueckux cpenctB MCII[AH umm KOMMYHUKAIIMOHHBIX 3JIEMEHTOB,
uMmeromux cereBoil anpec). Hampumep, cerment HWCII[H o0O0pa3syeT COBOKYIHOCTh XOCTOB,
MOAKIIOYEHHBIX K cepBepy Mo cxeme "obmas mmumHa". B ciydae, korja uMeeT MeECTO
BHYTPUCETMEHTHAsI Yrpo3a, HApYIIUTEIh UMEeT (PU3NYCCKUI IOCTYN K allapaTHbBIM 3JIEMEHTaM
NCIIJu. Eciu numeer MecTo MEXCEerMeHTHasl yrpo3a, To HapymuTtenb pacnoiaraercs Bue UCII/IH,
peanusys yrpo3y u3 Apyrou cetu win u3 apyroro cermenta UCIIJIH.

6. YpOBEHb ATAJIOHHOW MOJIEIM B3aUMOACHCTBUSA OTKPBITHIX cucteM <*> (ISO/OSI), nHa xotopom
peanusyercss yrpo3a. [lo 3TOMy mnpu3Haky yrpo3a MOXET pealu30BbIBATbCA Ha (PU3MUECKOM,
KaHaJbHOM, CETEBOM, TPAHCIOPTHOM, CEaHCOBOM, MPEACTABUTEILHOM M MPHUKIATHOM YPOBHE
mopaenu ISO/OSI.

<*> Mexnynaponnas Opranumzanus no Crangaptuzauuu (ISO) mpunsina crangapt ISO 7498,
OINMCHIBAIOLIUI B3auMOIeHCTBUE OTKPBITHIX cucteM (OS]).

7. CooTHomeHue KoiauuecTBa Hapywmmurened u snemeHToB MCIIJIH, OTHOCHTENBHO KOTOPBIX
peammusyercss yrpos3a. Ilo 3TomMy npu3Haky yrpoza MOXeT OBITh OTHECEHa K KJAacCy yrpos,
peaan3yeMbIX OJHUM HapyIIUTEIeM OTHOCHUTEIbHO OAHOro TexHumueckoro cpenacrsa WCIIAx
(yrpo3a "omumH K oAHOMY"), cpa3y OTHOCHUTEIBHO HECKOJbKMX TexHuuyeckux cpencts MCIIAH
(yrpoza "oaMH KO MHOTMM") MM HECKOJBKMMHU HAapyHUIMTEISIMU C Pa3HBIX KOMIIBIOTEPOB
OTHOCHTEJIEHO OJHOTO WJIM HeCKOJNbKHX TexHmdeckux cpeacts VCIIH (pacmpeneneHHbIE HITU
KOMOWHUPOBAHHBIE YTPO3bI).

C y4yeToM MpoBeAeHHOMN KIacCU(DUKAIIMKA MOXKHO BBIJIEIUTH CEMb HanOOJIEe YacTO pealu3yeMbIX B
HACTOsILEE BPEMS YIpO3.

1. Ananu3 cereBoro Tpaduka (pucyHok 6).

MapmpyTE3aTop 1

XocT HApVIIHTEIA

Xocr M
Xoct N



Pucynok 6. Cxema peanuzanuu yrpossl "AHanu3s cereBoro tpaduxa"

DTa yrposza peajM3yercsi ¢ IMOMOIIBI0 CHEIUaIbHOM IporpaMMbI-aHalu3aTopa mnakeToB (sniffer),
MIEPEXBATHIBAIOIICH BCE MMAKETHI, TIEpeAaBacMble MO CETMEHTY CETH, M BBIICIAIONICH Cpeld HUX T€, B
KOTOPBIX MEpeAaloTcsl WACHTU(PUKATOP IMOJb30BaTENs U €ro mapoiib. B xone peanuszanuu yrpossl
HApYIIUTEIh HW3Yy4aeT JIOTUKY pabOThl CETH - TO €CTh CTPEMHUTCS IONYYHTH OJHO3HAYHOE
COOTBETCTBUE COOBITH, IPOUCXOASIINX B CUCTEME, U KOMaH]I, IEPEChIIaeMbIX MIPH ITOM XOCTAMH,
B MOMCHT TOSIBJICHHUS JTaHHBIX COOBITHI. B nampHEWIeM 3TO MO3BOJSET 3JIOYMBIIIICHHUKY Ha
OCHOBE 3aJlaHUsl COOTBETCTBYIOIIMX KOMaHJ MOJIY4YHUTh, HAllpUMep, IPUBUICTHPOBAHHBIC MIpaBa Ha
JEHCTBUS B CUCTEME WJIM PACIIMPUTH CBOU TOJTHOMOYMS B HEH, MEPEXBATUTH MOTOK MEPEIaBAEMbIX
JaHHBIX, KOTOPBIMU OOMEHHMBAIOTCS KOMIIOHEHTBl CETEBOM ONEpAlMOHHON CHUCTEMBI, IS
W3BJICYCHHS] KOH(PUICHIIMATBHON WIH HICHTUDUKATMOHHONW nH(OopManuu (HarpuMep, CTaTHIeCKUX
napoJieil moib30BaTeneH i AocTyna K yaaneHHbM xoctaM 1o nporokonam FTP u TELNET, ne
IIPeyCMAaTPUBAIONTNM I (DPOBAHKE), €€ ITOAMEHBI, MOAU(PUKAIIUU H T.I1.

2. CKkaHMpPOBaHUE CETH.

CymHocTh npolecca peanu3aluu yrpo3bl 3aK/I0uaeTcs B Iepesiaye 3alpocoB CETEBBIM CIy:KOam
xoctoB MCIIJIH m aHanu3e oTBeTOB OT HUX. Llenb - BBISIBIEHHE HCIIOJIb3YEMBIX IMPOTOKOJIOB,
JOCTYIIHBIX MOPTOB CETEBBIX CIYXO0, 3aKOHOB (OPMHUPOBAHUSA HJIEHTH()UKATOPOB COEIUHEHUM,
OTIpeIeIeHNE aKTUBHBIX CETEBBIX CEPBHUCOB, IOI00P HICHTH()HUKATOPOB U MAPOJICH MMOIb30BATENEH.

3. Yrpo3a BbIBICHUS TApOJIS.

Ilens peanuzanuu yrpo3sl coctouT B noiydennu HCJI mytem npeomosneHus mapoiabHOW 3aIlUTHI.
370YMBIIIJIEHHUK MOKET PEaTM30BbIBaTh YIpo3y C MOMOIIbIO IIEJIOTO Psiia METO/OB, TaKUX Kak
npocToil nepedop, nepedop ¢ UCIOIB30BaHUEM CHEIMAIBHBIX CIOBapel, yCTaHOBKA BPEIOHOCHOU
IpOrpaMMBbI JIJIsl IepexBarta Mnaposis, HoaMeHa goBepeHHoro oobekra cetu (IP-spoofing) u nepexsar
nakeToB (sniffing). B ocHOBHOM /17151 peanu3aiiuy yrpo3bl HCIIOJIB3YIOTCS CIIeHaIbHbIE TIPOTPAMMBI,
KOTOPBIE IBITAIOTCS MOJYYUTh JOCTYII K XOCTy IIyTeM IOCIEeN0BaTeIbHOro moadopa maposiei. B
cilyyae ycrexa, 3J0YMBIIIJIEHHHK MOXeT co3laTh uid ceds "mpoxoxa" s Oyayliero IocTyna,
KOTOPBII OyJeT NelcTBOBATh, 1aXe €CJIM Ha XOCTE U3MEHUTh M1apoib JOCTYHA.

4. IlogmeHa TO0BEPEHHOTO 00BEKTA CETH U Mepeiaya Mo KaHalaM CBSI3U COOOIICHUN OT €ro UMEHH C
MIPUCBOEHUEM €rO0 TMpaB J0CTyIa (PUCYHOK 7).



1. Xoct X pener HaOmoaeHne 3a xocTaMH A H B H onpemenser HyMeparHo
MAKETOR COODMEHHHA, HIVIMTYED OT XocTa B
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2ATOMHAA TEM CAMEIM OUepPEeIE 3aPOCOR C IR0 BEBECTH HE CTPOA HA HEKOTOpPOE
EpeMd XocT A

s
a
=
XocTt B
L
SYN, s
I55x -
TCP-zanpoc HA OTKPEITHE COSIHHEHHA OT HMEHH X0CcTa A Noct B
SYN-OHT CHHXPOHHZAIHH HOMEPA MOCIIEOBATENEHOCTH
ISSx-mpoH3EONEHEIH HOMEp OCISJ0EATEIEHOCTH
XocT A BEEIBEJIEH H2 CTPOH
XocT A
L
-
Oteer xocTa B Ha TCP—aM =
SYN, ACK ISSb XocTr B

ACK(ISSx+1)

SYN-0HT CHEXpPOHH3ZAIHHE HOMEPA IOCISI0BATENEHOCTH

ISSb-poH3BONIEHEIH HOMED IIOCIEA0BaTEIEHOCTH XocTa B
ACEKE((IS55x+1)-HoMep noaTEepAOeHEA NpAeMa TCP-markeTa oT
XocTa A, paHEH [SSx+1
ASE(ISSb+1)-HoMep nonreepxgeHud npueMa T'CP-nmakera ot xocra B,
E KOTOPOM ATaKyIOMIHH VKa3EBaeT NogodpaHHEIH HoMep [SS5b+1
ACEK, 155x+1 _
ACKISSL+1) ——

—

- }s( -~ TASK(ISSx+1)-HOMep
=TT cneaytomere TCP-makeTa

Xoct B

-

-

g Ot\c':.ﬁtmyer coobmenHe o pazpeiee TCP-coeMHHERHA OT
BEIBEISHHOTO H3 CIPOA XOCTA A (AKeT ¢ 3aMOTHEHHEIM
CIyAEeOHEIM 2aronoeroM RST)

Pucynok 7. Cxema peanuzanuu yrpo3ssl "[logmena noBepeHHOro oObekTa cetu'



Takas yrpos3a 3¢ (deKTUBHO peanu3yercs B CHUCTEMax, IJie NMPUMEHSIOTCS HECTOMKHE alrOPUTMBI
UICHTUQHUKAIMKA ¥ ayTeHTH(PHUKAIMKA XOCTOB, MoJb30oBarenei u T.4. Ilog noBepeHHbIM 00BEKTOM
MOHUMAETCs OOBEKT CeTH (KOMIBIOTEP, MEXKCETEBOM 3KpaH, MapLIPyTHU3aTOp U T.II.), JEerajibHO
MOJKJIFOYEHHBIN K CEPBEPY.

Moryt OBITh BBIFCIEHBI JBE PA3HOBUIHOCTH TIpOIECCa peamu3allid YKa3aHHOW yYTPO3bL: C
YCTaHOBJICHHEM U 0€3 YCTaHOBJICHUS BUPTYAIbHOI'O COCTUHEHUSI.

[pouecc peanu3anuu ¢ yCTAHOBICHHEM BUPTYAIBHOTO COCIMHEHHS COCTOUT B MPHUCBOCHHH IIPAB
JIOBEPCHHOT0 CYOBEKTa B3aMMOJCHCTBUS, YTO IIO3BOJISICT HAPYIIUTENI0 BECTH CEaHC PadOThI C
00BEKTOM CETH OT MMEHHU JIOBEPEHHOTO CyObekTa. Peanmm3zamust yrpo3sl JAaHHOTO THIla TpeOyer
IPCOJIOJICHUSI CUCTEMBbl HWACHTU(GHKAMU M ayTeHTH(UKAUWK cooOIeHuil (Hampumep, araka
rsh-ciry>x061 UNIX-x0crta).

[Ipornecc peanu3zanuu yrpo3sl 0e3 yCTaHOBICHHS BUPTYaIbHOTO COSAMHEHUS MOXKET HMETh MECTO B
CEeTSX, OCYIIECTBIIIONINX HICHTH(DUKALUIO TepelaBaeMbIX COOOIICHUH TOJIBKO IO CETEBOMY
aapecy ortmpaButens. CymHOCTh 3aKIIOYaeTCsl B Iepenade CiayKeOHBIX COOOIICHWH OT MMEHHU
CETEBBIX YIPABISIONIMX YCTPOWCTB (HAampuUMeEp, OT MMEHH MaplIPyTHU3aTOPOB) 00 W3MEHEHHH
MapIIpyTHO-aPECHBIX JAaHHBIX. [Ipu 3TOM HEOOXOJMMO UMETh B BHIY, YTO CIWHCTBEHHBIMH
uaeHtudukatopamu aboHEHTOB U coeauHeHus (mo nporokony TCP) sBastorcs nBa 32-OMTHBIX
napamerpa Initial Sequence Number - ISS (Homep mocnemoBatensHOocTH) M Acknowledgment
Number - ACK (womep mnoarBepkaenus). CiemoBarenbHO, Ui (HOPMHUPOBAHUS JIOKHOTO
TCP-makera HapymmTen 0 HEOOXOAMMO 3HATh TEKyIIWE WICHTH()UKATOPHI IS TaHHOTO
coenunenus - ISSa u ISSb, rae:

ISSa - HekoTOpOoe YHCIEHHOE 3HAYEHHUE, XapaKTePHU3YIoIIee MOPSAIKOBBIA HOMEDP OTHPABIISIEMOTO
TCP-nakera, yctanaBnuBaemoro TCP-coennHenus, ”HUIIMUPOBAHHOTO XOCTOM A

ISSb - HekoTOpOe YHCICHHOE 3HAUCHHE, XapaKTEpU3YHoIee MOPSAKOBBII HOMEp OTIPABISIEMOrO
TCP-makera, ycranaBiuBaemoro TCP-coenuHenns, HHUITMIPOBAHHOTO XOCTOM B.

3nayenne ACK (Homepa moarBepkaeHMs ycTaHoBieHuss TCP-coenuHeHusi) ompenensercss Kak
3HauE€HUE HOMEpa, MOITYYEHHOro OoT pecrionieHTa ISS (Homep nmocnenoBaTeabHOCTH) IUTIOC EUHUIIA
ACKb =1SSa + 1.

B pesynbrate peanuzauuu yrpo3bl HApYIIMTENb MOJYyYaeT IpaBa JOCTYNa, YCTAHOBIICHHBIE €r0
MOJIH30BaTEJIEM JIJIsl TOBEPEHHOTO aboHEeHTa, K TexHuueckomy cpeactBy UCII/Iu - nenn yrpos.

5. HaBs3bpIBaHHE T10KHOTO MapuipyTta CCTHU.

JanHas yrpo3a peanusyercs OJHMM U3 JBYX CIIOCOOOB: IYTeM BHYTPHCETMEHTHOTO WU
MEKCEeTMEHTHOTO HaBsI3bIBaHMs. BO3MOKHOCTH HaBSI3bIBaHMS JIOXKHOTO Mapuipyra oOyclIOBJIEHA
HE/OCTaTKaMH, TMPHUCYIIUMH ajlropuTMaM MapIIpyTH3aluu (B YaCTHOCTH, H3-3a MPOOJIEMBI
UACHTU(DUKAIIMK CETEeBBIX YIPABISAIOLIUX YCTPOWCTB), B pe3yJbTaTe 4YEero MOXKHO IOMNAacTh,
HalpUMep, Ha XOCT WM B CETh 3JI0YMBIIUIEHHUKA, IJI€ MOKHO BONTH B ONEPALMOHHYIO CpENy
TexHudeckoro cpencrea B cocraBe HMCII[IH. Peanmuszaumsi yrpo3sl OCHOBBIBA€TCA Ha
HECaHKIMOHMPOBAaHHOM HCIIOJIb30BaHMM NpoTOoKojoB Mapwmpyrusauuun (RIP, OSPF, LSP) u
ynpasneHus cetbio (ICMP, SNMP) nis BHeceHHs: u3MeHEeHU B MapHIPyTHO-aApECHbIE TAOIHIIbI.
[Tpu sTOM HapymHMTEN 0 HEOOXOAMMO MOCIATh OT MMEHHM CETEBOrO YIPABISIOLIETO YCTPOCTBa
(HampuMep, MapIIpyTH3aTOPa) YIPABIISIIOIIEE COOOIICHHE (PUCYHKH 8 1 9).



1. Mepenata HAPYIIHTENEM Ha XOCT 1 I0#HOTo coobmerad no mpotoxaay ICMP Redirect or
HMEHH MapmpyTH3aTopa 1 0b H3MeHeHHH TaOMHIED

HHTepHeT
|
JloxHoe copOmerEHe Cepeep
ICMP Redirect top.secret.com

Xocr 1 Xocr 2

2_ akeTs! Ha top secTet. com HAMPaRIMIOTCA Ha HECYIIECTRYIOMHH MapmIpyTHzaTtop (xoct 2), a
CeNOBATeBHO, CEA3E C tOp.Secret. com HApyIIaeTca

oo Hutepret

MAPIIPYTHIAMHH

top.secret.com:
gateway—=xoct 2

Pucynok 8. Cxema peanuzanuu ataku "HapsizpiBaHME JT05KHOTO MapuipyTa' (BHYTPHUCETMEHTHOE) C
ucnosp3oBanueM nporokosna ICMP ¢ nensro HapymeHus cBszu



1. da3a nepemaun noxkHOro coobdmenna ICMP Redirect 0T HMeHH MapIIpyTH3aTOpa Ha XocT 1

Jowmaoe coobmerane ICMP Redirect ApINPYTH3ATOP
B HAMJIYIINeM MapIIpyTe K XOCTy

top.secret.com
Hurtepuer

Xocr 1

XocT HapyIIHTeNs

2_ dasa IpHeMa, aHAIIH3a, Bo3/elicTBHA H Nepe/ladl IepexBadeHHOH HHpOPMAIHH Ha TOXKHOM

cepBepe
%_ HHaTepHET
MapmpyTa3aTop 1 MapmpyTH3aTop
Xoct 1 mepenaet
MAaKeTHl, .
ATaKyIOIWHA OT HMeHH
IpeIHAIHAIeHHEIS

xocTa 1 IepedacT NaKeTEL

top.secret.com, Ha
Ha top.secref.com

XOCT ATAKYIOIETO
XocT HApyIATENS

Ceprep top.secret.com

Pucynox 9. Cxema peanuzaruu yrpo3sl "HaBs3piBaHre J0KHOTO MapiipyTa" (MEKCErMEHTHOE) C
LIeNbI0 TiepexBaTa Tpaduka

6. BHenpeHue J105)kHOro 00BbEKTa CeTH.

OTa yrpo3a OCHOBaHa Ha HCIIOJIb30BAHUN HEJOCTATKOB aJITOPUTMOB YAAJIEHHOIO Moucka. B ciydae,
€cJIi 0OBEKTHl CeTH M3HAYaJIbHO HE MMEIOT aJpecHOM MH(pOpMAIMK APYTr O ApYyre, UCHOIb3YIOTCS
pas3InYHbIe MPOTOKOJIBI yianeHHoro noucka (Hanpumep, SAP B cersax Novell NetWare; ARP, DNS,
WINS B cersix co crekom mnpotokonoB TCP/IP), 3akmiouatomuecss B mepenade IO CETH
CHELMATbHBIX 3alPOCOB M TOJYYEHHMM Ha HUX OTBETOB ¢ HCKOMOM uHpopmarmei. [Ipu stom
CYIIIECTBYET BO3MOKHOCTH I€peXBaTa HapyLIUTEIEeM IOMCKOBOIO 3alpoca M BbIIaYM Ha HEro
JOXHOTO  OTBETa, MCIIOJB30BAaHME KOTOPOro  MpHUBEAET K  TpedyeMoMy  H3MEHEHHIO
MapILIpPYTHO-aJJpECHBIX JaHHBIX. B nanpHeieM Bechb MOTOK HMH(OpPMALMM, aCCOLMHPOBAHHBINA C
00BEKTOM-)KEPTBOH, OYJET MPOXOANUTH Yepe3 JOKHbIH 00beKT ceT (pucyHku 10 - 13).



1. ®a3a omunanma ARP-sampoca

ATaxyromuil IpocTyIIHBaeT
KaHal, 0:XHIad DepeaatTy
ARP-3zanpoca

MapmpyTH3aTop

HaTepHET

XocT HapymHETELA

2. ®Paza peannsaHH yTPo3E

*

Xoct nepenast IMepexsatue ARP-3ampoc,

ARP-3ampoc ATAKYIOITHIT TTepenacT TOMKHEIT
0y P

ARP-otBeT

MapmpytHsaTtop

uaTepHeT

XocT HapyImHTENA

3. @a3a mpHeMma, aHANH3a, BO3ACHCTBHA H Iepeladl IepeXBaueHHOH HHOpMAlHE Ha
roxHOM ARP-cepBepe

Mapmpyrasarop

Cease xocta lc
MAapIIpyTH3aTOPOM IIPOHCXOIHT
uepes doxHBIH ARP-cepsep

HaTepHET

ARP-cepsep

Pucynok 10. Cxema peanuzanuu yrpo3sl "BHeapenune noxunoro ARP-cepsepa”



1. ®asa oxupanus atakyromum DNS-3ampoca ot xocrta 1 (ataxyromuii Haxoures mabo Ha XocTe
HapymHTens 1, nubo Ha xoeTe HapymmTens 2)
Cepzep
top.secret.com

MapmpyTH3aTop

MapmpyTtuzatop MapmpyTH3aTop

DNS-cepsep

Xocet HapymmuTena 1 XocT HapymHTET 2

2. daza mepegauH aTakyronmM JokHEOro DNS-oTBera (aTakyromemii HaxoquTea IH00 Ha XOCTe
HapymuTens 1, nubo Ha xocTe HapymHTeas 2)

Mapmsa'rop Cepsep top.secret.com
I T ) T 4% Ho::HH}“I \0.-
DNS-3 afnpoc | Pe— MapmpyngaTop MapmpyrHBaTop DNS-oTBeT \%

DNS-otBeT

DNS-cepsep
“‘s =~ Q “f'r
Xocr 1 Xoer 2 Q
Xocet Hapymurens 1 XocT Hapymurens 2

3. ®aza nmpueMa, aHAIH3a, BO3eiicTBHEA H IepeadH epexBaueHHOH HHGOPMAITHH HA TOXKHOM CEPBEpe

@

MapmpyTH3aTOop

Pucynox 11. Cxema peanuzanuu yrpo3sl "Bueapenne moxxaoro DNS-cepsepa" mytem nepexBara
DNS-3anpoca



1. Hapymmurens nepenaet HanpasineHHbH mropm DNS-oTBeT0B Ha Xocer 1

MapmpytH3aTop

Cepeep
top.secret.com
ITropM MOXHEIX
DNS-0TBETOB OT
umern DNS-

JlomHbli cepBep
(xocT HapymIHTEDA)

2. Xoet 1 mocermaer DNS-3anpoc 1 HevenmenHO momydaeT moxHbI DNS-o1BeT

MapmpytHsaTop

Cepsep
top.secret.com

ITropm nosKHEIX

% . 4%_4_[1“'8-0?3&03 oT
dg it umern DNS-

T, y
DNS-zanpoc ‘/Efﬁ:, ) MapmpyTasaTop APWPYTH3ATOP  ceppepa

g

Xoer 1 Xocr 2

DNS-cepsep

=3

JloxHbIH cepBep
(xocT HapymHTENA)
3. dasa mpHeMa, aHATH3a, BO3AEHCTBHA H epefadH IepexBaueHHOR HH(GOPMALHH Ha IOKHOM cepBepe

Mapmpytmzarop

Cepsep
op.secret.com

MapmpyTtasaTop
DNS-cepsep

L -

JIo cepeep
(xoeT HapymmTem)

Pucynok 12. Cxema peanuzauuu yrpo3sl "BHeApeHue goxxHoro DNS-cepsepa" myrem mropma
DNS-oTBeTOB Ha KOMIIBIOTEP CETH



1. Hapymurtens co3gaeT HaNpaBIeHHBIH NITOPM JI0KHBIX DNS-0TBETOB OT HMEHH OJHOIO H3 KOPHEBBIX
DNS-cepBepoB H IIpH 3TOM IPOBOIHPYET 3TOT CEPBEP HA OTBET, Iockllad Ha Hero DNS-3ampoc

MapmpyTtHa3saTop MapmpyTtHsatop

Kopresoi

DNS-cepeep

L DNS-3ampoc Ha IOHCK

DNS-cepBep top.secret.com
XocT HapymIuTENA

2. DNS-cepsep nepemaer DNS-3anpoc Ha kopHeBoi DNS-cepBep H HeMeIIeHHO TOTy9acT NoXkHBIH DNS-oTBeT OT
ATAKYIOIIEro

s HuTepHeT
\s Mapm 3aTOp
}‘(OCT 1 & g ‘
Map%yrnzarop

. MapmpyTH3aTop MapmpyTusarop
DNS-3amnpoc
Hanpasaersasii mropnm
noxHbX DNS-0TBETOB N
0T HMEHH KOPHEBOTO \ Kopresoit
DNS-cepBepa 7 -
DNS-cepsep PBEL DNS-cepeep

XocT HapyIIATENA

3. Xoet HapymHTenA H3MeHAET K3mI-Tabmuny DNS-cepBepa H obeclieTHBacT NPOXOKICHAS TPa(HKa Jepes
moxueH CepBen ton.secret.com

epBep ‘ *

top.secret.com

Y

W=l

TToxusid CepBep
top.secret.com
HnTtepHet ¢ DNS-3ampoc Ha TIOHCK
TOP.SECRET.COM

K»m tabmama DNS-

cepBepa
top.secret.com: DNS-o0TBET ¢ T0XHBIMH
»
P aJpec aTaKyHoIero CBEICHHAMH O XOCTS

TOP.SECRET.COM

DNS-cepeep

Pucynok 13. Cxema peanuzanuu yrpossl "Baeapenue noxxnoro DNS-cepsepa" nmyrem mropma
DNS-otBeToB Ha DNS-cepBep



7. OTKa3 B 00CITYKUBaHUH.

OTH yrpo3bl OCHOBAaHbI Ha HEJOCTATKAX CETEBOr'O MPOTrPaAaMMHOI0 0OECTeYeHHs], €r0 YS3BUMOCTSIX,
MO3BOJIAIOIIMX HAPYLIMTENIO CO3/aBaTh yCJIOBUS, KOI/la ONEPAllMOHHAs CUCTEMA OKAa3bIBA€TCsl HE B
COCTOSTHUU 00pa0aThIBaTh MOCTYMAIOIINE MAKETHI.

MoryT OBITH BbIIETIEHBI HECKOJIBKO PA3HOBUAHOCTEN TAKUX yIpoO3:

a) CKpBITBI OTKa3 B OOCIYKMBAaHWHU, BBI3BAHHBIN mpuBiedeHHeM yactu pecypcoB MCII[H Ha
00paboTKy IaKEeTOB, IEPEAABAEMBIX 3JIOYMBIIIJIEHHUKOM CO CHU)KEHUEM IPOITYCKHON CIOCOOHOCTH
KaHAJIOB CBSI3U, MPOU3BOJUTEIHHOCTH CETEBBIX YCTPOWCTB, HAPYIICHWEM TpeOOBaHHMI KO BPEeMEHHU
o0pabotku 3anpocoB. [Ipumepamu peanuzauuu yrpo3 IMOAOOHOTO pPOAA MOTYT CIYXKHTb:
HaNpaBJICHHBIA ITOPM 3X0-3ampocoB o npotokony ICMP (Ping flooding), mropm 3ampocoB Ha
yctanoBienue TCP-coequnenuii (SYN-flooding), mropm 3anpocos k FTP-cepsepy;

0) sBHBIH OTKa3 B OOCITY)XHBaHWH, BbI3BaHHBIN mcueprmanueM pecypcoB MCIIIH mpu oOpaboTke
MAKETOB, Mepe/laBaeMbIX 3JI0YMBIIUICHHUKOM (3aHSATHE BCEH MOJIOCHI MPOMYCKAHUSI KAHAJIOB CBSI3H,
NepenoHeHNE OYepeieii 3aIIpOCcCOB Ha 00CTYKHBAaHKE), TPH KOTOPOM JIETaJIbHBIE 3aIIPOCHl HE MOTYT
OBITh TEpelaHbl Yepe3 CeThb M3-3a HEeNOCTYIMHOCTU Cpeibl Iepeiadyd Jud0 MOTy4arT OTKa3 B
00CIyKMBaHUU BBUJly IIEPETIOIHEHUS OUepeiel 3alpOCcoB, IMCKOBOIO MPOCTPAHCTBA NaMITH U T.1.
[Ipumepamu  yrpo3  JaHHOTO  THMA  MOTYT  CIYXUTh  IITOPM  IIMPOKOBEIIATEIbHBIX
ICMP-3x0-3anipocoB  (Smurf), nampasnenusiii mTopMm (SYN-flooding), mTopm cooOmeHmit
MOYTOBOMY cepBepy (Spam);

B) SBHBIM OTKa3 B OOCIYKMBaHMM, BbI3BAHHbII HAPYIIEHHWEM JIOTUYECKOH CBSI3HOCTH MEXIY
texuudeckumu cpeactBamu MCIIIH npu mepenayve HapyIIUTENIEM YIPaBISIOMIUX COOOMICHUN OT
UMEHHU CETEBBIX YCTPOICTB, MPUBOASIIMX K U3MEHEHHUIO MapUIPyTHO-aJPECHBIX TaHHBIX (Hampumep,
ICMP Redirect Host, DNS-flooding) win wuIeHTHUKAIMOHHOW | AyTCHTH(PHUKAIUOHHOM
uHpOpMaInH;

r) SIBHBI OTKa3 B OOCITYy)XHBAaHWH, BBI3BAHHBIA TIepeqadeil 3JIOYMBIIUICHHHKOM MaKeTOB C
HecTaHAapTHBIMU aTpuOyTamu (yrpossl tuma "Land", "TearDrop", "Bonk", "Nuke", "UDP-bomb")
WM UMEIOIINX JUTMHY, MPEBBIIAONIYI0 MaKCUMaJIbHO JOMYCTUMBIN pa3zmep (yrposza tuma "Ping
Death"), 94T0 MOXeT MpPUBECTH K COOI0 CETEBBIX YCTPOMCTB, yUACTBYIOIIHUX B 00pabOTKe 3ampoCoB,
NIPY YCIIOBUH HAJMYUS OMIMOOK B IMPOrpaMMaXx, peai3yoNIiX MPOTOKOJIBI CETEBOTO OOMEHA.

Pesynprarom peanuzanuu  JaHHOM yrpo3bl MOXET CTaTh HapylleHHe pabdoTocnocoOHOCTH
COOTBETCTBYIOIIEH ciy)Obl npeaocTaBneHus yaaineHHoro aocryna k I1Jln B UCII/In, nepenaua c
OJIHOTO aJpeca TaKoro KOJMYECTBAa 3alpOCOB Ha TMOJKIIOYEHHE K TEXHUYECKOMY CPEICTBY B
coctae MCII/IH, kakoe MakCHUMaJbHO MOXXET "BMecTUThH" TpaduK (HAmpaBiICHHBIH '"MITOpPM
3ampocoB"), 4TO BIeYeT 3a cOOOW TMEpernoHEeHWe OYepea 3alpoCcoB M OTKa3 OJIHOM M3 CETEBBIX
CIIY’)KO WIJIM TIOJIHYIO OCTQHOBKY KOMIIBIOTEpA M3-3a HEBO3MOXKHOCTU CHUCTEMbI 3aHUMATbCsS HUYEM
JIpYruM, KpoMe 00paboTKH 3alpOCOB.

8. Y najeHHbIN 3a1yCK MPUITOKEHHUH.

VYrpos3a 3akimrouaercss B cTpemieHMM 3anmycTuTh Ha xocte WCII/IH pasnuuHble IpenBapUTENBHO
BHEJIPEHHBIE BPEJOHOCHBIE IIPOrPAMMBI: IMPOTrPaMMBbI-3aKJIaJIKH, BHPYCHI, 'CETEBbIE IIIMOHBI",

OCHOBHAsl IIelb KOTOPHIX - HapylIeHHe KOH(MUICHIIMATBHOCTH, [EIOCTHOCTH, JOCTYIMHOCTH
uHpopManMi ©W TOJHBIA  KOHTpPOJIbL 3a pabotoii xocta. Kpome Toro, BO3MOXEH
HECaHKI[MOHUPOBAHHBIN 3aIlyCK MPUKJIaIHBIX IporpaMm I0JIb30BaTENCH Jiue

HECaHKIIMOHUPOBAHHOTO TOJYYEHHUS HEOOXOAMMBIX HApYyIIUTEN0 JaHHBIX, U1 3alycka
YIPaBIAEMbIX MPUKIATHON TPOTPAMMOil TPOLIECCOB U JIp.

Brigensitor Tpu mojkiiacca JaHHBIX yIpo3:



1) pacnpocTpanenue (haiaoB, CoaepKauX HECAHKITMOHUPOBAHHBIN UCTIOJHIEMBIN KOJT;
2) ynaJIeHHBIN 3aImyCK MPUIIOKECHUS TIyTeM MepenoTHeHus Oydepa mprIoKeHUH-CEpBEPOB;

3) ynajieHHbIN 3aIyCK MPUIIOKEHHS TyTEM HCIO0JIb30BaHUSI BO3MOXKHOCTEHN yJJaI€HHOTO YIPaBICHUS
CUCTEMOM, MPEIOCTABIIAEMbIX CKPBITBIMU TMPOTPAMMHBIMU U allllapaTHBIMU 3aKjIaJKaMu JIMOO
HCIIOJIb3YEMBIMU IITATHBIMUA CPEJICTBAMHU.

TumoBele yrpo3bl TEPBOTO U3 YKa3aHHBIX TIOJKJIACCOB OCHOBBIBAIOTCS Ha AaKTHBH3ALHUU
pacnpocTpaHsieMbIX (aiiyioB mpu ciydaiiHoM oOpaieHuu K HuM. [Ipumepamu Takux (aiinoB Moryt
CITY)XHTb: (Daiiibl, COAEpKaIIe MCIONHSIEMbIH KOJ B BHJIEC MaKPOKOMaH] (IOKyMeHTHI Microsoft
Word, Excel u T.11.); html-n0KymMeHTBI, coeprKaniue UCIIOJHIEMbIA KOJT B BUJIE 2J1eMEHTOB ActiveX,
Java-anmuieToB, WHTEpHpETHPYEMBIX CKpUOTOB (Hampumep, TeKCThl Ha JavaScript); ¢aitibl,
collepkallie HCHOJHseMble KoAael mporpamm. Jlns  pacnpoctpaHeHus:  (aiioB  Moryt
UCTIOJIB30BATHCS CIYKOBI AJIEKTPOHHON MOYTHI, ITepeaadn GaioB, ceTeBoi (PpaiaoBoil CUCTEMBI.

[Tpu yrpo3ax BTOpOro MojKJIacca UCHOJIb3YIOTCS HEJOCTAaTKH MPOrpaMM, PEalH3YIOIIUX CETeBbIe
CepBUCHI (B YaCTHOCTH, OTCYTCTBHE KOHTpOJS mnepenoinHeHus Oydepa). Hactpoiikoil cucTeMHBIX
PETUCTPOB  HMHOIJA yJIaeTcs MEpeKIOYUTbh MPOLECcCOp Iocie MpPEepbIBaHMs, BBI3BAHHOTO
nepenojHeHneM Oydepa, Ha UCTIOJIHEHUE KOJa, COAEpIKalIerocs 3a rpanunei oydepa. Ilpumepom
peanu3aly TaKoW yrpo3bl MOXKET CIIY)KUTh BHEJIPEHUE ILIMPOKO U3BECTHOTO "BUpyca Moppuca".

[Tpu yrpo3ax TpeTbero nojkiacca HapyluuTelb UCIOIb3YET BO3SMOXKHOCTH Y1aJI€HHOTO YIIPaBJICHUS
CUCTEMOH, IIPEIOCTABIIIEMbIE CKPBITHIMM KOMIIOHEHTaMU (HapuMep, "TPOSIHCKUMH'' porpaMMaMu
tuna Back Orifice, Net Bus) nubo mraTHbIMH CpeACTBaMH YIPABJICHUS U aIMUHUCTPUPOBAHUS
kommbioTepHbix cereil (Landesk Management Suite, Managewise, Back Orifice u T1.11.). B
pe3yibTaTe X MCIOIb30BaHMs y1aeTcs JOOUThCS yJalleHHOTO KOHTPOJIS HaJl CTAaHIIMEH B CETH.

CxeMaTH4HO OCHOBHBIE ATAIbI pa0OTHI 3TUX MPOTPAMM BBITJISIAT CAEAYIOLIUM 00pa3oM:
WHCTAJULILMSA B IAMSATH;

OKHJaHHE 3ampoca ¢ YAaIeHHOTO XOCTa, Ha KOTOPOM 3amyIlleHa KIHEeHT-PorpaMMa, U 0OMeH C He
COOOIIEHUSAMHI O TOTOBHOCTH;

nepeaadya H€p€XB&‘I€HHOI>i I/IH(bOpMaIII/II/I KIIMCHTY WX TMPCAOCTABJICHUC C€MY KOHTPOJA HaA
ATaKyEMbIM KOMIIBIOTECPOM.

Bo3MoxHBIE TTOCIEICTBHS OT PeAIM3allii YTPO3 PA3IUYHBIX KJIACCOB MPHUBEACHBI B TAOIHIIE 3.

Tabauya 3
Bo3MoxHbBIE TOCIIEICTBUS peaTu3alii YIpo3 pa3InyHbIX KJIacCOB
N 1/t Tum ataku BosmoxHbIE
MIOCJIEACTBUSI

1 IAHAJIN3 CEeTeBOro Tpaduka MccnenoBanue
XapaKTEPUCTHK CETEBOTO
rpaduka, mepexsar
MepeaBaeMbIX TaHHBIX,
B TOM YHCIIE
MIeHTU(UKATOPOB U




[1apoJiei MOJIb30BaTENEH

CKaHUpOBaHUE CETU

Onpenenenue
[IPOTOKOJIOB, JTOCTYITHBIX
[MOPTOB CETEBBIX CIYXKO,
BaKOHOB (POPMUPOBAHUS
MICHTU(PHUKATOPOB
COeIMHEHUI, aKTUBHBIX
CETEBBIX CEPBUCOB,
MICHTU(PUKATOPOB U
[apoJieil moJib30BaTesIei

"[TaponbHas" aTtaka

BrinoyiHeHuE 1100010
ITeCTPYKTUBHOTO
IMEHCTBUS, CBSI3AHHOTO C
[OJIy4YEHUEM
HECaHKI[MOHUPOBAHHOTO
mocTymna

[ToxMeHa TOBEpEHHOTO 00BEKTa CETU

13MeHeHne Tpaccsl
[TPOXOKICHHUS
COOOIIICHUH,
HECaHKLMOHUPOBAHHOE
M3MEHEHUE
MapIIPYTHO-aJPECHBIX
ITAHHBIX.
HecankimoHupoBaHHBIN
ITOCTYII K CETEBBIM
[pecypcaM, HaBsI3bIBAHUE
o>xHOM MHpOopManuu

Hassi3pIBaHME JI0)KHOTO MapIIpyTa

HecankunoHupoBaHHOE
M3MEHEHHNE
MapIIpyTHO-aIPECHBIX
ITAHHBIX, aHAJIN3 U
MouduKarms
MepeIaBaeMbIX JTAHHBIX,
HaBSI3bIBAaHHE JIOKHBIX
COOOIIEHUI

BHenpeHue 10KHOT0 00beKTa CeTU

[TepexBaT 1 IpOCMOTP
rpaduka.
IHecaHKIIMOHUPOBAHHBIIN
ITOCTYI K CETEBBIM
[pecypcam, HaBs3bIBaHUE
ToXHON HH(OpMaIK

OTKa3 B 00CITyKUBaHUU

HacTuuHOE Mcyepnanue
[peECypCoB

CHM>KEHHE MTPONYCKHOM
CIIOCOOHOCTH KaHAJIOB
CBSI3U,
[IPOU3BOIUTEIHLHOCTH
CETEBBIX YCTPOMCTB.
CHIDKEeHHe
[TPON3BOUTENBHOCTH
CEpBEPHBIX MTPUII0KEHUN

[TonHOE ncuepnanue

HeB03MOXHOCTE




[pecypcos

repenayd COOOIeHuN
13- 32 OTCYTCTBHUS
ImocTyma K cpene
repeaayn, OTKas B
[YCTaHOBJICHHH
coenunenusi. OTKa3 B
MPeIOCTaBICHUH
cepBuca (JIEKTPOHHOU
MoYTHl, (paiiIo0BOrO N
T.JT.)

Hapymenue mornueckon
CBSI3HOCTHU MEXTY
aTpuOyTaMu, TaHHBIMH,
00BEKTAMU

IHeBO3MOXXHOCTh
repeaadn, COOOIeHU N
13- 32 OTCYTCTBHS
KOPPEKTHBIX
MapIIPyTHO- aIPECHBIX
ITAaHHBIX.
IHeBO3MOXXHOCTH
[TOJIy4EHUS YCIyT BBUILY
HECAaHKI[MOHUPOBAHHON

Mo (UKAITTI
MICHTU(PUKATOPOB,
[apoJieu u T.II.
Mcnonb3oBanue omnbok [Hapymenue
B ITPOrpaMMax paboTOCIOCOOHOCTH
CETEBBIX YCTPONCTB
8 Y nanieHHBIN 3a11yCK [IyTeM pacchliku Hapyienue
[PUITOKEHU I (haiinoB, comepkamux  [KOH(UICHIIMATBHOCTH,
ECTPYKTUBHBIN [(EJIOCTHOCTH,
MICIIOJTHSIEMBIH KO/, ITOCTYITHOCTH
BUPYCHOE 3apPAKEHUE MHpOopMaun

[Tyrem nepenoyiHeHUs

VTaJICHHOTO YIIPaBICHUS
CHCTEMOM,
Hpe)IOCTaBJ'ISIeMI)IX
CKPBITHIMH
IIpOrpaMMHBIMU U
arnnapaTHbIMU
BaKJIaIKaMH JIr00
MICTIOJIb3YEMBIMU

IITATHBIMU CPCACTBAMUA

Oyhepa cepBepHOTO

ITPHUITIOKCHUSA

[Tyrem ucmonb3oBanust  [CKPBITOE YIIPaBICHHE
BO3MOYXHOCTEU CUCTEMOM

[Tporecc peanu3auu yrpo3sl B 00IIEM Clydae COCTOUT U3 YEThIPEX ITAIOB:

cbopa undopmauu;

BTOPKEHUS (IPOHUKHOBEHHUS B OIIEPALIMOHHYIO CPENY);

OCYHICCTBJICHUS HCCAHKITUOHUPOBAHHOT'O JOCTYIIA,




JIMKBUOAIUU CJIIC0B HCCAHKIUOHUPOBAHHOI'O JOCTYyIIA.

Ha srame coopa nadopmaiuu HapymmTeNIs MOTYT HHTepecoBaTh pasnuunbie cBeaenus o0 MCII/H,
B TOM YUCIJIC:

a) O TOIOJIOTUU CETH, B KOTOPOHl (PyHKIHMOHUpPYET cucreMa. lIpu 3TOM MOKET HccleAoBaThCs
00JacTh BOKPYT Ce€TH (HampuMep, HapyUIUTeNss MOTYT HHTEPECOBATh apeca JOBEPEHHBIX, HO MEHEE
3alUIICHHBIX XOCTOB). JlJisl onpenenenust JOCTYIMHOCTH XOCTa MOTYT HCIIOIb30BaThCs MPOCTEiIme
KOMaHJbpl (Hampumep, Komanga ping s noceuiku ICMP-3anpocoB ECHO REQUEST c
oxunannem Ha HUX ICMP-orBetoB ECHO REPLY). CyImiecTByIOT YTHIMTBI, OCYIIECTBISIOIINE
napajuieIbHOE OMNpPEIEICHHE JOCTYITHOCTH XOCTOB (Takwe Kak fping), KOTOpBIE CIIOCOOHBI
MIPOCKAHUPOBATh OOJIBIIYIO 00JACTh aJPECHOTO MPOCTPAHCTBA HA MPEAMET JAOCTYITHOCTH XOCTOB 32
KOPOTKHUH MPOMEXKYTOK BpeMeHHU. Tonoorus ceTu 4acTo ONpEAesseTcs] Ha OCHOBAaHUM ''CUETUMKA
y3710B" (IMCTaHIMM MeXAy Xoctamu). [Ipy 3TOM MOTyT NpPUMEHSTHCS TaKUE METOAbI, Kak
"Monynauuu TTL" u 3anucu Mapuipyra.

Meton "monymsiuuu TTL" peanuzoBan mporpammoii traceroute (mast Windows NT - tracert.exe) u
3akirovaercss B moayisauuu nonst TTL IP-makeros. [lns 3anucu mapiipyra MOTYT MCIIOJIb30BaThCs
ICMP-niakeTsI, co31aBacMble KOMaHJIOHN ping.

Co6op unpopMauu MokeT ObITh TAK)K€ OCHOBAH Ha 3ampocax:
k DNS-cepBepy o ciucke 3aperucTpupoBaHHbBIX (M, BEPOSTHO, aKTUBHBIX) XOCTOB;

K MapuipyTu3aropy Ha ocHoBe mporokoia RIP 00 wu3BecTHbIX Mapmipytax (MHboOpManus o
TOIIOJIOTUH CETH);

K HEKOPPEKTHO CKOH(UIYpHUpPOBAHHBIM YCTPOWCTBaM, MOAJACPKHUBAOMUM HpoTokosn SNMP
(uH@OpMaIHs O TOMOJIOTUN CETH).

Eciu UCIIIH HaxonmuTcs 3a MEXKCeTeBBIM 3kpaHoM (MD), Bo3moxkeH cOop uHPOpMaAuu o
koHurypauuu M3 u o tononoruu VMCIIIH 3a M3, B ToM yucie myTeM MOCBUIKH MTAaKETOB Ha BCE
HOPTHI BCEX MPEAINOIaraéMblX XOCTOB BHYTPEHHEH (3allUIaeMOi) CeTH;

0) o tume onepannonHoi cucteMsl (OC) B MUCIIIn. Camblii 13BECTHBIN CIIOCOO OMpPEIeIeHUs THIIA
OC xocra ocHOBaH Ha TOM, 4TO paznuuyHble THUNBI OC mNO-pa3HOMY peanu3ylT TpeOOBaHUS
crangaptoB RFC k creky TCP/IP. D10 no3BosisieT HapyUIUTENO yJaIeHHO HICHTU(DUIMPOBATh TUIT
OC, ycranosnenHoit Ha xocte UCIIJIH myTemM MOCBIIKK CHelHaIbHBIM 00pa3oM c(hOpMUPOBAHHBIX
3alpOCOB U aHAJIN3a MTOJIyYEHHBIX OTBETOB.

CyIIecTBYIOT CHEIUaIbHBIE CPEJICTBA, PEATM3YIONINE TaHHBIE METO/AbI, B YaCTHOCTH, Nmap u
QueSO. MoxHO OTMETHUTH Takke Takou Meto] onpeneneHus tTumna OC, kak NpocTenInii 3anpoc Ha
YCTAaHOBJICHUE COEIWHEHHUS IO TPOTOKONY yaajdeHHOro jgoctyma telnet (telnet-coemmuenus), B
pe3ynbTaTe KOTOporo mo "BHemHeMY BUAY' oTBeTa MoxkHO ompenenuth Tun OC xocra. Hanmuuue
OTIPENIETICHHBIX CEPBHUCOB TaK)KE MOXKET CIYXKUTh JIOMOJHUTEIBLHBIM MPU3HAKOM IS OTpEIeTICHUs
tuna OC xocTa;

B) 0 (YHKLIMOHUPYIOIIMX Ha XOCTax cepBucax. OmnpesenceHre CepBUCOB, UCIIOIHIEMBIX Ha XOCTE,
OCHOBAaHO Ha METOJI€ BBIABIEHUS "OTKPBITHIX MOPTOB", HAIlpaBIEHHOM Ha cOop HMH(OpPMaLHH O
JoCTynmHOCTH Xxocta. Hampumep, s ompenenenuss jpocrynHocty UDP-nopra HeoOxoaumo
MOJYYUTh OTKJIMK B OTBET Ha NMocbuiky UDP-makera cooTBETCTBYIOIIEMY MTOPTY:

eciu B otBeT npunuio coobmenne ICMP PORT UNREACHEBLE, To cooTBeTCTBYIOIIHIT cCepBUC
HEIOCTYIIEH;

€CJIM TaHHOE COOOIEHUE HE TTOCTYITUIIO, TO MOPT "OTKPHIT".



Bo3moxxHBI BecbMa pa3HOOOpa3HbIE Bapualliy HCIOJB30BAaHUS 3TOTO METOJa B 3aBHUCHUMOCTH OT
HCIIOJIL3YEMOT0 MPOTOKOJIA B cTeke mpoTokonoB TCP/IP.

Jns aBromaruzamuu cOopa uHdopmauuu o6 WCII[AH pa3paboTaHO MHOXXECTBO MPOTPaMMHBIX
cpencTB. B xauecTBe mpuMepa MOKHO OTMETHUTH CIIEAYIOIINE U3 HUX:

1) Strobe, Portscanner - onTHUMU3UpPOBAaHHBIC CPEICTBA OIPEACICHUS TOCTYIHBIX CEPBHCOB Ha
ocHoBe ornpoca TCP-miopToB;

2) Nmap - cpeacTBO CKaHUPOBAHHMsS JOCTYIHBIX CEpBHCOB, mpennasHaueHHoe i OC Linux,
FreeBSD, Open BSD, Solaris, Windows NT. SIBnsieTcst caMbIM MOMYJISAPHBIM B HACTOSIIIEE BPEMsI
CPE/ICTBOM CKaHUPOBAHUSI CETEBBIX CEPBUCOB;

3) Queso - BeicokoTOuHOE cpenctBo ompeneneHuss OC xocta ceTH HAa OCHOBE IMOCBUIKM IICHH
KOPPEKTHbIX U HeKoppekTHhIXx TCP-makeroB, aHanu3a OTKJIWKA U CPAaBHEHUS €r0 C MHOXECTBOM
M3BECTHBIX OTKIWKOB pasznuuHbix OC. JlaHHOE CpencTBO TakKe SBISICTCS MOMYJSPHBIM Ha
CETOAHSIIHUN JeHb CPEICTBOM CKAaHUPOBAHUS;

4) Cheops - ckaHep TOMOJIOTHH CETH MO3BOJISET MOJYYUTH TOIOJIOTHIO CETH, BKJIOYAs KapTHHY
nomena, obsactu IP-agpecoB m T.1. Ilpu 3tom omnpenensiercs OC XocTta, a Takke BO3MOXKHBIC
CEeTeBbIC YCTPOWCTBA (MPUHTEPHI, MAPIIPYTU3ATOPHI U T.11.);

5) Firewalk - ckanep, MCHONB3YIOIIMI METOJBI MPOrpaMMBbI traceroute B HMHTEpecax aHaiu3a
oTkiuKa Ha IP-makeTel 1yl ompenencHus KOHGUIypaluu MEKCETEeBOrO IKpaHa M IMOCTPOCHHUS
TOMOJIOTHH CETH.

Ha stane BTOpKEHMS HCCIENyeTCsl HAJMYME TUIOBBIX YSI3BHUMOCTEM B CHCTEMHBIX CEpBUCAX WM
OIMOOK B aJIMUHUCTPUPOBAHUU CUCTEMBI. Y CHEIIHBIM PE3YJIbTaTOM HCIIOJIb30BAaHUS YS3BUMOCTEH
OOBIYHO SIBJISIETCS MOJyYEHHUE MTPOLIECCOM HAPYLIUTENS IPUBUIETMPOBAHHOTO PEXMMA BBIITOJIHEHHUS
(ocTyna K MPUBWIETMPOBAHHOMY PEXHUMY BBIMOJIHEHUS KOMAaHJIHOIO IpoIieccopa), BHECEHHE B
CHCTEMY YYETHOMU 3alliCU HE3aKOHHOTO I0JIb30BaTelIA, oydeHue (aiiia nmaposiei Uin HapylleHue
paboTOCIIOCOOHOCTH aTaKyeMOT0 XOCTa.

OTOT »3Tam pa3BUTHUSL Yrpo3bl, Kak NpaBuiio, sBisercds MHorodasnsiM. K ¢azam mnpouecca
pearn3anuy yrpo3sl MOTYT OTHOCUTBCS, HAIIPUMED:

YCTaHOBJICHHUE CBS3HU C XOCTOM, OTHOCUTEIIBHO KOTOPOT'O PEAIU3yeTCs yrpo3a;
BBISIBJICHUE YSI3BUMOCTH;
BHEJIPEHUE BPEAOHOCHOM MPOrpaMMbl B MHTEpPECAX PACIIMPEHUS IIPAB U JIp.

Yrpo3sl, pealn3yeMble Ha JTale BTOPXKEHUs, MOAPA3ACIAIOTCSA IO YPOBHSAM CTEKa IPOTOKOJIOB
TCP/IP, nockonbky ¢GOpMHPYIOTCS Ha CETEBOM, TPAaHCIOPTHOM WJIM NPUKIAJTHOM YpPOBHE B
3aBUCUMOCTH OT HCIIOIb3YEMOI0 MEXaHU3Ma BTOPIKEHUS.

K TunoBeIM yrpo3am, peaqn3yeMbIM Ha CETEBOM U TPAHCIIOPTHOM YPOBHSIX, OTHOCATCS] TAKHE KaK:
a) yrpos3a, HalpaBJeHHasl Ha ITOJIMEHY JOBEPEHHOTO 00BEKTA;
0) yrposa, HanpaBJIeHHasl HA CO3/IaHUE B CETU JIOKHOTO MapIIpyTa;

B) yYrpo3bl, HalpaBJICHHBIC Ha CO3AaHUC JIOKHOI'O 00BEKTa C HCIOJIb30BAaHUEM HEAOCTAaTKOB
AJITOPUTMOB YAAJICHHOI'O ITOMCKaA,

') yrpo3sl THMa "0TKa3 B 00CIy>KMBaHUH'", OCHOBaHHbBIE Ha [P-nedparmenTanuu, Ha popmMupoBaHun
HekoppekTHbIX ICMP-3anpocoB (Hanpumep, ataka "Ping of Death" u "Smurf"), Ha dopmupoBanun
HekoppekTHbIX TCP-3ampocoB (ataka "Land"), Ha co3manuu "mTopma" MakeToB ¢ 3ampocamMu Ha



coenuaenue (araku "SYN Flood") u mp.

K tunoBeiM yrposam, peaau3zyemMbIM Ha MPHUKIAHOM YPOBHE, OTHOCATCS YTPO3bl, HAIIPABIEHHBIE HA
HECAHKI[MOHMPOBAHHBI 3alyCK MPUJIOXKEHUM, Yrpo3bl, peadu3anus KOTOPBIX CBsi3aHa C
BHEJIPEHUEM MTPOTPAMMHBIX 3aKJIaJIOK (TUIa "TPOSHCKHUI KOHB'"), C BBIABJICHHEM IapoJiei JOCTyIa B
CETh WJIU K ONPEAEIEHHOMY XOCTY U T.1.

Ecin peanusanus yrpospl HE IpPUHECIA HAPYIIUTENIO HAUBBICIIMX IIPAB JOCTyNA B CHCTEME,
BO3MOJKHBI IIONBITKY PACIIMPEHUS ITHX IIPaB 0 MaKCHUMAJIBHO BO3MOYKHOIO ypoBHA. [ 3Toro
MOTYT MCIIOJIb30BAThCS YA3BUMOCTH HE TOJIBKO CETEBBIX CEPBUCOB, HO M YA3BUMOCTH CHCTEMHOIO
nporpammuoro odecneueHust xocroB UCIIaH.

Ha stane pcaim3an HCCAHKIIHUOHUPOBAHHOI'O JOCTYIIa OCYIICCTBIIACTCS COOCTBEHHO JOCTHIXKCHHUC
e peairnsanun yrpo3bl:

HapylIeHHe KOH(PUICHINATLHOCTH (KOTTMPOBAaHUE, HEITPABOMEPHOE PACIIPOCTPAHCHHE);
HapyIIeHHUE LEJIOCTHOCTH (YHUUTOXKEHNE, U3MEHEHUE);
HapylIeHUEe JOCTYMHOCTH (OJIOKUpPOBaHHE).

Ha stom »xe 3Tame, mociie yka3aHHbBIX J€MCTBUH, Kak HpaBUiIO, (GOPMHUPYETCS TaK Ha3bIBACMbIi
"gepHbIi BXonA" B BUJE OJHOIO M3 CEPBUCOB (AEMOHOB), OOCIYKMBAIOUIMX HEKOTOPBIA MOPT U
BBIMOJIHAIOLIMX KOMaH[bpl Hapymmrtens. "UepHblii BXoa" ocTaBiseTcss B CHCTEME B HHTepecax
o0ecreyeHus:

BO3MOXKHOCTH TMOJIYYUTh JOCTYI K XOCTY, JJaXKe €CIIM aJMHUHUCTPATOP YCTPAHUT HMCIIOJIb30BaHHYIO
JUISl YCTIEIIHOM peanu3aiu yrpo3sl ysI3BUMOCTb;

BO3MOXHOCTH ITOJYYUTH JOCTYII K XOCTY KaK MOXXHO Ooiee CKPBITHO,

BO3MOXHOCTH TOJIYYUTh JOCTYH K XOCTY OBICTPO (HE IMOBTOpSAsS 3aHOBO IPOLECC pPEANU3aLUU
yTpO3bl).

"UepHblid BXOA" IMO3BOJIIET HApYILIMTEI BHEAPUTH B CEThb WM Ha OINPEACNEHHBIH XOCT
BPEIOHOCHYIO TporpaMmy, Hampumep, "anamuzarop mnaposeit” (password sniffer) - mporpammy,
BBIJICJISIONTYI0 TIOJh30BATEIBCKHE MACHTH(PHUKATOPHI U MapOIH U3 CeTeBOro Tpaduka mpu padorte
IPOTOKOJIOB BbICOKOro ypoBHA (ftp, telnet, rlogin u T.1.). OOBeKkTaMH BHEIPEHUS BPEJOHOCHBIX
POTpaMM MOTYT OBITH MPOTPaMMBbl ayTEHTH(PHUKAINN ¥ HISHTU(DUKAIIUHN, CETEBbIE CEPBUCHI, SAPO

OTIEpaLlMOHHOM cucTeMsl, (ailioBas cuctema, OMOJINOTEKH U T.1.

Hakonen, Ha »JTame JHMKBHJAIMU CIIEAOB pEANTN3AlMH YIPO3bl OCYIIECTBISETCS IIOMBITKA
YHUYTOXKEHUS CIEeI0B JeicTBUI HapymuTens. [Ipu 3ToM ynaisiroTcss COOTBETCTBYIOIIUE 3alIUCH U3
BCEX BO3MOXHBIX JKYpHAJIOB ay/IuTa, B TOM YHCIIe 3anucu o (akre coopa nHpopmaiuu.

5.5. O0masi xapaKkTepucTUKA YIPO3 NPOrPaMMHO-MATEMATHYECKHUX
BO3/1elCTBUI

[TporpaMMHO-MaTeMaTHYEeCKOe BO3JCHCTBHE - 3TO BO3JEHCTBHE C IOMOIILIO BPEIOHOCHBIX
nporpamMM. [IporpaMMoii ¢ TOTEHIMATbHO OMACHBIMU TMOCIEACTBUSMU WIH BPEIOHOCHOM
MIPOrpaMMOi Ha3bIBAIOT HEKOTOPYIO CaMOCTOSITEIFHYIO MporpaMMmy (HaOOp MHCTPYKIUI), KOTOpas
CIOoCOOHA BBITIONHSAT JIF000E HEMyCTOE TTOIMHOKECTBO CIEAYIOMUX (PYHKIIHIHA:

CKpBIBATh MIPU3HAKU CBOETO MPUCYTCTBUS B IPOrPaMMHOI cpejie KOMITbIOTEpa;

00yaaTh CIOCOOHOCTHIO K CaMOAyOIMPOBAHHIO, AaCCOIIMUPOBAHUIO Ce0s ¢ APYTHUMH MPOrpaMMaMH



1 (WIH) IEpEHOCY CBOMX ()parMEeHTOB B UHBIC 0OJIACTH OTIEPATUBHOM WUJTM BHEITHEH MTaMSATH;
pa3pymarh (MCKaKaTh MPOU3BOJIBLHBIM 00pa30M) KO MPOrpaMM B OIIEPATUBHON MaMSTH;

BBIIIOJIHATEL O€3 HHULUUPOBAHUA CO CTOPOHBI ITOJIB30BATCIIA (HOJ’IBSOB&TCJ’IBCKOﬁ nmporpamMmsbl B
IITAaTHOM PEKXUME €€ BBINOJHEHNS) ACCTPYKTUBHBbIC (GYHKIMH (KOIMMPOBAaHME, YHUUYTOXKEHUE,
0JIOKHPOBAHHUE U T.I1.);

COXpaHITh (PparMeHThl WHPOPMAIIUU U3 ONEPATUBHOW MAMATH B HEKOTOPBIX 00JACTSIX BHEITHEH
NaMSITH IPSAMOTO JA0CTYMa (JIOKaTbHBIX WU yJAJIEHHBIX);

UCKa)XaTh MPOU3BOJIILHBIM 00pa3oM, OJOKHPOBaTh W (MIJIM) MOJIMEHSTH BBIBOJAWMBIA BO BHEUIHIOO
namsTh WIM B KaHal CBS3M MaccuB HH(opmanuu, oOpa3oBaBIIMiicS B pe3yiabTare pabOThI
IPUKIIAIHBIX IPOTpaMM, UJIM YXKE HaXOJIALIUECS] BO BHELUIHEN MaMATH MacCUBBI JAHHBIX.

BpenonocHsle TporpaMMbl MOTYT ObITh BHECEHBI (BHEIPEHBI) KaK MPEAHAMEPEHHO, TaK U CIIy9aifHO
B IMporpaMMmHoe oOecnedenue, wucnoiaszyemoe B UWCIIJIH, B mpouecce ero pa3pabOTKH,
COIIPOBOXKICHUS, MOIAU(PHUKAINKA M HACTPOHKH. Kpome 3TOro, BpelOHOCHBIE MPOrPaMMBbI MOTYT
ObITh BHeceHbl B mporecce skcrutyarauud MCII[H ¢ BHemHUX HOcuTelned HHQOpMAIUMHM WA
MOCPEJICTBOM CETEBOTO B3auMoieicTBUs Kak B pesynbratre HCJI, Tak u ciydyailHO MOJB30BaTENIIMU
NCITAn.

CoBpeMeHHbIE BPEIOHOCHBIE MPOrpaMMbl OCHOBAaHbI Ha HCIIOJIB30BAaHUM YS3BUMOCTEN Pa3IMYHOIO
pola mHporpaMMHOro obecrnedeHuss (CUCTEMHOro, OOILIEero, MNPUKIAJHOIO) U pazHOOOpa3HBIX
CETEBBIX TEXHOJOTWH, 00JajalT IIUPOKUM CIEKTPOM JAECTPYKTHBHBIX BO3MOXHOCTEH (OT
HECAaHKLIMOHMPOBAHHOrO  uccienoBanus  mnapamerpoB  MCIIJIH  ©e3  BMemarenbcTBa B
¢yuknnonuposanue UCII/IH, no ynuuroxenus I1/[H u nporpammuoro obecneuenus WCII/IH) u
MOTYT JIeMCTBOBaTh BO BCEX BUIAX MPOrpaMMHOT0 oOecredyeHHs (CHCTEMHOro, MPHUKIATHOIO, B
JpaiiBepax armapaTHOTo o0ecreueHus 1 T.1.).

Hannune B UCII/IH BpeJOHOCHBIX IPOrpaMM MOXKET CIOCOOCTBOBAaTh BOSHUKHOBEHUIO CKPBITHIX, B
TOM 4YHCJ€ HETPAJUIMOHHBIX KaHAJIOB JIOCTyNa K HWH(POpPMAaluH, IO3BOJISAIOUIMX BCKPHIBATh,
00XO0JIUTh UM OJIOKUPOBATH 3aLIUTHBIE MEXAaHU3MbI, IPETyCMOTPEHHbIE B CHUCTEME, B TOM 4YHCIIE
HapoJIbHYIO U KPUNTOrpahUUIECKyO 3aIIUTYy.

OCHOBHBIMHU BUJJaMH BPEJOHOCHBIX MPOTPaMM SIBJISIFOTCSL:

IIPOTrpaMMHBIE 3aKJIAKH;

KJIaCCUYECKHE MPOrpaMMHBIE (KOMITbIOTEPHBIE) BUPYCHI,

BPEIOHOCHBIE ITPOrPaMMBbI, PaCTIPOCTPAHSIOIINECS IO CETH (CETEBbIE UEPBH);
JIpyrue BpeOHOCHBIE MPOTpaMMBbl, ipeHa3HadeHHbIe A5 ocyiecTBiaeHuss HC/I.

K nmporpaMMHBIM  3akiazikaM OTHOCSATCA TpOrpamMMbl, (parMeHTBHl KOAa, WHCTPYKIIUH,
dbopMupyIOlIE HEAEKIApPUPOBAHHBIE BO3MOXKHOCTH IMPOTPAMMHOTO obOecreueHusi. BpegoHocHbIe
MPOrpaMMbl MOTYT NEPEXOJUTh M3 OJHOTO BHJA B JIPYroi, HAMpHUMEpP, MporpaMMHAas 3aKiaaKa
MOXET Cr€HEPUPOBATh IPOTPAMMHBIN BUPYC, KOTOPBIM, B CBOIO OYEPEb, IONAB B YCIOBUS CETH,
MOXET c(hOPMHUPOBATH CETEBOTO YEPBS WU APYTYIO BPEIOHOCHYIO MPOTPaMMYy, MPeTHA3HAYCHHYIO
st ocymectBienuss HC/I.

Knaccudukanust mporpaMMHBIX BUPYCOB M CETEBBIX YepBE MmpejcTaBieHa Ha pucynke 14. Kparkas
XapaKTEPUCTUKA OCHOBHBIX BPEIOHOCHBIX MPOTrpaMM CBOJUTCA K CIEAYIOIIEMY. 3arpy304Hble
BHUPYCHI 3alHCBIBAIOT ce0s1 100 B 3arpy30uHblid cektop aucka (boot-cektop), muOO B CEKTOp,
COJIeprKalINii CUCTEeMHBIN 3arpy3uuk BuHYecTepa (Master Boot Record), mubo MeHsrOT ykaszaTenb
Ha AaKTUBHBIM boot-cektop. OHM BHEIPSIOTCS B MaMATh KOMIIBIOTEpAa TMPU 3arpy3ke C



UHQUIHUPOBAHHOTO Jucka. [Ipy 3TOM CHUCTEMHBIH 3arpy34MK CUHUTHIBAET COJAEPKUMOE IEPBOTO
CEKTOpa JMCKa, C KOTOPOTo MPOU3BOAMUTCS 3arpy3Ka, MOMeNlaeT CUNTaHHYI0 HH(POPMAITUIO B TAMATh
U nepeaeT Ha Hee (T.e. Ha BUpYcC) ynpasieHue. [lociae 3Toro HaYMHAIOT BBIOIHATHCS HHCTPYKIMH
BHUpYyCa, KOTOPBIM, Kak IIPaBWJIO, YMEHbIIAET OOBEM CBOOOJHOW IaMsATH, KONHMPYET B
0CBOOOAMBIIIEECS MECTO CBOW KOJ M CUMTBIBACT C JUCKAa CBOE NPOJOJDKEHHE (€CIM OHO €CTh),
nepexBaTbiBaeT HEOOXOaMMbIe BeKTOopa mnpepbiBanuid (00braHo - INT 13H), cunThiBaeT B mamsTh
OpPUTHMHAJIBHBIA bOOt-CEKTOP U IepeaeT Ha HEro yIpaBJICHUE.

B nanbHeimem 3arpy30d4HbIi BUPYC BeAeT ce0si Tak ke, Kak (aljIoBBIA: IEepeXBaThIBACT
oOpalleHus ONepaluOHHON CUCTEMBI K JUCKaM M MHQPUIMPYET UX, B 3aBUCIMOCTH OT HEKOTOPBIX
YCIIOBUH COBEpIIAET ACCTPYKTUBHBIE JCHCTBUSI, BHI3BIBAET 3BYKOBBIC 3 (HEKThl M BUAC0I(D(PEKTHI.

OCHOBHBIMH JIECTPYKTHBHBIMH JEHCTBUSMH, BBHITIOTHIEMBIMU 3TUMHU BUPYCAMHU, SBIISIOTCS:
YHAYTOXCHHE HH(POPMAIH B CEKTOpaxX JAUCKET U BUHYECTEPA;

UCKJIFOUEHHE BO3MOKHOCTH 3arpy3KH ONEepallMOHHOM cucTeMsl (kommbloTep "3aBucaet");
UCKa)XEHUE KOJla 3arpy34HKa;

dbopmaTrpoBaHUE TUCKET WM JIOTUIECKUX TUCKOB BHHUECTEPA;

3akpbiTHe foctyna k COM- u LPT-noprawm;

3aMeHa CUMBOJIOB IIPU [I€YaTH TEKCTOB;

HOJEPrUBaHUs IKPaHa;

U3MEHEHHE METKH JIFCKA WM JIUCKETHI,

CO3JIaHUe TICEBIOCOOIHBIX KIIACTEPOB;

CO3/1aHHE 3BYKOBBIX M(WJIN) BU3YyalbHbIX 3P PEeKTOB (HarpuMep, najieHue OyKB Ha SKpaHe);
nopya ¢ailyioB JaHHbIX;

nepesarpys3Kka KOMITBIOTEPa;

BBIBOJ] Ha 9KPaH pa3HOOOPa3HBIX COOOIIEHU;

OTKJIFOYEHHE NepUPepUitHbIX YCTPOICTB (HapuMep, KJIaBUaTyphl);

U3MEHEHHE NaTUTPhl HKPaHa;

3aIl0JTHEHNE dKpaHa MIOCTOPOHHUMHI CHMBOJIAMH HJTH H300paKEHUSIMH,

ToramieHne YKpaHa 1 MepeBo/I B PEXKUM OKUIAHUS BBOJIA C KIIABUATYDHI,

mudpoBaHuEe CEKTOPOB BUHYECTEPA;

BBIOOPOYHOE YHUUTOKEHHE CUMBOJIOB, BBIBOJAMMBIX Ha 9KpaH Mpu Habope ¢ KIaBHaTyphl;
YMEHBIICHHE 00beMa ONIepaTHBHON TTaMSATH;

BBI30B T€YATH COICPKUMOTO IKPAHA;

OJIOKMpPOBaHME 3aITMCH Ha JTUCK;

yHHUTOXXeHUEe TaOmuibl pa3duenus (Disk Partition Table), mocme 3Toro KoMmbpIOTEp MOMKHO
3arpy3uTh TOJIBKO C (IIOTIH-ICKA;

OJIOKMpPOBaHKE 3aITyCKa HCTIONHAEMBIX (PaiiiIoB;



0JIOKHpPOBaHME JJOCTYIA K BUHYECTEPY.
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Pucynok 14. Knaccugukaius nporpaMMHBIX BUPYCOB U CETEBBIX UepBel

bonpmuHCTBO 3arpy3049HbIX BUPYCOB IICPE3aAIIUCBIBAOT ce0s Ha (I)J'IOHHI/I-I[I/ICKI/I.

®aiiioBbIe BUPYCHI MPU CBOEM PA3MHOXKCHHHM TEM I WHBIM CIOCOOOM HCIONB3YIOT (haiiioByrO
CHUCTEMY KaKOW-TH00 oreparmoHHou cucteMbl. [1o crioco0y 3apaskenus GhaijioB BUPYCHI ACISATCS Ha
3amemaroniue ("overwriting"), mapasuruueckue ("parasitic"), kommnaHrOH-BUpPYCH ("'companion"),
"link"-Bupychl, BUPYCHI-UEPBH M BHPYCHI, 3apakaroiiue o0bekTHbie Moaynu (OBJ), oubmnorexu
koMnwisiTopoB (LIB) u icxoaHbIe TEKCTHI IPOTpamMM.



Meron 3apaxkenust "overwriting" sBiseTcss HambOoiee MPOCTBIM: BUPYC 3alHMCHIBAET CBOW KO
BMECTO KOJIa 3apakaeMoro Qaiiia, yHHuTOXasi ero cojaep:kumoe. EctecTBeHHO, uTO Tpu 3TOM (haiin
nepectaet paboTaTh M HE BOCCTaHABJIMBAETCs. Takue BUPYCH OYEeHb ObICTPO OOHAPYKHBAIOT CeOsl,
TaK KaK OIleparioHHasi CHCTeMa U TPUJIOKEHUS JTOBOJIBHO OBICTPO MEPECTAOT paboTaTh.

K mapasutuueckuM OTHOCATCS Bce (haillloBble BUPYCHI, KOTOPBIE NMPH PACIPOCTPAHEHUH CBOMX
KONui 00s13aTeNIbHO U3MEHSIOT CollepKUMoe (DaifioB, ocTaBissl caMu (ailyibl IPH STOM MOJIHOCTHIO
WIA YaCTUYHO padboTocrnocoOHBIMU. OCHOBHBIMH THIIAMH TaKHX BHPYCOB SBISIFOTCS BHUPYCHI,
3aMKChIBAIONINECS B HA4aJI0, CepeIMHy WK KoHell (aitnoB. OTaeabHO cleayeT OTMETUTh JOBOJIBHO
HE3HAYUTENIbHYIO TPYIIY [Mapa3UuTUYECKUX BUPYCOB, HE UMeroIuX "touku Bxoaa" (EPO-Bupycs! -
Entry Point Obscuring viruses). K HUM OTHOCSTCS BUPYCHI, HE 3alIUCBHIBAIONINE KOMaHIy Mepeaadn
yrpaieHus B 3aroioBok COM-daiinor (JMP) u He u3MeHSOMUE aapec TOYKU CTapTa B 3ar0JIOBKE
EXE-daitnos. Takue BUpyCHl 3aIUCHIBAIOT KOMaHy Mepexoa Ha CBOM KOJ B KaKoe-JIn0O MECTO B
cepeauHy daiiyia U Moay4yaroT yrpaBlieHHE HE HEITOCPEICTBEHHO MPH 3aIyCKe 3apakeHHOro (aiina,
a MpHU BBI30BE NPOIEAYpPHI, COAEpKAIEH KO Mepeiayu yIpaBlieHUs Ha Teno Bupyca. [Ipuuem
BBIMIOJIHATHCSL 3Ta MpOIEIypa MOXKET KpailHe penko (Hampumep, NMpH BBIBOJE COOOIICHHS O
Kakoi-mbo cneuuduueckoit omuodke). B pesynapTate BUpyC MOXET AOJATHE rofsl "cnaTh" BHYTpU
¢aiina u IpOSBUTH ce0sI TOIBKO MPH HEKOTOPHIX OTPAaHUYEHHBIX YCIOBHSX.

K kareropun "KoMIiaHbOH" OTHOCSITCSI BUPYCHI, HE U3MEHSIONIUE 3apaxaeMble (hailabl. ANTOPUTM
paboThl THX BUPYCOB COCTOMT B TOM, YTO JUIs 3apakaeMoro (aitma co3maercst ¢aiii-IBOHHUK,
IpUYeM IpH 3alyCcKe 3apakeHHOro (haiiyia yrnpaBiieHUE MOJTy4aeT UMEHHO 3TOT JIBOMHHUK, TO €CTh
Bupyc. Hawubonee pacnpocTpaHeHbl KOMIIaHbOH-BUPYCHI, HCIONb3yMOIIKUEe ocobeHHoCcTh DOS
HEPBbIM BBINOJHATE (aiiibl ¢ pacmupenueM .COM, ecnu B OJHOM Katajore MpUCYTCTBYIOT JiBa
¢aiina c OTHUM U TEM KE UMEHEM, HO pa3audHbIMU paciuupenusmMu umenu - .COM u .EXE. Takue
Bupychl co3garoT ansi EXE-¢aitnoB Qainbl-cyTHUKHM, HMMEIOLIME TO >XK€ caMoe HMs, HO C
pacumupenuem .COM, nanpumep, s ¢aitna XCOPY.EXE coznaercs daitn XCOPY.COM. Bupyc
3anuceiBaeTcss B COM-daiin u Hukak He uaMmenser EXE-daiin. IIpu 3amycke Takoro daiinma DOS
nepBbIM O0OHapyKUT W BbIIOTHUT COM-¢aiin, To ecTh BUPYC, KOTOpBIM 3aTeM 3alyCTHT H
EXE-¢aiin. Bropyro rpynny cocTaBisitoT BHPYCbhI, KOTOpbIE HPU 3apa’k€HUH MEePEHMEHOBBIBAIOT
¢aiin B kakoe-1100 apyroe nMs, 3allOMUHAIOT €ro (JIJIs MOCIEAYIOLIEro 3ammycka Qaila-xo3suHa) 1
3aMMCBIBAIOT CBOM KOJ| HA TUCK IO/ UMEHEM 3apaxaeMmoro ¢aitna. Hanpumep, ¢aitn XCOPY.EXE
nepenmeHoBbiBaeTcs B XCOPY.EXD, a Bupyc 3anuceiBaercst noa umeHemM XCOPY.EXE. Ilpu
3allyCKe yNpaBJICHHE IOJIyd4aeT KOJ BUPYCa, KOTOPBIM 3aTeM 3amyckaeT opuruHainpHbeli XCOPY,
xpansaumiics nojg umeneM XCOPY.EXD. MurtepeceH TOT (akT, uyTO JaHHBIA METOJ paboTaer,
M0-BUJIUMOMY, BO BCEX OIIEPAllMOHHBIX CHCTeMax. B TpeTbro rpymnmy BXOAST Tak Ha3bIBacMble
"Path-companion" Bupycel. OHr J100 3aMUCHIBAIOT CBOW KOJI IOJT UMEHEM 3apaskaeMoro (aiiia, HO
"BpIlIe" Ha O/IMH YPOBEHb B MpoNUChBaeMbIX MyTsax (DOS, Takum o0pa3om, nepBbIM OOHAPYKUT U
3anmycTUT (haila-Bupyc), 1100 nepeHocaT (haa-kepTBy Ha OJUH MOJKATAIOr BbIIIE U T.J.

Bo3MoxHO0 CymECCTBOBAHUE U JPYIruxX THUIIOB KOMIIAHBOH-BUPYCOB, MCIIOJIB3YIOIIUX HWHBIC
OpUTMHAJIbHBIC UACHU NN 0COOEHHOCTH APYyrux OonepanuoOHHbBIX CUCTCM.

QailnioBple  4yepBU  (Worms)  SIBISIOTCS, B HEKOTOPOM  CMBICIIE,  Pa3HOBUJIHOCTBHIO
KOMITaHbOH-BUPYCOB, HO IPH 3TOM HUKOMM 00pa3oM HE CBS3bIBAIOT CBOE IPUCYTCTBHE C
KaKUM-JTMOO BBINONHSAEMBIM (aitiom. [Ipyn pa3MHOKEHHH OHHM BCETo JIMIIb KOMHPYIOT CBOM KOJ B
KakHMe-JIN0O KaTaJoru IMCKOB B HAAEXkJE, YTO 3TH HOBBIE KONMUU OYyAyT KOrAa-aulo 3amylieHb
nosib3oBarereM. MHorma 5TH BUPYCHI JAlOT CBOMM KOMUAM 'ClieMalbHBIE" HWMEHA, YTOOBI
NOJATOJIKHYTh IOJb30BaTeNl Ha 3amyck cBoed komuu - Hamnpumep, INSTALL.EXE wnm
WINSTART.BAT. CymecTBylOT BUPYChI-U€pPBH, MUCIOJB3YIOIINE TOBOJBHO HEOOBIYHBIC MPHEMBI,
HanpuMep, 3anMchiBarolue csou komuu B apxuBbl (ARJ, ZIP u mpoune). Hexoropsle BUpyCHI
3aMMCHIBAIOT KOMaHy 3aIrycka 3apaxeHHoro ¢aina B BAT-daiinsl. He cnenyer myrars aitiioBbie



BUPYCHI-UEPBH C CETEBBIMU 4YepBAMU. llepBble HCMONB3YIOT TOJNBKO (hallaoBble (QYHKIHMU
KaKOH-TM00 ONepalmoOHHON CUCTEMBI, BTOPBIE JK€ MTPU CBOEM PAa3MHOKEHHHU TOJIb3YIOTCSI CETEBBIMU
MIPOTOKOJIAMHU.

Link-Bupychl, Kak W KOMIIAHbOH-BUPYCHI, HE H3MCHSIOT (DU3MYECKOrO COAEPKUMOro (haiiios,
OJIHAKO TPH 3aIycKe 3apaxeHHoro ¢aiia "3actaBnsior" OC BBIMOJIHUTH CBOW KOJI. DTOH LIENH OHU
JIOCTUTAIOT MOoIU(UKaIel HEOOXOUMBIX TOJIeH (aillIoBON CHCTEMBI.

Bupycel, 3apaxarome OHOIHMOTEKH KOMIHISATOPOB, OOBEKTHBIE MOAYIHW M HMCXOJHBIE TEKCTHI
porpaMM, JOCTATOYHO SK30TUYHBI U MPAKTUUYECKH HE pacmpocTpaHeHbl. Bupycel, 3apaxaromue
OBJ- u LIB-¢aiinbl, 3anuceiBaioT B HUX CBOU KOJ B popMare 00BEKTHOTO MOAYIS WIH OHMOIHOTEKH.
3apakeHHbIN (aiin, TakuM 00pa3oM, HE SBISETCS BBIIOJHSEMBIM M HE CIOCOOCH Ha AajibHeilIiee
pacnpocTpaHeHUE BHpyca B CBOeM TekylleM coctosHuu. Hocutenem xe '">xkuBoro" Bupyca
cranoButcs COM- wim EXE-daiin.

[ToyuuB ynpaBneHue, (paitioBblii BUPYC COBEPIIAET CIECAYIONINE OOIIUE NeUCTBUSA:

IPOBEPSIET ONEPATUBHYIO MAaMATh HA HAIWYHE CBOCH KOMHWU W MHOUIMPYET MaMsITh KOMITBIOTEPA,
€clli KOIMs BUpyca He HalineHa (B cllyyae, €ciIM BUPYC SBISETCS PE3UJCHTHBIM), HILET
He3apaXeHHbIe (aiinpl B TekymieM W (WIM) KOPHEBOM KarTajore IyTeM CKaHHPOBAaHHS JepeBa
KaTaJIOroOB JIOTHYECKUX JIMCKOB, a 3aTeM 3apakaeT OOHapyX eHHbIe (ailibl;

BBINOJIHSAET JIOTIOJIHUTENbHBIE (€CIM OHU €CTh) QYHKIMHU: AECTPYKTUBHBIC JEHCTBUS, Irpaduueckue
WA 3BYKOBbIE 3(G(}EKThl W T.O. (IOMONHUTENbHBbIE (YHKIHHA PE3UACHTHOTO BHPYCa MOTYT
BBI3BIBAThCSl CITYCTsl HEKOTOPOE BpEMs IOCIIE aKTUBU3ALMK B 3aBUCUMOCTH OT TEKYILEro BPEMEHH,
KOH(HUTypaluyu CUCTEMbI, BHYTPEHHUX CUETUYMKOB BUpPYCAa WM IPYTUX YCIOBHH, B 3TOM CiIydae
BUPYC MpH aKTUBU3ALMM 0OpabaThIBa€T COCTOSHUE CHUCTEMHBIX YacoB, YCTAHABIMBAET CBOU
CUETYHKU U T.1.);

BO3BpAlaeT YNpaBI€HUE OCHOBHOM Iporpamme (eciu OoHa ecTh). [lapasuTuueckue BHPYCHl NpHU
9TOM JUOO JieyaT (aiii, BBIMOJHSAIOT €ro, a 3aTéM CHOBA 3apakaroT, JUOO BOCCTAaHABIMBAIOT
nporpamMMmy (HO He (aiin) B ucxoqHoM Buje (Hanpumep, y COM-mporpaMmbl BOCCTaHABIMBACTCS
HECKOJIbKO TepBbIX Oait, y EXE-mporpammbl BbIUUCHSETCS HCTHHHBIM CTapTOBBIM ajapec, y
JpaiiBepa BOCCTAHABIMBAIOTCS 3HAUYSHHS aPECOB IPOTPaMM CTPATETUH U IIPEPHIBAHUS).

HeoOxonmuMo OTMETHTh, 4YTO ueM OBICTpee paclpocTpaHsieTcs BUPYC, TEM BEpOsTHEE
BO3HMKHOBEHHE JIUJEMUHU ITOT0 BUPYCA, YEM MEIJICHHEE PaclpOCTPaHSAETCS BUPYC, TEM CIIOKHEE
ero oOHapyXuTh (eciy, KOHEYHO K€, 3TOT BUpPYC HeusBecTeH). HepesumeHTHBIE BHUPYCHI 4acTo
SBJISIFOTCS "MEIJICHHBIMH" - OOJIBIITMHCTBO M3 HUX TPH 3aITyCKe 3apakaeT OJUH WIH ABa-TpH (aiina
U HE YCIIEBAET 3allOJIOHUTh KOMIIBIOTEp /10 3allyCKa aHTUBUPYCHOW IpOrpamMMmbl (WM HOSIBIECHUS
HOBOW BEpCHMU AaHTHBUPYCA, HACTPOCHHOW Ha JaHHBIM BHpYC). CyIIECTBYIOT, KOHEYHO K€,
Hepe3uJIeHTHbIE "ObICTphIe" BUPYCHI, KOTOpPBIE MPU 3allyCKe MIIYT M 3apa)kal0oT BCE BBINOJIHSAEMbIE
daiinbl, OJHAKO TakWe BHUPYChl OYEHb 3aMETHBI: MpPHU 3alyCKe KaKJIOoro 3apakeHHOro aiina
KOMITbIOTEP HEKOTOpOe (MHOTIa J0CTaTOYHO JOJT0€) BpeMs aKTUBHO pabOTaeT ¢ BUHYECTEPOM, YTO
nemackupyeT BHUpyc. CkopocTh pacnpocTpaHeHHs (MH(QUIUPOBAHUSA) Y PE3UAECHTHBIX BUPYCOB
OOBIYHO BBIIIE, Y€M Yy HEPE3UJACHTHBIX - OHHM 3apakaioT (pailiibl MpH KakuX-1M00 OOpaIleHusX K
HUM. B pesynbrare Ha OuCKe OKa3bIBAlOTCS 3apa’kKEHHBIMHU BCE WJIM MOYTH Bce (Pailipl, KOTOpHIE
MOCTOSIHHO UCTOJB3YIOTCS B paboTte. CKOpOCTh pacnpocTpaHeHus: (MHPHUIMPOBAHUS) PE3UIEHTHBIX
(baltoBbIX BUPYCOB, 3apakarouiux (Qailyibl TOJbKO MPH MX 3allyCKe Ha BBINOJHEHUE, OyIeT HUXKeE,
4eM Yy BHUPYCOB, 3apakaloumx (aiasl ¥ HpU HUX OTKPHITUH, MEPEUMEHOBAHUH, H3MEHEHUHU
aTpuOyTOB (aiina u T.x1.

Takum 00pa3oM, OCHOBHBIE [IECTPYKTHBHBIC ACWCTBUS, BBINOJHAEMbIC (ailJIOBBHIMH BUPYCaMH,
CBS3aHBI C  TOpaxeHWeM  ¢daiaoB  (Yame  WCHOMHSAEMBIX Wik (GaljJoB  JaHHBIX),



HECaHKIIMOHMPOBAHHBIM 3aITyCKOM DPA3JIMYHBIX KOMaHJ (B TOM 4ucie, KoMaHa (hopMaTHpOBaHUS,
YHHUTOKEHUSI, KOIMPOBAHUS U T.I1.), U3MEHEHHEM Ta0JHIIBI BEKTOPOB MpepbIBaHui 1 ap. Bmecre ¢
TE€M, MOTYT BBIIOJHATBCA W MHOTUE JAECTPYKTUBHBIE JICHCTBUSA, CXOAHBIE C TEMH, KOTOpPbBIE
YKa3bIBAIUCH JIJIS1 3arPY30UHBIX BUPYCOB.

MaxkpoBupychl (macro viruses) sIBJISIFOTCS IPOrpaMMaMU Ha sI3bIKax (MakKpos3bIKax), BCTPOCHHBIX B
HEKOTOpbIE CUCTEMBbI 00pPaOOTKM NAaHHBIX (TEKCTOBBIE PEAAKTOPHI, FNEKTPOHHBIE TAOIHUIBI U T.1.).
Jiss cBOEro pa3sMHOKEHHUsI TaKUe BHPYCHI HCIOIB3YIOT BO3MOXKHOCTHM MAaKpOSI3bIKOB U TMpPU HX
MIOMOIIA TIEPEHOCAT ce0sl U3 OJTHOTO 3apaKeHHOTo (aityia (MOKyMeHTa WM TaOJUIBI) B JPYTHE.
Haubosnbee pacnpocTpaHeHHe MOIYYMIM MaKpOBHPYCHI Ui MakeTa MPHUKIAAHBIX HPOTrpaMM
Microsoft Office.

Jis  cymiecTBOBaHMS BHPYCOB B KOHKPETHOW cHcTeMe (peJakTope) HEeoOXOIMMO Halndue
BCTPOEHHOTI'O B CUCTEMY MAaKpOs3bIKa C BO3MOKHOCTSIMMU:

1) npuBsA3KH IPOrpaMMbl Ha MaKpOsI3bIKE K KOHKPETHOMY (aiiiy;
2) KONUPOBaHUS MAaKpPOIIPOrPaMM U3 OAHOTrO (aiiia B Jpyrou;

3) mosrydeHus yIpaBiICHUS MaKpPOIIPOrpaMMOi 0e3 BMEIIAaTeIbCTBA MOIh30BaTEIIs (ABTOMATHYECKUE
WM CTaHJapTHBIE MAKPOCHI).

JIaHHBIM YCTIOBHSIM yJOBIICTBOPSIIOT NMPHUKIAIHBIE porpammbl Microsoft Word, Excel u Microsoft
Access. Onu cozmepxar B cede makposi3biku: Word Basic, Visual Basic for Applications. ITpu stom:

1) makpornporpaMMbl MPUBSI3aHbl K KOHKpETHOMY (ailly Hiin HaXoAsTCs BHYTpU (aiina;

2) Makpos3bIK MO3BOJSET KONMUPOBATh (ailyibl WK MepeMeIlaTh MaKpolnporpaMMbl B CIy:KeOHbIE
(ailnel cUCTEMBI U pelaKTUpYyeMble (Qaitiibl;

3) mpu pabote ¢ (aiiaoM NpH ONpereICHHBIX YCIOBHUIX (OTKPBITUE, 3aKPBITHUE U T.J.) BBI3bIBAIOTCS
MaKpoINporpamMMbl (€CJIM TaKOBBIE €CTh), KOTOPBIE OINPENEICHBI ClIeUaIbHBIM 00pa30M UM UMEIOT
CTaH/JapTHBIC UMEHA.

JanHass 0cOOEHHOCTh MaKpOS3BIKOB IMpEeAHA3HAYEHA ISl aBTOMAaTUYECKOW OOpabOTKH JTaHHBIX B
OONBIINX OpraHU3alUAX WINH B TJI00ATBHBIX CETAX U MO3BOJSIET OPraHU30BaTh TaK Ha3bIBa€MbIi
"aBTOMAaTU3UPOBAHHBIA JOKYMeHT0000poT". C apyrodl CTOPOHBI, BO3MO>KHOCTH MaKpOSI3bIKOB
TaKUX CHUCTEM IIO3BOJIIOT BUPYCY IEPEHOCUTHh CBOM KOJ B JApyrue (aiiasl U TakuM oOpa3oM
3apaxarb UX.

BonbIIMHCTBO MaKpOBUPYCOB aKTUBHBI HE TOJBKO B MOMEHT OTKPBITHS (3aKkpbITus) (haiina, HO 10
TeX TOp, MOKa aKTUBEH caM peaakrop. OHM cojep:kaT Bce CBOM (DYHKIIMHM B BUJAE CTaHIApTHBIX
makpocoB Word/Excel/Office. CyiiecTBytoT, 0AHaKO, BUPYChI, UCHOJB3YIOUINE MPUEMBI CKPBITHS
CBOETO KOJIa ¥ XpaHAIINe CBOM KO B BUJIE HE MaKpocoB. M3BeCTHO TpH MOAOOHBIX IIpHUeMa, BCE OHU
UCTIONB3YIOT BO3MOKHOCTh MaKpOCOB CO3/aBaTh, PEAaKTUPOBATh M WCIONHSATH APYIHE MaKPOCHI.
Kak npaBuiio, mogo6HbIe BUPYChl UIMEIOT HEOOIBIION (MHOT 1A - MOTUMOP(HBIIT) MaKpoc-3arpy3uuK
BUpYyCa, KOTOPBI BBI3BIBAET BCTPOCHHBIN PEAAKTOP MaKPOCOB, CO3/IAET HOBBIN MaKpOC, 3aIOTHSET
€ro OCHOBHBIM KOJIOM BHMpPYCa, BBIIIOJHSET M 3aTe€M, KakK IMPaBHJIO, YHUUYTOXKAET (YTOOBI CKPBITh
cienpl mpucyTcTBUs Bupyca). OCHOBHOM KO/ TaKUX BUPYCOB MPUCYTCTBYET MO0 B cCaMOM Makpoce
BUpyCa B BHJE TEKCTOBBIX CTPOK (MHOI/a - 3amu(ppoBaHHBIX), JHOO0 XpaHUTCS B OO0JACTH
HepeMEHHBIX JIOKYMEHTA.

K cereBbIM OTHOCATCS BHMPYCHI, KOTOpBIE ISl CBOETO PAacIpOCTPAHEHHs] AKTUBHO HCIOJB3YIOT
MPOTOKOJIBI U BO3MOXHOCTH JIOKANbHBIX U TJ00aNbHBIX ceTeid. OCHOBHBIM IPHUHILIUIIOM PabOThI
CCTCBOIo BHUpPYCa SABJIACTCA BO3MOKHOCTH CaAMOCTOATCIIBHO IEPCAATH CcBOH KO Ha y,Z[aJICHHbII\/'I
cepBep uiau padouyro ctaHiuio. "[lonHonEHHBIE" ceTeBbIe BUPYCHI MPH 3TOM OOJAJAIOT €IIe H



BO3MOXHOCTBIO 3aITyCTUTh HA BBIIIOJHEHUE CBOW KOJ Ha YAAJEHHOM KOMIIBIOTEPE WMJIH, 110 KpaiHen
Mepe, "MOATONKHYTH" TOJIb30BATENS K 3aIIyCKY 3apaKeHHOTO (aiia.

BpenonocHbsiMu iporpammamu, odecrieunBatomumu ocymectsiearne HCJI, MoryT ObITh:
porpaMMebl 1oA00pa U BCKPBITUS TAPOJICH;
IIPOrpamMMBbl, pEAIU3YIOLIUE YTPO3BL;

NporpamMMbl,  JEMOHCTPHUPYIOLIME  HUCIOJB30BAHUE  HEJEKJIAPUPOBAHHBIX  BO3MOXKHOCTEH
MIPOrpaMMHOTO U IIporpamMmHo-ammapatHoro ooecrneuenust MCI1/IH;

IIPOrpaMMbI-T€HEPaTOPbl KOMIIBIOTEPHBIX BUPYCOB;
IPOTPaMMBI, IEMOHCTPHUPYIOIINE YSI3BUMOCTH CPEJICTB 3AIMUTHI HHPOPMALIUH U JP.

B cBsa3u ¢ yciokHEHHMEM M BO3pacTaHHEM pPa3HOOOpa3Hsi MPOTPaMMHOTO OOECIICUYECHHUsS UYHUCIIO
BPEIOHOCHBIX TIporpamm ObicTpo Bo3pactaeT. Ceroas u3BecTHO Oosiee 120 ThICSY CUTHATYD
KOMITBIOTEPHBIX BUPYCOB. BMecTe ¢ TeM, aneko He Bce M3 HHUX MPEICTABISIOT PEATbHYIO Yrpo3y.
Bo MHoOrux cnyudasx ycTpaHeHHE YSA3BUMOCTEH B CHCTEMHOM WM MPHKIAJHOM MPOrPaMMHOM
00eCTieYeHnH PUBEIO0 K TOMY, UTO Psi/I BPEIOHOCHBIX MPOTPaMM YK€ He CITIOCOOCH BHEIPHUTHCS B
HuX. YacTO OCHOBHYIO OMIACHOCTH MPEACTABIISAIOT HOBbIE BPEIOHOCHBIE IPOTPAMMBI.

5.6. O0mast XapaKTePUCTUKA HETPAAUIUOHHBIX HH(POPMALUOHHBIX
KAaHAJIOB

Herpagummonnsiii mHGOPMAIIMOHHBIA KaHal - 3TO KaHal CKPBITHOW mepenayn uHOOpMaIuu ¢
UCIIOJIb30BAaHUEM TPAJUIMOHHBIX KAaHAJIOB CBSI3U U CIELUANbHBIX IMpeoOpa3oBaHuil mepenaBaeMoit
uH(pOpMalU, HE OTHOCALINXCS K KPUIITOTPapUUECKUM.

s popmupoBaHus HETPAAUIIMOHHBIX KAHAJIOB MOTYT UCIIOJIB30BaThCS METO/IbI:
KOMITbIOTEPHOH cTeranorpaduu;

OCHOBaHHbIE Ha MaHUNYJALUM pa3nuyHbiX XapaktepucTtuk WCII/IH, KOTOpble MOKHO MOJydYaTh
CaHKIIMOHMPOBAHHO (HAMpUMEp, BpEMEHU OOpaOOTKHU Pa3IMUHBIX 3alPOCOB, OOBEMOB JOCTYITHOM
MaMSTH WK JOCTYIHBIX U1 YTeHUS UASHTU(PUKATOPOB (PailioB MIIK IPOIECCOB U T.I1.).

MeTonbl KOMIBIOTEPHON cTeraHorpaguu IpenHa3HauyeHbl Uil CKPBITUA (akTa mepenadyu
COOOIIeHNsT TyTEeM BCTpPaMBaHUS CKpbIBaeMOH HH(pOpMalMu BO BHEIIHE Oe300MIHBbIC JIaHHBIE
(TekcToBbIe, rpaduueckue, ayauo- UiId BUJeo(ailsibl) U BKIIOYAIOT B ceOsl ABE IPYMIbl METOMOB,
OCHOBaHHBIX:

HA WCIOJB30BAaHUU CIEIHAIBHBIX CBOWCTB KOMIBIOTEPHBIX (OPMATOB XpaHEHHs] W Tepeaadu
JIAaHHBIX;

Ha M30BITOYHOCTHU ayano-, BPI3yaJ'IBH01>i niIn TEKCTOBOM I/IH(I)OpMaI_[I/II/I C IIO3MIIMH
HCI/IXO(i)I/ISI/IOJ'IOFI/I‘—IeCKI/IX 0COOEHHOCTEH BOCITpHUATHA YCTIOBEKA.

Knaccudukanus MeToq0B KOMIBIOTEpHOW cTeraHorpaduu npuBeneHa Ha pucynke 15. Hx
CpaBHUTENbHAs XapaKTEPUCTHKA MPUBeIeHa B TabIuIe 4.

HanGonpmiee pasBuTHE W NpPUMEHEHHE B HACTOAIIEE BPEMsS HAXOAAT METOIBI COKPBITHSA
uHpopMaluu B TpapUUECKUX CTEroKOHTEHHepax. IJTO OOYCIOBIEHO CPABHUTEIBHO OOJBIINM
o0beMoM WHGpOpPMAIMH, KOTOPHIH MOXKHO pPa3MECTUTh B TAaKWX KOHTEHHEpax Oe3 3aMeTHOro
UCKQXEHUS U300paKeHMs, HaJIW4YhMeM alpHOPHBIX CBEACHUH O pa3Mmepax KOHTEHHepa,



CYIIICCTBOBAaHHEM B OOJIBIIMHCTBE PEAbHBIX H300paKCHUH TEKCTYpHBIX 00JacTed, MMEIONINX
IIYMOBYIO CTPYKTYPY U XOPOIIIO MOAXOSAIINX AJIsi BCTpauBaHusl HHPOpMaruu, mpopadoTaHHOCTHIO
METOJI0B HHU(POBOKM 00pabOTKM W300pakeHH © UHUPPOBBIX (GOpPMATOB IPEACTABICHUS
n300paxeHuii. B HacTosmee BpeMst CyIecTBYeT HEebIid sl Kak KOMMEPYECKUX, TaK U OCCIIIIaTHBIX
NPOTPAMMHBIX TPOAYKTOB, IOCTYIHBIX OOBIYHOMY TIOJBH30BATEII0, PEATU3YIOIIUX H3BECTHHIC
cTeraHorpaU4eckre METONbl  COKpBITHUsS uWHpopManuu. [Ipu 3TOM  MIpPEeUMyIIECTBEHHO
UCTIONB3YIOTCS rpaduyecKe U ayIMOKOHTECHHEPHI.

MeToms CMK

no TUmy KOHTefHepa

MeTOoAH , MeToAH, MeTOogsl, WCMOAb3YHWMe
MCNoNbL3yiue MENONbLIYHWMe rpagudeckue
YAMOKOHTEAHEpS! TEKCTOBHIE KOHTEHRHEpH KOHTeiHepLl

no cnncnﬁylcoxphrﬂm no HPEBEHTMEHOCTM;i‘)opMMpOEaHMﬂ KOHTeliHepa NMo cnocoby CoKpeITUA i

MeToaul MeToas! MeToakl ABTOMATUUECKUE MonyaeToMaTuyeckue MeToas! MeToas! MeToak
COKPHTHA B| |COKpHITUA COKPLITUA METO/b COKPHITHA METOfs COKPHITUA COKpHITUA B COKPLITUA WMCMNONL30BAHMA
HavMeHbWWMX | |Ha OocHoBe B Dazosyw NpOCTPaHCTEEHHO - Ha OcHoBe MaTpHL,
Burax wymonopob-| |nocnegoea- No cnocoby cokpwTua BpEMEHHOIA pacnpeje- NPOMERY TOUHBIX
HbIX TeNLHOCTE obnacTv nenua no BLIMWCEHMIA
CUrHanoe cnexkTpy npouecca
TexHnyeckue NMHrBHCTHYECKME cKaTwa
no cnocoby cokpuTua METOAH METOfb COKPEITHA rpaguu. wHj.
COKpLITHA
MeTOA6 COKpPBITUA ——
Ha OcHoBe Mo THAY | MOAYNALMK
pacnpegenexua MeTOAH COKPHITMA — |MeTOfsl COKpPLITMA MeTomsl —
no CnekTpy Ha OCHOBe Ha OCHoBe COKPHITHA Ha Mo NpUeMmy COKpLITUA Mo MeTogy cxaTua
npobenoe MCNONL30EaHUA ocHoEe
ocobennocTen MCNONbL30BaHUA
wpndTa XAPTOHHOTO MeToakl — MeTomsl H |MeToam —
MeToAH COKPLITHA — KoAa COKpHITHA B COKPLITMA € COKpLITHA,
Ha OCHOEE HAUMEHBWUX MCnone3oea- OCHOEaHHbIE
CHMHTAKCHYECKMX MeTOAsl COKPHITUA ELEUENTHS HHeM Ha BeisneT-
MeTOgbl COKPLITMA —— ocofeHHOCTell Ha OCHOEE GuTax HenUHenHoH npeobpazo-
Ha OcHOBe TekcTa MCNONbL30BaHUA MeToasl H MOAYRALKA BaHWK
MCNONL20BAHUA KO3 AOKYMEHTOR COKPLITHA Ha BCTpauBae- rpaguueckoi
3X0-CUrHana W painos OCHOBE Moro MHBOPMALMA
METOAH COKPLITUA — MCNONL20BaHMA MeToAk — coobueHua
Ha OCHOBE reoMeTpuyec— COKpHITHA HA
CUHOHUMOE KO# CHCTEMsI oCHoBE
MOAMBHMKALMK
MHAEKCHOT O
MeToAH COKpPLITMA MeToabl H hopmaTa MeToabl = |MeToan —
Ha ocHoBe owwBoK COKPHITUA Ha NpeACTABNEHUA COKPLITUA € COKPLITUA,
ocHoBE WMCNONb30Ba- OCHOBaHHbIE
MCNONL20BaHMA HUeM Ha KOCHHYC-
METOAb COKPHITUA Ha OCHOBE UepefoBaHuA MeTogsl — ECEDGELY] HoM npeob-
rEHEPaUMW KBA3UTEKCTA LNUHEL CNOE COKPHITMA Ha MOLYNALUA pazoBaHuu
ocHoEe BCTpavBae- rpaguueckoi
MCNONLI0EAHUA Moro WHPOPMALLUA
aBTOKOppena- coobuenun
MeToabl — | LMOHHOW
COKPHTHA Ha DyH kLM
OCHOBE
MCNONL30BAHUA
nepewix Oyke
TekcTa

Pucynok 15. Knaccugukarus MeTo10B cTeraHorpaduyeckoro npeodpa3oBanusi HHGOpMaIu
(CIIN)

Tabauya 4

CpaBHHTENbHAS XapaKTEPUCTUKA CTEraHOTpapueCcKUX METO0B IpeoOpa3oBaHus MH(OpMAIIH

Creranorpaduyaeckuit Henocrarku

METOJ

Kpartkast xapakrepucruka
METOA
MeTozbl COKpHITHS HHGOPMALIUU B ayIMOKOHTEHHepax
OcHOBaH Ha 3aIucu Hespicokast JlocTaTo4uHO BBICOKAS
co001IeHNS B CKPBITHOCTb II€pPEIayM [EMKOCTh KOHTEHHEpa

[Ipeumyiectna

MeTo1 COKpBITHS B
HANMCHBIIINX 3HAYAIIIUX




OuTax HaWMCHBIIIME 3Havamuye |cooOmenns. Huskas  |(1o 25%)

OUTHI HCXOIHOTO [YCTOWYHBOCTD K

curHaina. B kauectse MCKa)KCHUSIM.

KOHTEHEpa M cnonb3yeTcs TOIbKO

MCIIOJIB3YETCS, KAk ITS1 OTIPEICICHHBIX

[PaBUJIO, HECKATHIN (hopmaroB

QyIMOCUTHAII ayuodailioB
MeTo/1 COKpBITHS Ha OcHoBaH Ha reHepanuu  |Huzkuit ko3 dunmrent|CpaBHUTEIBLHO
OCHOBE PACIIPENEICHHS  |[ICEBIOCIYYaHOTO MCII0Ib30BAHUS BBHICOKAsi CKPBITHOCTh
[0 CIIEKTPY [I1yMa, SIBJISIFOIIIETOCS KOHTEiHepa. COOOIIIeHUS

(byHKIMEH BHEIPSEMOro [3HAYUTEIIbHBIE

COOOIIeHN s, U BBIUMCIIUTEIbHBIC

[MOAMEIIMBAHUU BaTpaThbl

[OJIy4EHHOTO IIyMa K

OCHOBHOMY CHUTHAITY-

KOHTEITHEepYy B KauecTBe

I TUTUBHOMN

COCTAaBJISIOIIEH.

KonnpoBanue moTokos

nH(pOpMaLIUY TyTeM

[paccestHus

KOJIMPOBAHHBIX JTaHHBIX

[0 CIIEKTPY YaCTOT
MeTton COKpBITHS Ha OcHOBaH Ha Huzkuit ko3 dunent (CpaBHUTETHHO
OCHOBE HCTIOJIb30BaHUSl  [ICTIOJIb30BAaHUU B MCTIOTB30BAHMS BBICOKAsi CKPBITHOCTh
PX0-CUTHaIa KauecTBe KOHTEHHEepa. COOOIIIEeHUS

[ITyMOITO00HOTO CUTHAIA3HAYNTEIbHBIC

CaMOTr0 ayIMOCUTHANA, |[BBIUUCIUTEIbHBIC

3aJIep’KaHHOTO Ha BaTpaThl

[pa3IMYHbIE IEPUOABI

BpPEMEHU B 3aBUCHMOCTH

OT BHEAPSIEMOTO

CcO00IIeHNs

("mo3BoHOYHOTrO 2Xa")
MeTton cokpbITHs B pa3e |(OcHOBaH Ha ¢akTe Maubiit ko3 durment (O6nanaeT

CHUTHaJIa

HEYYBCTBUTEIHHOCTH yXa
YeITOBEKa K
A0COTIOTHOMY 3HAYECHUIO
(ha3bl rapMOHHUK.
AyIHOCUTHAI
pazOuBaeTcst Ha
[10CJIEI0BATEIbHOCTh
CETMEHTOB, COOOIIICHHE
BCTpaMBaeTCs MyTeM
MoauduKau Gasbl
[epBOT0 CErMeHTa

MCIOJIb30BAHUS
KOHTEHHEepa

BHAYUTEIBLHO OoJIee
BBEICOKOM
CKPBITHOCTBIO, YeM
METOIBI COKPBITHS B
H3b

Meton

bl COKPBITUS HH(GOPMAIIUU B TEKCTOBBIX KOHTEHHEPAx

MeTton COKpBITUS Ha
OCHOBE TIPOOEIIOB

(OcHOBaH Ha BCTaBKE
MpoOeJIOB B KOHIIE

MeTtonnl
4yBCTBUTEIBHBI K

CTPOYCK, ITOCJIC 3HAKOB

TICPCHOCY TCKCTA U3

UTocTaTrouno OosbIas
MPOITyCKHAs

CIIOCOOHOCTD




[IPEMUHAHUS, MEXTY
CJIIOBaMU IIPH
BbIPAaBHUBAHUM JIMHbI

oHOTO (hopmara B
npyroi. BosMmoxHa
MOTEPst COOOIICHMS.

CTPOK Hesricokas
CKPBITHOCTH
MeTo/1 COKpBITUS Ha OcHOBaH Ha TOM, 4YTO OdeHp HU3Kas Cy1iecTByeT
OCHOBE CHHTaKCUYECKUX |[IPaBUJIA MYHKTyalluu [IpOMyCKHAas [MOTCHIMAIbLHAS
0OCOOEHHOCTEH TEeKCTa  |IOMYCKaKT CIIOCOOHOCTE. BO3MOKHOCTD
HEOHO3HAYHOCTU MTPU  |CIIOKHOCTh MoI00paTh TAKOM
[PACCTaHOBKE 3HAKOB NETEKTUPOBAHUS METOI, IPH KOTOPOM
[pENUHAHUS CcOOOIIeHHS MOTpeOyIOTCs BeChMa
CJIOYKHBIE TIPOIETYPhI
IJIsT pACKPBITUSA
COOOIIEHN
MeToJ1 COKpBITHS Ha (OcHOBaH Ha BCTaBKe CrnoxxeH OnuH u3 Haubosee
OCHOBE CHHOHHUMOB MH(pOpMaIMK B TEKCT MPUIIPUMEHHUTEIILHO K MEePCIEKTUBHBIX
[MOMOIIIA YEPEIOBAHUSI  [PYCCKOMY SI3BIKY B MeTonoB. O0nagaet
CJIOB M3 KaKOH-T100 CBSI3HU C OOJIBIINM CpPaBHUTEIBHO
IpyIIIbl CHHOHHMOB [pazHooOpasuemM BBICOKOM
OTTCHKOB B Pa3HBIX  [CKPBITHOCTBIO
CHHOHHMMAaX COOOIIIEHHS
IMeTos COKPBITHS Ha OcHOBaH Ha MackupoBke |HeBbIcOKas IBecbma mpocT B
OCHOBE HCTOJIb30BaHUsl  [MH(OPMAIITMOHHBIX OUTOB [TPOITYCKHAs [IPUMCHCHUU.

OIIO0K

[10]T €CTSCTBEHHBIC
OITMOKH, OIEYaTKH,

crocoOHOCTh. BrIcTpO
BCKpPBIBAETCS IIPU

IBrICOKasi CKPBITHOCTD
[pY aHaJIu3e

HAPYIICHUS TPaBUIT CTaTUCTHYECKOM [IEeJIOBEKOM

HaIMCaHWI COYETAaHUH  [aHaAIN3€e

[JIACHBIX M COTJIACHBIX,

3aMEHE KHPUJLTUITHI Ha

AHAJIOTUYHEIE I10

BHCIITHEMY BUTY

maTHHCKUE OYKBHI U JIp.
IMeTo]T COKPBITHS Ha OcHoBaH Ha TeHepanuy  [HeBbicokast CKpBITHOCTh
OCHOBE T€HEepaIiu TEKCTOBOTO KOHTEWHEpa C{IPOMYCKHas OTIpeieNsieTCs
KBa3UTEKCTA MCIIOJTb30BaHUEM HabOpa [CTTOCOOHOCTD. METOAAMU

MPaBIII TOCTPOCHHUS beccMBICIEHHOCTD mpoBaHus U, KakK

MpeTI0KEHUH. CO3JJAaHHOTO TeKCTa  |IPAaBMIIO, BECbMa
lcnionb3yetcs BBICOKA
CUMMETpHYHAS

Kpunrorpadus

MeToz COKpBITHS Ha
OCHOBE HCIOJIb30BAHHS
ocobeHHOCTEH mpudTa

OCHOBaH Ha BCTaBKe
nH(popMaIuu 3a cuer
M3MEHEHUs Tuna mpudra
1 pa3mepa OYKB, a TaKKe
Ha BO3MOXKHOCTH
BCTpanuBaHU
nH(pOpMaIuu B OJIOKH C
HECU3BCCTHBIMU I
Opaysepa

M ICHTUPHKATOpAMU

Ulerko BoIsBIISIETCA
[py npeoOpa3oBaHUU
MaciTaba JTI0KyMEeHTa,
[IPH CTaTUCTHYECKOM
CTeroaHaJln3e

IBeicOKnii
Kod(hULIUEHT
MCII0JIb30BAaHUS
KOHTEHHEpa




MeTton COKpBITUS Ha
OCHOBE HCIIOJIb30BAHHS
KO/a TOKyMeHTa U ¢aiina

(OcHOBaH Ha pa3MeEILEHUN
nH(popMaIuy B
3ape3epBUPOBAHHBIX U
HEHCII0Ib3YEMBIX MOJISIX
[MEPEMEHHOM JUTMHBI

Huskast CKppITHOCTB
[TPY U3BECTHOM
(bopmare ¢aiina

[IpocT B npuMeHEeHUN

MeTOI[ COKPLITHA HaA
(OCHOBC HCIIOJIb30BaHUA

OcHOBaH Ha U3MEHEHUU
3HaYEeHU CJIOB

Huskast mpormyckHas
CIIOCOOHOCTB. Y3KO

[Ipoct B mpuMeHeHUU

bKaproHa CIeIHATM3UPOBAH.
Huskast CKppITHOCTB
MeTo1 COKpBITHS Ha OcHoBaH Ha rerepaiuu  [CJI0KHOCTh /locTaTouHO BBICOKAsS
OCHOBE UCTIOJIb30BaHUsl [TEKCTA - KOHTEWHepa ¢ |popMUpPOBaHUs CKPBITHOCTB IIPH
YepeOBaHUS ITTMHBI (bopMUpOBaHUEM CIIOB  [KOHTEHepa U QHAJIM3€ YEIOBEKOM
CJIOB OTIpeICIEHHON JITMHBI TI0 [COOOIICHUS
M3BECTHOMY IPABIITY
KOJMPOBAHUS
IMeTo/1 COKpPBITHS Ha OcHoBaH Ha BHeJpeHUu |CII0KHOCTh /laeT GomnbIryto
OCHOBE HCTIOJIb30BaHUsl  |COOOIICHHS B TIEPBBIC COCTABJICHUS cBOOO Ty BBIOOpA
nepBbIX OYKB OYKBBI CIIOB TEKCTa C coobmienusi. Huskast  jomepatopy,
10 100pOM CJIOB CKPBITHOCTH [IPHTYMBIBAIOIIIEMY
COOOIIEHUS CcoO0IIIeHNE

MeTozap! COKpBITHS HH(GOpPMAIMK B Tpa@HUeCKUX KOHTEHHepax

MeTton COKpBITHS B
HaMMEHBIINX 3HaYaIuX
OuTax

OcHOBaH Ha 3aIUCH
COO0ILIEHNS B
HAaNMEHBIIINE 3HAYAIIIE
OUTHI HCXOTHOTO

Hepricokas
CKPBITHOCTH TIEpeaadyu
coobOmenust. Huszkas
[YCTOMYMBOCTb K

JlocTaTouHO BBICOKAS
€MKOCTh KOHTEHHEpa

(1o 25%)

JTAHHBIC

M300paxKeHus MCKAKEHUSIM
MeTton COKpBITHS Ha OcHoBaH Ha peaykuun  |[[[pumensiercs CpaBHHUTEIBHO
OCHOBE MoJM(uKauu  |(3aMeHe) I[BETOBOI [MPEUMYILIECTBEHHO K  [BBICOKAst EMKOCTb
MHICKCHOTO popMara  |[MamUTPHI U CKaTbIM KOHTEWHepa
[pe/ICTaBICHUS YIIOPSA0YMBAHUH LIBETOB [M300Pa’KEHUSM.

B [IMKCENAX ¢ coceqHuMu [HeBbIcokast

HOMepaMu CKPBITHOCTb I€pe1auu

cooO1IeHUs

MeTton COKpBITHS Ha (OcHOBaH Ha IIOMCKE C C1105KHOCTH pacueToB [Y CTOWYMBOCTD K
OCHOBE UCIIOJIb30BaHUS  |[IPUMEHEHUEM OOJIBIIIMHCTBY
ABTOKOPPEIALIMOHHON  [ABTOKOPPEIALMOHHON HEJIMHENHBIX
(byHKIIIN G yHKIIMHM 00nacTei, peoOpa3oBaHUi

COJIepIKaIINX CXOTHbIE KOHTEIHepa

MeTton COKpBITHS Ha

(OCHOBaH Ha MOJYJISIIUN

Hu3kast TOUHOCTH

JlocTaTouHO BBICOKAS

BCTPAMBACMOTO
COOOIIIEHNS

CUTHAJIOM, COACpKAIUM

CKPBIBAEMYIO

OCHOBE MCIOJIb30BaHUsl  [ICEBOCIYYaHOTO TETEKTUPOBAHUS. CKPBITHOCTb
HEJTMHETHON MOAYJISAIIMY [CUTHAJA CUTHAJIIOM, M ckaxxenns COOOIIIEHN
BCTPAaNBAEMOTO Co/IepKaIIUM
COOOIIICHUS CKPBIBAEMYIO

H(pOpMAaLINIO
MeTo/1 COKpBITUS Ha OcHOBaH Ha MOy siiuK [HU3Kas TOYHOCTH JlocTaTouHO BBICOKAS
OCHOBE MCIOJIb30BaHUsl  [ICEBOCIYYatHOTO eTEKTUPOBAHUS. CKPBITHOCTb
3HAKOBOUW MOAYJISLIMKI curHaia OumnonspasiM  |MckakeHus COOOIICHHS




H(pOpMAaLINIO
MeTo/1 COKpBITUS Ha (OCHOBaH Ha CJI0’)KHOCTh pacueToB [BbICOKasi CKPBITHOCTh
OCHOBE 0COOEHHOCTSIX
BelBIIET-TTpe0Opa3OBaHMABEHBICT-TIPEOOPA30BaHUN
MeToJ1 COKpBITHS Ha OcHOBaH Ha CI0XHOCTB pacyeT  [BbICOKasi CKpHITHOCTD
OCHOBE UCIOJIB30BaHUsl |0COOEHHOCTSIX
ITCKPETHOTO ITUCKPETHOTO
KOCUHYCHOTO KOCHHYCHOTO
peoOpazoBaHus peoOpazoBaHus

B HerpamuimoHHbIX WHGOPMAIMOHHBIX KaHallaX, OCHOBAaHHBIX HAa MAaHUMNYJSIUU Pa3TUYHBIX
xapakrepuctuk pecypcoB UCIIJIH, ucnonb3ytoTcs Juis Iepeiaun TaHHBIX HEKOTOpPbIE pa3JieisieMble
pecypebl. [Ipu 3TOM B KaHallax, HUCIOJIB3YIOIIMX BPEMEHHBIE XapAaKTEPUCTUKHU, OCYILIECTBIISAETCS
MOAYJISIMA 1O BPEMEHHM 3aHSATOCTH pa3lieNsieMOro pecypca (Hampumep, MOIYJIHUPYS Bpems
3aHATOCTH IMPOLIECCOPa, MPUIOKEHHUSI MOTYT OOMEHUBATHCS JAHHBIMHU).

B kanamax maMsaTH pecypc HCIOJIB3YeTCsl Kak MPOMEXKYTOUHBINH Oydep (Hanmpumep, MPUITOKCHHS
MOTYT OOMEHUBAThCS [aHHBIMM IIyT€M IIOMEIICHHs HUX B HMEHa CcO3/laBaeMbIX (QaillioB u
mupekTopuii). B kaHamax 0a3 JaHHBIX W 3HAHWW HCIOJIB3YIOT 3aBHUCHMOCTH MEXKIY JTaHHBIMH,
BO3HUKAIOIIUMU B PENISLMOHHBIX 0a3axX JTaHHBIX U 3HAHHM.

Herpanuuuonnsle HHGOpMAIIMOHHBIE KaHAJIBI MOT'YT ObITh COPMHUPOBAHBI Ha PA3JIUYHBIX YPOBHSX
¢yukuuonuposanust UCIIH:

HAa anmapaTHOM ypOBHE;
Ha YPOBHE MUKPOKOJIOB U JIpaiiBEpPOB yCTPOUCTB;

Ha ypOBHE OTNIEPAIIMOHHON CUCTEMBI;

Ha ypOBHE MPUKJIATHOTO MPOrPaMMHOTO 00ECTICUCHUS;

Ha YpOBHE (QYHKIMOHUPOBAHUS KAHAIOB MEpeaur JaHHBIX U JTUHUI CBSI3U.

OTH KaHaJIbl MOTYT UCHOJIb30BATHCS KaK Ul CKPBITON Nepeaayl CKOMPOBaHHON MH(POPMALIH, TaK
U JUIsl CKPBITHOM Iiepefayd KOMaHJ Ha BBIIOJHEHHE JECTPYKTUBHBIX JCHCTBUM, 3aIlyCKa
MIPUJIOKEHUN U T.II.

s peanuzany KaHajaoB, Kak MPaBUIIO, HEOOXOIUMO BHEJIPUTHh B aBTOMATU3UPOBAHHYIO CUCTEMY
NPOrpaMMHYIO HJIM TPOTpaMMHO-aNMapaTHy0 3akiIagky, oOecrnedyuBaronlyo (HopMupoBaHUe
HETPAJUIIMOHHOTO KaHaJa.

Hetpanunmonsslii nHGOPMAMOHHBIN KaHal MOET CYyIEeCTBOBaTh B CHCTEME HEMPEPHIBHO HIIN
AKTUBHU3UPOBATHCS OJIHOPA30BO WIIH 110 33JaHHBIM YCIOBUSM. [Ipu 3TOM BO3MOKHO CYIIIECTBOBaHUE
obpatHoii cBsi3u ¢ cyobexTom HC/I.

5.7. O0masi XapaKTePUCTUKA Pe3yJIbTATOB HECAHKIIMOHUPOBAHHOTO
WM CJIYYAWHOIO0 10CTyNa

Peanu3zanus yrpoz HCJl x uHoOpmarmu MOKeT MPUBOAUTEH K CIECIYIOIIUM BUIAM HApYIICHUS €€
0€30I1aCHOCTH:

HapyIIEeHNUI0 KOHPUIECHITNATLHOCTH (KOTIMPOBAHKE, HEMTPABOMEPHOE PACTIPOCTPAHEHUE);
HapYIICHUIO LIEJIOCTHOCTH (YHUUYTOXEHHUE, N3MEHEHHUE);

HapYLICHUIO JOCTYIHOCTH (OJIOKUPOBAHHUE).



Hapymienne koH(UISHIIMATEHOCTH MOXKET OBITH OCYILIECTBJICHO B Cllydae yTeuKUd HH(OPMALIUU:
KONUPOBAHUS €€ Ha OTUYKJJaeMble HOCUTEIN UH(POPMALIHH;
nepeayuu ee Mo KaHajaam Iepeiayu JaHHBIX;

Opd TPOCMOTPE WIM KONMHMPOBAHMM €€ B XOAE€ PEMOHTa, MOAUGUKAIMH U YTUIH3ALUU
[IPOrpaMMHO-AMNIAapaTHBIX CPEICTB;

npu "cOopke Mmycopa" HapymmTeneM B npouecce skcruryataunu MCIIH.

Hapymenwne nenoctHocTd MHGOPMAIIUU OCYIIECTBISIETCS 332 CUYET BO3AeHcTBUs (Moaudukanmm) Ha
IporpaMMbl M JIaHHBIE IOJI30BATENS, a TAKKE TEXHOJOTMYECKYIO (CUCTEeMHYIO) HMH(OpMAaIUIo,
BKJIIOUYAIOLIYIO:

MUKPOIPOTpaMMBbl, IaHHBIE U ApaiiBepa YCTPOICTB BRIYUCIUTEIHHONW CUCTEMBI;
POrpaMMBbl, JaHHBIE U JIpaiiBepa yCTpoicTB, 00eCeUnBAIOIINX 3arPy3KY ONEPAIlMOHHON CHCTEMBI;

pOTpaMMbl M JaHHBIC (IECKPUITOPHI, OMUCATEIH, CTPYKTYpHI, TaOJIHMIBI U T.I.) ONEPAMOHHOU
CUCTEMBI;

[MporpamMmsbl 1 JaHHBIC IIPUKIIAJIHOI'O ITPOIPaMMHOI'O 066CH€‘I€HI/I5{;
[porpaMMmbl 1 JaHHBIC CIICHHUAJIBHOI'O ITPOrpaMMHOI'0 06GCH6‘-IGHI/I$I;

NPOMEKYTOUHBIE (ONEpaTUBHBIC) 3HAUEHHS MPOTpaMM M JaHHBIX B Ipolecce HX 00paboTKu
(uTeHus/3anucu, mpuemMa/nepeaadn) CpecTBaMi U YCTPONCTBAMH BBIYMCIUTEIBHON TEXHUKU.

Hapymenne nenocrnoctu uapopmanmu B UCITJIH MoxeT Takke ObITh BRI3BAaHO BHEJPECHUEM B HEe
BPEIOHOCHOM IIPOTpaMMbl IMPOIPAMMHO-AIIIAPATHON 3aKJIaJKM WIM BO3IAEHCTBUEM Ha CUCTEMY
3aIUTHl UHOOPMAITUU UK €€ DJIEMEHTHI.

Kpome astoro, B MUCII/IH BO3MOKHO BO3A€HCTBHE Ha TEXHOJOTHMYECKYIO CETEBYH0 MH(OpMAIUIO,
KOTOpass MOXeT oOecneunBaTh (QYHKIMOHHPOBAHHE  pa3IMYHBIX  CPEJCTB  YIpaBJICHUS
BBIYHCIINTEIILHON CETBIO:

KOH(UTrypanuen ceTu;

ajipecaMu M MapuIpyTH3alnuen nepeiadu JaHHbIX B CETH;
(YHKIIMOHAJIbHBIM KOHTPOJIEM CETH;

0€30MacHOCThI0 HHPOPMAIH B CETH.

Hapymenune nocrynHoctu mHpopmauuu oOecriednBaeTcss myTeM (GpopMuUpoBaHUS (MOAUDUKALINN)
UCXOJHBIX JAaHHBIX, KOTOpbIE MpH OOpaOOTKE BBHI3BIBAIOT HEMpPaBWIbHOE (YHKIMOHUPOBAHHE,
OTKa3bl almapaTypbl WM 3axBaT (3arpy3Ky) BBIUYHCIUTEIBHBIX PECYpCOB CHCTEMBI, KOTOPBIE
HEOOXOUMBI JUIsl BHIIOJTHEHUS POTpamMM U paboThl anmapaTyphl.

VYka3aHHble JEHCTBUS MOTYT NPHUBECTH K HapyUIeHHIO WM OTKa3zy (YHKIMOHUPOBAHUSA
paKTUYEeCKH JT00bIX TexHrueckux cpeacts UCIIH:

cpeacTB 00paboTKu MHGOpMAIUY;
CpE/ICTB BBOA/BbIBOAA HH(MOPMAIIHIH;
CpeACTB XpaHeHUs HHPOPMALIUY;

anmaparypbl 1 KaHAJIOB IE€pelauu;



CPEICTB 3alUThl HHPOPMAIIH.

6. TunoBbie Mo1e/IM YIPo3 0€30MACHOCTH MEPCOHAJIBbHBIX JAHHBIX,
oOpadaTbiBaeMbIX B HHPOPMAIIMOHHBIX CUCTEMAX MEPCOHATBHBIX
JAHHBIX

B 3aBucumoctu oT meneil u copepkanus oOpabotku [I/lH omepaTop MOXKET OCYIIECTBIATH
o6pabotky [1JIn B UCII/IH pa3auvHBIX THIIOB.

[To cTpykType MHGPOpPMAIMOHHBIE CHUCTEMbl MOJPA3ACISAIOTCA HAa aBTOMATH3MPOBaHHbIE paboune
MECTa, JOKAIbHbIC HH()OPMAIIMOHHBIE CUCTEMBI U pacpe/IeJICHHbIC HHPOPMAITMOHHBIE CHCTEMBI.

[To HaNMMUMIO MOAKIIOYEHUH K CETSIM CBSI3U OOLIEro MOJb30BaHUA M (MJIM) CETAM MEXIyHapOIHOIO
MH(OPMaLlMOHHOIO0 00MeHa MH(POPMALlMOHHBIE CUCTEMbI MOJAPA3AEISAIOTCS HA CUCTEMbI, UMEIOIINE
MOAK/IIOYEHUS, U CUCTEMBI, HE UMEIOIIME ITOJKIIOUCHUMN.

[To pexxuMy 00pabOTKH MEPCOHANBHBIX JAaHHBIX B MH(GOPMAIMOHHON cucTeMe MH()OpMAIMOHHBIE
CUCTEMBI IIOJIPA3AEIAI0TCA HAa OJJHONOIb30BATENLCKUE U MHOTOII0Ib30BATEIbCKHUE.

ITo Ppa3rpaHUvuCHUIO IIpaB AOCTYIIa IoJIb30BaTelIei I/IH(I)OpMaL[I/IOHHBIe CUCTCMBI IOAPA3ACIIAOTCA Ha
CHCTEMBI 0€e3 pasrpaHUuYCHUA MpaB JOCTYyIla 1 CUCTEMBI C PASIrPAHUYCHUCM IIpaB JOCTYyIIA.

NudopmaninonHbie CHUCTEMBbI B 3aBHCUMOCTH OT MECTOHAXOXKJEHUS HMX TEXHUYECKUX CPEIICTB
MOJPa3/IeNAIOTCd HAa CHUCTEMBI, BCE€ TEXHHUYECKHE CPEACTBA KOTOPBIX HAXOIATCS B Ipeaenax
Poccuiickoit denepanun, U CUCTEMBbI, TEXHUYECKUE CPEACTBA KOTOPBIX YAaCTUYHO WM LEIUKOM
HaxozxATed 3a npenenamu Poccuiickoit denepanuu.

B 3aBucHMOCTH OT TEXHOJIOTUH, cOcTaBa U XapakTepucTtuk Texuuueckux cpeacts MCII/H, a Taxxke
onmacHocth  peaymsaumu  YBII/IH ©  HacTymuieHuMss — NOCIENCTBUA B PE3yJabTare
HECAaHKITMOHUPOBAHHOTO UJIM CITYYaifHOTO JOCTyIa MOKHO BbACNUT cieayromue tTunbl UCTTH:

ABTOMATU3WPOBAHHBIC pa60tme MECTa, HE HUMCHOOIMEC IIOAKJIIOYCHHE K CCTAM CBA3HU 06III€F0
IIOJIb30BaHUA U (I/IJ'II/I) CCTAM MCKAYHAPOIAHOT'O I/IHq)OpMaI_II/IOHHOl"O 06MCH8.;

ABTOMATU3NPOBAHHBIC pa6oqne MECTa, HUMCHOIIUEC IIOAKJIIOYECHHE K CETIM CBA3H O6HI€FO
IIOJIb30BaHUA U (I/IJ'II/I) CCTAM MCKIAYHAPOAHOT'O I/IHq)OpMaI_II/IOHHOl"O 06MCH8.;

nokanbHble MCII/IH, He uMeromue MOJKIIOUEHHE K CETSAM CBSI3U OOIIEro MOJb30BaHUA U (MIIH)
CETSIM MEXyHapOIHOTO HHPOPMAIIMOHHOTO OOMEHa;

nokanbHble UCII/IH, nMerole NoKII0UeHHe K CETIM CBSI3U OOILEro MoJIb30BaHMs U (WIN) CeTsIM
MEX1yHapOAHOr0 HH(GOPMAITMOHHOTO 0OMEHa;

pacnpenenennbie UCII{H, He mMMeromue MOMKIIOYEHHE K CETSAM CBS3M OOIIETO TMOJh30BaHUS U
(MM ceTaM MEXIyHapOAHOTO UH(OPMAIIMOHHOTO OOMEHa;

pacnpenenennbie UCII/IH, nmeronue MOAKIIOYEHUE K CETSIM CBSI3M OOIIETO TOJb30BaHUS U (MIIH)
CETSIM MEKyHapOTHOTO HH(POPMAIIMOHHOTO OOMEHA.

[TpumenurensHO K ocHOBHBIM TuaM MCII/IH cOCTaBIsAIOTCS TUIIOBBIE MOJENTH YIpo3 0€30MacHOCTH
[T/1H, XapakTepu3ylOlUMe HACTYIUICHHME pa3IW4HbIX BUAOB IOCIEICTBUH B  pe3ynbTare
HECAaHKI[MOHMPOBAHHOIO UJIU CIIy4alHOro A0ocTyna v peanuszauuu Y bIT/IH.

Yactasle wmomenu yrpo3 OesomacHoctn II[lH mpumenurtensHo Kk KoHkpetHbiM MCII/In
COCTaBJIAIIOTCSL OllepaTopamu, 3akazunkamu u paspadorunkamu MCII/IH Ha sTanmax ux co3gaHus U
(Wyn) PKCIUTYaTaIy.



6.1. TunmoBasi Mmoaesib yrpo3 0e30MaCHOCTH MEPCOHAIBbHBIX IAHHBIX,
o0padaThIBaeMbIX B ABTOMATU3MPOBAHHBIX PA00UYMX MeCTaX, He
HMEILIUX NOAKIIYCHUS K CeTAM CBA3U 001Iero noJib30BaHus U (WJIH)
CeTAM MEKIYHAPOAHOI0 HH(OPMALIMOHHOI0 00MEeHAa

[Tpu ob6padotke I1J]IH Ha aBTOMATH3UPOBAHHOM pPadOYEM MECTE, HE MMEIOLIEM MOJKIIOYEHUS K
CeTSM CBSI3U OOLIEro MOJb30BAHUSA U (WIM) CETSIM MEXIYHAapOAHOr0 MHPOPMALMOHHOIO OOMEHa,
BO3MOXHa peanuzanus ciaenyromux Y bI1/IH:

yrpo3 yTeuku HH(OPMAIMH MO0 TEXHUYECKUM KaHaJlaMm;

yrpo3 HCJI k I1/1H, 06pabaTbiBaeMbIM B aBTOMaTH3UPOBAHHOM paboyeM MecTe.
Yrpo3sl yreuku nH)OpPMALIUK IO TEXHUYECKUM KaHajlaM BKJIIOYAIOT B ceOsi:
YIPO3bl YTEUKH aKyCTHUECKOH (pedeBoit) nH(pOpMAIHH;

yIpO3bl YTEUKH BUI0BOW HH(POPMALINH;

yrpo3sl yreuku uHpopmanuu no kanany [I9MUH.

Bo3HUKHOBEHHE yrpo3 yTEUKH aKycTH4eckod (pedeBoil) wuHoOpManuu, coaepKaiieics
HEIMOCPEICTBEHHO B TpousHocumon peun mosb3oBatesnst MCIIIH, BO3MOXHO TpH HaIU4HEM
¢byukmuii ronocosoro Beoja [1/In B UCIIAn nnu pynkuuit Bocnpoussenenus [1/1n akyctnyeckumu
cpeacrBamu UCII/IH.

Peanu3zanus yrpo3sl yTedku BHJIOBOM MH(POPMALMU BO3MOXKHA 32 CUET NMPOCMOTpa MH(YOPMALIUU C
MOMOIIbI0 ONTHYECKUX (ONTHKODJIEKTPOHHBIX) CPEJICTB C AKPAHOB AMCILIEEB U JAPYTUX CPENCTB
OTOOpa)keHHs] ~ CPeACTB  BBIYMUCIMTENBHOM  TEXHMKH,  HMH(OPMAIIMOHHO-BBIUYUCIUTEIbHBIX
KOMILJIEKCOB, TEXHHUYECKUX CpeICTBa 00pabOTKH rpaduyeckoi, BUACO- U OYKBEHHO-IIM(PPOBOU
uHpopmanuu, Bxoaamux B cocraB UCII/H.

VYrpo3sl yreuku uHpopmanuu no kanary [IDMUH Bo3MOXHBI W3-32 HANWYMsI 3JEKTPOMArHUTHBIX
U3ITy4YeHUl, B OCHOBHOM, MOHUTOpAa M CHCTEMHOro Ojoka KomibioTepa. OCHOBHYIO ONAcHOCTh
MPEJICTaBIISIIOT YIPO3bl YTEUKHU M3-32 HAJIMYMS 3JIEKTPOMAarHUTHBIX U3JTyY€HUH MOHUTOPA.

VYrpo3st HCJl B aBToHOMHOM APM cBsi3aHbl ¢ JEHCTBUSIMU HapylIUTENEeH, UMEIOLIUX JOCTYN K
NCTI/H, Bxmrouas noabs3zoBatened MCII/IH, peanusyronmx yrpossl HenocpeactBeHHO B MCIIH.
Kpowme aroro, ucrounukamu yrpo3z HCJI k undopmarnuu 8 APM MoryT ObITh anmapaTHbIe 3aKJIaIKH
Y OTUYK1a€Mbl€ HOCUTEIIM BPEIOHOCHBIX IIPOIPAMM.

B UCII[ln nHa ©6a3e aBtoHomHOro APM Bo3moxHBI Bce Bumbl ys3Bumocteir MCII[IH, 3a
HCKJIIOUEHHEM YSA3BUMOCTEM, CBA3aHHBIX C pealli3alUeil IPOTOKOJIOB CETEBOrO B3aUMOIEHCTBUS U
KaHaJIOB epeaaun nqaHHbiX. B takux MCII/IH BO3MOXHBI:

yIpO3bl, peaan3yeMble B XOJe 3arpy3KH ONEpaIllMOHHON CHCTEMBbl M HAlpaBJICHHBIE HA IMEpeXBatr
naposieil MiaM UACHTU(PUKATOPOB, Moaudukanuio 6a30Boil cucremsl BBojaa/BbiBoga (BIOS),
nepexBar yrnpaBleHHs 3arpy3KOii;

yIpo3bl, peaau3yeMble IOCIE 3arpy3Ky ONEPALMOHHON CHUCTEMbI U HAIIPABJICHHBIE HA BBIIIOJHEHUE
HECaHKIMOHMPOBAHHOTO JOCTyla C TPUMEHEHHEM CTaHAapTHHIX (YHKIUN (YHUYTOXEHHE,
KOINMPOBaHUE, TepeMelieHne, GopMaTUpoBaHUEe HOCUTENeH HMH(OpPMAIUM U T.I.) ONEPAIlMOHHON
CUCTEMBbl WJIM KakOW-TMOO MPUKIATHOW MPOrpaMMbl (HalpUMep, CUCTEMBbI yIpaBieHHUs Oazamu
JaHHBIX), C IPUMEHEHUEM CIIENUAIbHO co3aaHHbIX id BeinonHeHus HCJL nporpamm (mporpamMm



MIPOCMOTpa ¥ MOJIU(PHUKAIIUM PEECTpPa, MOUCKA TEKCTOB B TEKCTOBBIX (paiiyiax u T.11.);

Yrpo3bl BHEJPEHUS BPEAOHOCHBIX IPOTPAMM.

6.2. TunoBast MoJesib Yrpo3 0€30l1aCHOCTH MEPCOHAIBHBIX JAHHBIX,
o0pabdaTbiBaeMbIX B ABTOMATH3UPOBAHHBIX Pa004MX MeCTax,
HMEIOIIMX MOJAKJJII0YEHNE K CeTSIAM CBA3U 00111ero noJib30BaHUs U (MJIN)
CeTSAM MEKIYHAPOJAHOTr0 HH(GOPMALMOHHOT0 00MeHAa

[Tpu o6pabotke [1/lH Ha aBTOMAaTU3MPOBAHHOM pabodyeM MeCTe, UMEIOLIEM MOJIKIIOUEHHS K CETIM
CBsS3M OOIIEro IMOJIb30BaHHUS W (WIHM) CeTSAM MEXKIYyHapOIHOTrO HWH(POPMAIMOHHOTO OOMEHa,
BO3MOHA peanu3anus ciaenyromux Y bI1/IH:

yrpo3bl yTeUKU HH(GOPMALIUU IO TEXHUYECKUM KaHalaMm;

yrpo3bl HC/I k I1/1H, oOpabaThiBaeMbIM Ha aBTOMATHU3UPOBAHHOM pab0O4YeM MECTE.
Yrpo3bl yTeuku HHPOpMALMK 10 TEXHUYECKUM KaHallaM BKJIIOUYAIOT B Ce0s:
yrpo3bl YTEUKU aKyCTHUECKOH (pedeBoii) HHpopMaIuy;

yrpo3bl YTEUKU BUOBOU MH(OPMALINY;

yrpo3bl yTeuku nHpopmanuu rno kanany [I9MIH.

Bosunuknosenune YBII/In B paccmatpuBaembix UCIIJIH Mo TEXHUYECKUM KaHajlaM XapaKTepU3yeTCs
TEMHU K€ YCIOBUSAMH U (akTopamH, 4YTO WU JJIsi AaBTOMATU3UPOBAHHOTO paboyero Mecra, He
MMEIOIIETO TIOJMKIIOYEHHUSI K CETSM OOIIEro IMOJIb30BaHUS U (WUJIM) CETSIM MEXIYyHApOJIHOTO
nH(OPMaIMOHHOTO 0OMEHa.

VYrpo3et HCJ] B UCIIJIH cBsizanbl ¢ naedcTBUsSIMU Hapymutened, nMeromux goctyn k WMCIIH,
BKitouas nosw3osarened UCIIJIH, peanusyrommx yrpossl HenocpenctseHHo B MCII/IH, a Taxke
Hapymurenei, He umeromux aoctyna Kk UCII/IH, peanusyromux yrpo3bl U3 BHEIIHUX CETEl CBS3U
o0111ero NoJab30BaHUs U (WIN) ceTei MeXTyHapOAHOI0 MH()OPMAIITMOHHOTO OOMEHa.

VYrpo3et HC/] B UCII/IH, cBsi3aHHBIE C AEHCTBUSAMM Hapyuutenei, uMmeromux noctyn k MCI/IH,
AQHAJOTUYHBI TEM, KOTOPBIE UMEIOT MECTO JJIs1 OTAEIbHOr0o APM, HE OJKIIFOUEHHOTO K CETSM CBSI3U
00111eTr0 MOIB30BaHMS. YTPO3BI U3 BHEITHUX CETEH BKIIIOYAIOT B CEOs:

yrpo3bl "AHanmmza ceTeBoro Tpaduka' ¢ TepexBaTOM TiepenaBaceMOil BO BHEIIHHE CETH U
MPUHUMAEMOI U3 BHEIIHUX ceTel nHpOopMaIuy;

YIpO3bl CKAHUPOBAHWS, HANpPABJICHHBIE Ha BBIABICHUE THUIMA ONEPalMOHHONW cHucTeMbl APM,
OTKPBITBIX TIOPTOB U CITYKO, OTKPBITHIX COCTUHEHUH U Ip.;

YIPO3bI BBISIBIICHUS TTApPOJIEH;

yrpo3bl nosyaennsi HC/ myrem moaMeHbl TOBEpEHHOTO 00BEKTa;
yrpo3sl Thna "OTka3 B 00CTyKUBaHUH "

YIPO3bl YAAJIEHHOIO 3aIlyCKa IPUII0KECHUN;

YIPO3bI BHEPEHMUS 10 CETU BPEJOHOCHBIX IIPOIPAMM.

6.3. TunmoBasi Mmogesib yrpo3 0€30MaCHOCTH NMEPCOHAIbHBIX JTAHHBbIX,



o0padaTbIBaeMbIX B JIOKAJLHBIX HH(OPMALMOHHBIX CHCTEMAX
MEePCOHAJILHBIX JAHHBIX, He HMEIOIINX MOJAKIIYEHNS K CETAM CBA3M
00111ero NMoJib30BaHUA U (WJIH) CETAM MEKIYHAPOIHOI0
HH(OPMALMOHHOT0 00MeHAa

ITpu o6padotke [/l B mokansHbix MCII/IH, He mMeronMe MOAKIIOYEHUS K CETSIM CBS3U OOIIETO
MOJIb30BAaHUS M (WIH) CETSIM MEXIyHAPOIHOTO HH(DOPMAIIMOHHOTO 0OMEHA, BO3MOYKHA peaTH3aIIHs
caenyromux YBII/H:

yrpo3bl yTeUky HH(GOPMALIUU IO TEXHUYECKUM KaHalaM;

yrpo3sl HCJI x [1/1H, 06pabaTeiBaeMbIM HAa aBTOMATU3HPOBAHHOM pabodeM MecTe.
Yrpo3sl yreuku HHGOPMALIUU 110 TEXHHYECKUM KaHalaM BKIIIOYAlOT B ceOsl:
yrpo3bl YTEUKU aKyCTHUECKOH (pedeBoii) HHpopMaIuy;

yrpo3bl YTEUKU BUOBOU MH(OPMALINY;

yrpo3bl yTeuku nHpopmanuu no kanany [I9MIH.

Bosunuknosenue YBII/In B paccmatpuBaembix UCIIJIH Mo TEXHUYECKUM KaHajlaM XapaKTepU3yeTCs
TEMHU K€ YCIOBHSIMH U dakTopaMu, uyTo U s JokanbHbiX CII/IH, He UMEIOIMX MOAKIIOUEHUS K
CETSIM CBSI3U OOIIETO MOTH30BAHUS U (WIIH) CETSIM MEKIYHAPOTHOTO HH(POPMAIIMOHHOTO 0OMEHA.

VYrpo3sl HC/I B nokaneubix UCII/IH cBsI3aHbI ¢ ACMCTBUSMU HapyLIUTENEH, UMEIOIIMX JOCTYH K
NCTIdn, Brmrouas monb3oBateneit UCII/IH, peanusyromux yrpo3sl Henocpeactsenno B UCITIH.

VYrpo3et HC/I B UCII/IH, cBsi3aHHBIE C JeHCTBUSAMU HapymmuTened, umeronmx nocryn k MCIIH,
AQHAJIOTMYHBI TEM, KOTOPBIE UMEIOT MECTO I OTAEIbHOr0o APM, He MOAKIIFOUEHHOTO K CETSM CBSI3U
oOuiero nosib3zoBanus. Kpome toro, B Takoit UCIIJIH MoryT numeTs MecTo:

yrpo3sl "AHanu3a ceTeBoro Tpaduka' ¢ nepexBaToM nepeaaBaeMou mo ceTu nHpOpMaluu;
yIpO3bI BBISBICHUS MapOJIei;
yrpo3bl yIAJIEHHOIO 3aIlycKa MPUII0KEHUM;

YTPO3bI BHEPEHMUS 10 CETH BPEJOHOCHBIX MPOIPAMM.

6.4. TunoBast MojeJIb YIrpo3 0€30MACHOCTH MEPCOHAJBbHBIX JAHHBIX
o0padaTbiBaeMbIX B JIOKAJbLHBIX HHPOPMAIIMOHHBIX CHCTEMAX
NMEPCOHATBbHBIX JTAHHBIX, MMEKIINX MOAK/JIIYEHNE K CeTAM CBA3H
0011ero mNoJL30BaHUA U (WIH) CeTAM MEKIYHAPOIHOTO
HH(POPMALIMOHHOT0 00OMeHa

[Tpu ob6pabotke [1[n B nokambHbIX MCII/IH, nMerOmuUX MOJKIIOUEHHE K CETSAM CBSA3HM OOILEro
MOJIb30BaHUS U (WJIM) CETSIM MEXKIYHApOIHOTO MH(GOPMAITMOHHOTO 0OMEHa, BO3MOKHA peallh3aIus
cnenyromux YBII/IH:

yrpo3bl yTeUKd WH(HOPMAIIUU IO TEXHUYECKUM KaHalaMm;
yrpo3bl HC/I k I1/1H, o6pabaThiBaeMbIM Ha aBTOMATH3UPOBAHHOM pab0OvYeM MECTeE.

Yrpo3bl yTeuky HHPOpMALMK [0 TEXHUYECKUM KaHajlaM BKJIIOYAIOT B ce0s:



YIPO3bl YTEUKH aKyCTHUECKOM (pedueBoii) nHpopMaIuu,
yrpo3bl YTEUKU BUOBOW MH(OPMALINK;
yrpo3bl yreuku nHpopmaiuu no kanany [IDMIH.

Bosuuknosenue YBII/In B paccmarpuBaembix MCIIJIH mo TEXHUYECKUM KaHajlaM XapaKTepU3yeTcs
TEMH K€ YCIOBUAMH M (paKTOpamu, uTo U 1jis npeapiaymux tunoB UCIT/IH.

VYrpo3st HC/I cBsa3anbl ¢ nedcTBusMU Hapymurteneid, umeromux jpoctyn k MCIIAH, Bxirodas
nons3oBatene UCII[H, peanusyrommx yrpo3el HemocpeactBeHHo B MCII[H, a Takke
Hapymurenei, He umeromux aoctyna Kk UCII/IH, peanusyromux yrpo3bl U3 BHEIIHUX CETEH CBS3U
00111er0 MOJIB30BaHMS U (MJIH) CETeH MEXTyHApOIHOTO HH(OPMAITMOHHOTO OOMEHa.

Yrpo3et HC/, cBsizanHble ¢ AecTBUAMU HapymuTenei, umeromux poctyn k MCII/IH, BKItOYaroT B
ce0si yrposbl, aHaJOTMYHBIE TEM, KOTOpBIE peanu3yroTcs B otraeiabHoM APM, He wumeroniem
MOJIKJIFOUEHUS K CETSIM CBSI3U OOIIETO MOJIb30BaAHMUS.

YTpo3bl U3 BHEIIHHUX CETEH BKIIIOYAIOT B CEOS:

yrpo3sl "AHanmm3a ceteBoro Tpaduka' ¢ TepexBaTOM TiepeaBacMOl BO BHEIIHHUE CETH H
NPUHUMACMOM 13 BHEIIHUX CETe HHPOPMALINY;

yIpo3bl CKaHUPOBAHMS, HAIMpaBiCHHBIC Ha BbIABICHHE TuNa omneparuonHou cucrembl MCII/IH,
CETEBBIX aJIPECOB PabOYMX CTAHIIMM, OTKPHITHIX MIOPTOB U CIY>KO, OTKPBITHIX COCTUHEHUH U Ip.;

YrpO3bl BHISIBICHHUS TAPOJICH;

yrpo3bl nonydenns HC/ myrem moaMeHbl 10BEpEHHOTO 00bEKTa;
yrpo3sl Thna "OTka3 B 00CITyKUBaHUH'";

YTpO3bl YIAJIEHHOTO 3aIlyCKa MPUJI0KEHUI;

YIrpO3bl BHEAPCHUA 1O CETU BPEAOHOCHBIX ITPOTpaMM.

6.5. Tunosast Mmogesib yrpo3 0€30MaACHOCTH NMEPCOHAIBbHBIX TAHHbIX,
oOpadaTbIBaeMbIX B pacnpe/ie/ieHHbIX HHPOPMANMOHHBIX CHCTEMAX
NMEPCOHAJIBHBIX TAHHBIX, HE HMEKIIUX MOJAKJIIOYEHUS K CETAM CBA3HU
0011ero moJib30BaHus U (MJIH) CeTAM MEKIYHAPOAHOT O
HH(OPMAIIMOHHOI0 00MeHa

[Tpu o6padotke [1/]n B pacnpenenennsix UCIIIH, nMeromuyx MOAKIIOYCHUE K CETSIM CBSI3U OOIIETO
MOJIb30BaHUA U (WJIH) CETSAM MEXIYHAPOIHOTO MHPOPMAIIMIOHHOTO 0OMEHa, BO3MOYKHA peaIh3aIius
cnenyromux YBII/H:

YIPO3bl yTeUKH HHPOPMAIIHH 110 TEXHUYECKUM KaHaJIaM;

yrpo3sl HC/I x [1/1H, 06pabaTbiBaeMbIM Ha aBTOMAaTU3HPOBAHHOM pabodeM MecTe.
Yrpo3sl yreuku HHGOPMALIUKU 110 TEXHUYECKUM KaHalaM BKJIIOYAlOT B ceOsi:
YIPO3bl YTEUKH aKyCTHUECKOM (pedueBoii) nHpopMaIuu,

YIpO3bl YTEUKH BUIOBOW HH(POPMAIINH;

yrpo3bl yTeuku nHpopmanuu mno kanamy [I9MIUH.



Bosnuknosenue YBII/In B paccmarpuBaembix UCII/IH Mo TEXHMYECKUM KaHaIaM XapaKTepPU3yeTcCst
TEMH e YCIOBHAMHU U (PaKTOpaMu, 4yTo U JuIst npeasiaymux tunos UCII/IH.

VYrpo3sr HC/I cBsa3anbl ¢ nedcTBusMU Hapymurteneid, umeromux jpoctyn k MCIIAH, Brirowas
nosnw3oBateneit UCI/H, peanusyronux yrpo3sl HenocpeactseHHo B UCIT/IH.

[Tpu 3TOM MOTYT OBITH YTPO3bI, AHAIOTUYHBIE TEM, KOTOPbIE UMEIOT MECTO B OTAeIbHOM APM, He
HNOJKIIOYEHHOM K CeTsAM OOLIero IOJb30BaHUSA, & TaKXKe YIrpo3bl, peaJu3yeMble BHYTpPHU
pacupeieseHHON CETH C HCIIOJIb30BAHMEM IIPOTOKOJIOB MEXKCETEBOIO B3aMMOJECHCTBHS, B TOM
qucie:

yrpo3bl "AHann3a ceTeBoro Tpaduka' ¢ mepexBaToM IepeaaBacMon 1Mo ceTu nHopMaIuu;

yIpo3bl CKAaHUPOBAHMS, HANPABJICHHBbIC HA BBISIBJICHUE OTKPBITHIX MOPTOB U CIYKO, OTKPBITHIX
COCJIMHEHUH U Jp.;

YIpO3bl BHEAPCHUA JIOKHOTO 00BeKTa CCTH,

YIpO3bl HaBA3bIBAHUSA  JIOKHOI'O Mapuipyra 1IIyTemM HCCAaHKIITMOHUPOBAHHOI'O N3MCHCHUA
MapHaIpyTHO-aApPCCHBIX TAaHHBIX;

yrpO3bl BHISIBICHHUS TAPOJICH;
yrpo3sl Tuna "OTka3 B 00CITyKUBaHUH'";
Yrpo3bl yIaJIEHHOIO 3aIlyCKa IPUII0KEHUM;

YIpO3bl BHEAPCHUA 110 CETU BPEAOHOCHBIX IIPOI'paAMM.

6.6. Tunosasi MojeJib YIrpo3 0€30MaCHOCTH MEPCOHAIBbHBIX JAHHBIX,
oOpadaTbIBaeMbIX B pacinpe/eJeHHbIX HHPOPMAIHOHHBIX CHCTEMAX
NMePCOHAJBLHBIX JAHHBIX, MMEIOIIUX MOJK/IYEHHE K CeTAM CBSI3H
00111ero MoJIb30BaHMs M (WJIH) CETHAM MEKIYHAPOTHOT 0
HHGPOPMALMOHHOI0 00MeHa

[Tpu o6pabotke I1/1n B pacnpenenennbix UCII/IH, nMEIOMMX NOAKIIOUYEHHUE K CETSAM CBSI3U OOLIETO
MOJIb30BaHUA U (WJIM) CETSIM MEXKIyHApOIHOTO MH(POPMAIIMOHHOTO 0OMEHA, BO3MOYKHA peanu3alius
cnenyromux YBII/IH:

yrpo3bl yTeYKU HH(OPMALIMK IO TEXHUYECKUM KaHalaM;

yrpo3bl HC/I x I1/]H, oOpabaThiBaeMbIM Ha aBTOMAaTH3UPOBAHHOM pab0OveM MECTeE.
VYrpo3sl yreuku HHGOPMALIUHU 110 TEXHUYECKUM KaHalaM BKIIIOYalOT B ceOsi:
YIpO3bl YTEUKU aKyCTHUECKOH (pedeBoit) nH(popMaImu;

yrpo3bl YTEUKU BUOBOW MH(OPMALINK;

yrpo3sl yreuku nHpopmanuu no kanamy [IDMUH.

Bosnuknosenne YBIIJIH B paccmatpuBaeMbix MCIT/IH 10 TEXHMYECKUM KaHAJIaM XapaKTepU3YETCs
TEMH K€ YCIOBUAMH U (paKkToOpamu, 4To U s mpenpiaymux tunos MCIT/IH.

VYrpo3st HCJI cBsizanbl ¢ neilcTBusMU Hapymurtene, uMmeromux noctyn k MCIIIH, Bkimtouas
nons3oBarened MCII/IH, peamusyrommx yrpossl HenocpeactBeHHo B MCII/IH, a Taxxke
HapymmTenei, He uMmeromux goctyna k UCII/IH, peanu3yromux yrpo3sl U3 BHEIIHUX CETEH CBSI3U



00111eT0 MOJIB30BaHMS U (MJTH) CETeH MEKITyHApOIHOTO HH(OPMAITMOHHOTO OOMEHa.

Yrpo3sl HC/I, cBsA3aHHbIE ¢ AEHCTBUSAMH HapymuTened, umeromux aoctyn k UCII{H, aHanoruyHel
TeM, KOTOpble uMeroT Mecto B pacnpeneineHHbix MCII/H, He umeronieil moAKIIOYeHUsI K CEeTsIM
obmero monb3oBanus. Kpome toro, B Takoi MCIIJIH mMeOT MeCTO yrpo3bl, pealu3yeMble C
MCII0JIb30BAHUEM MTPOTOKOJIOB MEKCETEBOTO B3aMMO/ICUCTBUS U3 BHEIIHUX CETEH, B TOM YHUCIIE:

yrpo3bl "AHanu3a cereBoro tpaduka" ¢ nepexsaroM nepenaBaemoit 3 MCIIIn u npuauMaeMoii B
WCII/IH 3 BHEIIHUX ceTel HHPOpMalny;

YIpO3bl CKaHHpPOBAHWs, HAIPABICHHBIE HA BBIABICHUE THUIIA WIA TUIOB HCIOJIb3YEMBIX
OIEPALIMOHHBIX CUCTEM, CeTeBBIX ajpecoB pabounx cranuuit UCII/IH, Tononorun cetu, OTKPhIThIX
IIOPTOB U CITYXO0, OTKPBITHIX COEAUHEHUN U Ap.;

yYIpo3bl BHEAPEHHUS JIOKHOTO 00bekTa Kak B ICII/[H, Tak 1 BO BHEITHUX CETSIX;
Yrpo3bl OJIMEHBI TOBEPEHHOTO O0BEKTA;

YIrpo3nl  HaBsA3SBIBAHUA  JIOKHOI'O Mapuipyra MnOyreéM  HCCAHKIOMOHUPOBAHHOTO  HM3MCHCHUA
MapHaIpyTHO-aApCCHBIX NAaHHBIX KaK BHYTPU CCTHU, TaK U BO BHCIITHUX CCTAX;

yrpo3bl BBISIBICHUS M1apOJICii;

yrpo3sl Tuna "OTka3 B 00cnykuBaHuu',

Yrpo3bl yIaJIEHHOIO 3aIlyCKa IPUII0KEHUM;

YIpO3bl BHEJPEHUS MO CETH BPEIOHOCHBIX MTPOrpamMM.
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